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B THE EXECUTIVE VIEW

Automation does not reduce risk
by default. It multiplies the operating
model behind it.

Financial crime teams are being asked to Governed automation starts before

make more decisions, across more products, deployment. The institution defines the
entities, payment rails, and jurisdictions, purpose of the automation, the actions it may
without allowing control quality to drift. take, the evidence it must produce, the
Automation can absorb routine work, apply decisions that require human authority, the
policy consistently, and direct attention to conditions that trigger escalation, and the
higher-risk activity. It can also repeat the signals that can stop or roll back the system.
same weak decision thousands of times Accountability stays with the institution,
before anyone notices. whether the capability is built internally or

supplied by a third party. This is already an
operating issue, not a distant scenario.

/5e 4B

of firms reported using Al of firms described their understanding of
implemented Al as only partial

55 02

reported Al use cases involved of Al use cases are fully autonomous
some automated decision-making

These figures cover Al use across UK financial services, not financial crime compliance (FCC)
specifically, so they indicate operating conditions rather than an FCC adoption rate [1].

-q9— EXECUTIVE CONCLUSION

Automate work, not accountability. Allocate human authority according to consequence,
ambiguity, and reversibility. Require enough evidence to reconstruct every material decision.
Expand autonomy only when validation and production monitoring support it.
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https://bankofengland.co.uk/report/2024/artificial-intelligence-in-uk-financial-services-2024
https://bankofengland.co.uk/report/2024/artificial-intelligence-in-uk-financial-services-2024

B THE AUTOMATION SPECTRUM

Not all automation carries
the same risk

Governance should rise with uncertainty, discretion, and potential harm. A deterministic routing rule,
a machine-learning score, and an Al agent taking actions inside a case are different control problems.

Deterministic
workflow automation

Model-assisted
decisioning

Generative or
agentic execution

WHAT Executes predefined Classifies, prioritizes, Synthesizes evidence,

IT DOES steps such as matches, scores, or drafts narratives,
enrichment, routing, detects patterns using recommends actions, and
reminders, evidence statistical or machine- may execute bounded
collection, and case learning models. steps across
assembly. a workflow.

FAILURE Incorrect configuration, Drift, weak training data, Unsupported conclusions,

RISK stale policy logic, missing poor calibration, opaque tool misuse, prompt or
data, or a routing error outputs, bias, or gaps in risk context failure, excessive
repeated at scale. coverage. permissions, or action

beyond policy.

MINIMUM Access controls, testing, Defined purpose, validation, Evidence citation,

CONTROLS version history, approved performance thresholds, SOP constraints, scoped

changes, exception

explainability, below-

tools and permissions,

handling, and complete
execution logs.

threshold testing, approval gates, evaluations,
monitoring, and human monitoring, safe failure, and
challenge. rollback.
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Every mode needs baseline access, change, exception, and execution-log controls. Al-enabled modes
add data, validation, explainability, and lifecycle-monitoring requirements. For those Al-enabled
modes, Wolfsberg calls for legitimate purpose, proportionate use, design and technical expertise,
accountability and oversight, and openness and transparency. FATF emphasizes responsible, risk-
based adoption and data protection, and calls on authorities to exercise informed oversight. NIST
organizes Al risk management around the continuous functions of Govern, Map, Measure, and Manage.

[2][3][6]

B THE CONTROL ARCHITECTURE

Governance must run
inside the workflow

A policy document, committee, or annual review cannot govern decisions it cannot see.
Governed automation needs six connected controls that operate from design through production.

/1 Purpose and scope

Define the intended outcome, permitted
use, affected population, jurisdiction,
in-scope data, excluded cases, and the
decision the automation is allowed to
influence or execute.

/3 Data and permissions

Establish provenance, quality checks,
access rights, retention, and permitted
downstream use. Give every system and
agent only the tools and data required for
its task.

/5 Evidence and traceability

Capture the trigger, inputs, policy or
system version, analysis, output,
limitations, approval or override, and
downstream action in a reconstructable
record.

/2 Policy translation

Convert approved policies, procedures,
risk appetite, thresholds, and escalation
rules into explicit workflow logic. Record
the source and owner of each control.

/4 Decision rights

Separate actions the system can execute,
recommendations requiring approval, and
decisions that remain human-led. Assign
accountable owners and independent
challenge.

/6 Validation and change

Test against defined outcomes, monitor
production performance, review
exceptions, control updates through
approval and versioning, and preserve safe
fallback and rollback paths.

Wolfsberg's 2025 transition framework similarly centers on transition and validation, balancing
model risk with financial crime risk, and explainability to demonstrate transparency in coverage and

effectiveness. [4]
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https://wolfsberg-group.org/news/publication-of-the-wolfsberg-principles-for-using-artificial-intelligence-and-machine-learning-in-financial-crime-compliance
https://www.fatf-gafi.org/en/publications/Digitaltransformation/Opportunities-challenges-new-technologies-for-aml-cft.html
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://wolfsberg-group.org/resources/general/202
https://wolfsberg-group.org/resources/general/202
https://wolfsberg-group.org/resources/general/202

B DECISION RIGHTS

Human-in-the-loop
needs a control design

A reviewer who lacks time, evidence, authority, or the ability to challenge a result becomes a rubber
stamp. Meaningful oversight specifies where human judgment is required and what the reviewer

must be able to see and do.

HUMAN AUTHORITY

MODES Automated
execution

USE Consequence and

INHEN ambiguity are low, the

action is reversible,
controls are validated,
and exceptions are

System recommends,
human approves

The decision has material
customer, compliance, or
reporting implications, or
the evidence requires
judgment.

Human-led
decision

The issue is novel,
ambiguous, high
consequence, difficult to
reverse, or outside the
automation's validated

detectable. scope.
FCC Data enrichment, Screening disposition, Material sanctions
EXAMPLES duplicate suppression, customer-risk change, case escalation, customer exit,
routing, SLA reminders, closure, investigation risk-appetite change,
case assembly, or closure recommendation, control redesign, or
of confirmed false or narrative draft. regulatory filing approval
positives within approved where policy or law
criteria. assigns human authority.
HUMAN Approve the policy and Review evidence, challenge Own the decision.
ROLE boundary; monitor assumptions, approve or Automation may assemble

override, and record
rationale.

evidence, identify gaps, and
document the process.

samples, exceptions, and
aggregate performance.

These examples are illustrative. Decision authority must reflect applicable law, institutional policy,
risk appetite, control maturity, and the specific facts of the use case.
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B DECISION EVIDENCE

Every automated decision
needs an evidence chain

An audit log that records only the final outcome is not enough. Reviewers need to reconstruct what
happened, why it happened, which control version was active, what the system could not determine,
and how the outcome moved through the organization.

-0 | TRIGGER

The event, alert, request, or scheduled action that started the workflow.

. © / INPUTS AND PROVENANCE

Data used, source systems, timestamps, quality checks, permissions, and material gaps.

. © / ACTIVE CONTROL VERSION

The rule, model, prompt, SOP, policy, threshold, or agent configuration in effect.

0 / ANALYSIS AND EVIDENCE

Risk indicators, retrieved evidence, calculations, cited sources, assumptions, and
confidence or uncertainty.

E é / OUTPUT

Recommendation, classification, disposition, generated narrative, or executed action.

E é / HUMAN INTERVENTION

Approval, challenge, override, escalation, comments, and accountable reviewer.

) / DOWNSTREAM AND LATER REVIEN

Case status, customer or control action, filing workflow, QA result, appeal, incident,
or recalibration signal.

A complete evidence chain can shorten internal reconstruction, support QA and independent
review, and make root-cause analysis possible when a decision fails.
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H MEASUREMENT

Speed alone cannot define success

Handling time and throughput matter, but they cannot prove that automation is effective or
controlled. A credible scorecard measures four dimensions together.

/ 01

Financial crime effectiveness

Priority-risk coverage, precision and
recall where measurable, below-threshold
testing, quality of escalations or filings,
new risk indicators identified, and gaps in
typology coverage.

/ 03

Operational performance

Time to decision, queue age, SLA
adherence, backlog, rework, handoffs,
analyst throughput, and unit cost for
comparable work.

/ 02

Control integrity

Evidence completeness, policy exceptions,
unauthorized actions, drift, failed controls,
override and reversal patterns, audit
findings, and QA pass rates.

/ 04

Human judgment and adoption

Reviewer agreement, escalation quality,
time spent on review, reasons for override,
training gaps, and whether analysts can
interpret and challenge outputs.

Wolfsberg's 2025 monitoring statement recommends redefining success around desired outcomes,
including priority-risk coverage, risk-indicator coverage, precision, recall, quality feedback, and
downstream integration. Its 2026 risk-based guidance emphasizes proportionality, prioritization,

and effectiveness rather than uniform controls. [4][5]

('] WARNING SIGNAL

If handling time falls while reversals, unsupported decisions, QA failures, or missed risk
indicators rise, the automation is faster but not better.
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https://wolfsberg-group.org/resources/general/202
https://wolfsberg-group.org/resources/aml-guidance/205

B CONTROLLED DEPLOYMENT

Autonomy is earned through evidence

A defensible route to scale is a sequence of explicit gates. The objective is not to reproduce every
output of a legacy process. It is to prove that the new approach meets current risk outcomes and
control requirements.

/ BOUNDARY |/ STAGE GATES

Define the outcome and boundary.

\ Specify the problem, risk population, in-scope actions,
o prohibited actions, accountable owner, and success and
stop criteria.

Build a relevant baseline and test set.

TN Use representative historical cases, known difficult cases,
o negative cases, policy exceptions, and current priority risks.
Record data limitations.

Test safely.

Use simulation, historical evaluation, and shadow execution
where useful. Test the end-to-end workflow, including data,
permissions, escalation, evidence, and failure behavior.

Validate against the intended outcome.

Assess effectiveness, control integrity, explainability,
\ analyst usability, and operational impact. Use independent
6 challenge proportionate to the risk.

Deploy with bounded permissions.

Start with a narrow population, explicit thresholds, approvals,
! monitoring, fallback, and an owner empowered to pause or roll
o back the system.

Monitor, learn, and expand.

Review exceptions, drift, overrides, incidents, QA results, and
emerging risks. Increase scope or autonomy only when
evidence supports the next boundary.

This approach is consistent with Wolfsberg's focus on desired outcomes, tailored transition and
validation, continuous performance oversight, and explainability. NIST likewise treats risk
management as continuous across the Al lifecycle and calls for testing before deployment and
regularly in production. [4][6]
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https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf

B EXECUTIVE READINESS GATE

Twelve questions

before automation acts

Use these questions to challenge an internal program or a third-party platform.

A confident answer requires evidence, not a feature label.

// QUESTION

DOMATIN YES PARTLY

01 Is the intended outcome specific, measurable, and tied Purpose and owner
to a defined financial crime risk or operating need?

02 Arein-scope and out-of-scope populations, Boundary
jurisdictions, products, data, and actions documented?

03 Has the decision been classified by consequence, Decision rights
ambiguity, reversibility, and required human authority?

04  Can the institution trace data provenance, permissions, Data
quality checks, and material gaps?

05 Has the workflow been tested against representative Validation
cases and current risk outcomes, including failure cases?

06 Can every material result be reconstructed from trigger Evidence chain
through downstream action?

07  Are rules, models, prompts, SOPs, thresholds, and agent Version control
configurations versioned and change-controlled?

08 Can a qualified reviewer inspect the evidence, challenge Human authority
the result, override it, and record rationale?

09 Are exceptions, drift, overrides, reversals, control failures, Monitoring
and outcome metrics monitored in production?

10 Isindependent review or challenge proportionate to the Assurance
use case and integrated without duplicative ownership?

11  Can the system fail safely, stop, fall back, roll back, Resilience
and preserve the evidence needed for investigation?

12 Does the institution retain accountability for third-party Third-party risk

systems, data, and actions across every relevant
jurisdiction?

NO

//RED-LINE GATE

and roll back the system, it is not ready for autonomous execution.

If the program cannot define decision authority, reconstruct material outcomes, or stop
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B FROM PRINCIPLE TO OPERATING SYSTEM

Governed automation
needs an enforcement layer

™
u Risk Scoring
Al agents
Transaction Monitoring
Case Management fon)
S Watchlist Screening
Governance
Q
Simulation

Rule Builder

q>’ FLAGRIGHT PERSPECTIVE

About
Flagright

EXPLORE FLAGRIGHT A

Policies, approvals, evidence, monitoring,
and change controls are harder to enforce
consistently when they live across separate
tools and manual handoffs.

A unified operating layer can make those
controls executable across monitoring,
screening, risk scoring, investigations,
quality assurance, and regulatory filing.

Flagright provides governed workflows,
evidence, audit histories, and traceable
decisions. Teams can bound what
automation may do, preserve human
authority for material decisions, and
maintain the evidence needed to review
every outcome.

The target is not maximum autonomy. It is
faster, more consistent financial crime
operations with accountable decision rights
and evidence at every step.

Flagright is the Al operating system for
financial crime compliance, trusted by
fintechs, banks, and financial institutions in
30+ countries.

The platform unifies transaction monitoring,
watchlist screening, risk scoring, case
management, investigations, reporting,
governance, and Al agents in one configurable,
audit-ready system.

TALK TO AN EXPERT A
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