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INTRODUCTION

Risk Scoring as the Foundation of
Modern FinCrime Controls

Risk scoring is the practice of assigning a quantitative risk level or score to customers, accounts, or transactions based on various risk factors.
In anti-money laundering (AML), fraud prevention, and compliance, an effective risk scoring system serves as the foundation for real-time and
intelligent financial crime controls. It enables financial institutions (Fls) to continuously gauge the likelihood of illicit activity and to prioritize their
focus on the highest risks, rather than treating all transactions or customers the same. This guide explains what risk scoring is, why it’s crucial

for modern financial crime prevention, and how Flagright's dynamic risk scoring engine empowers organizations to stay ahead of threats.



Recent enforcement actions highlight the importance of robust risk

scoring. For example, in 2024 a major bank (TD Bank) was fined $3.1

billion in part because its customer risk rating system was flawed, many

scores were outdated or based on broken logic, allowing high-risk
customers to slip through undetected. This failure to maintain up-to-
date risk scores led to missed red flags and costly compliance
breaches. In today’s fast-paced financial environment, financial crime
risk is not static, customer profiles and behaviors can change rapidly,
meaning yesterday’s low-risk customer could become high-risk

tomorrow.

As a result, regulators and industry bodies now expect continuous, real-
time risk assessment across the customer lifecycle. Guidance from the
FATF, European Banking Authority (EBA), and others emphasizes that
institutions should “combine onboarding data with behavioral insights,
adjust scores as conditions change, and use risk scoring to guide
decisions in alerting, escalation, and reporting”. In other words, real-
time, contextual risk scoring has moved from a best practice to a

regulatory expectation in effective AML/CFT programs.

For decision-makers and practitioners, from Heads of Risk, AML, Compliance, and Fraud to analysts on the ground, a sound

risk scoring framework is foundational for intelligent financial crime controls. It powers a risk-based approach, enabling dynamic

detection rules, efficient alert triage, and automated actions that focus resources where they matter most. The following sections

unpack how Flagright's risk scoring system works, its unique advantages over legacy approaches, and how it serves as a core

decision layer in a modern financial crime prevention strategy.



Real-Time Architecture and
Integration into Monitoring

A key differentiator of Flagright's approach is its real-time architecture. The platform was built for instant data
processing and decisioning, which is critical in an era of instant payments and digital banking. Here's how

Flagright's real-time risk scoring works and integrates with other controls:

Continuous Scoring and Instant Updates

Flagright’s risk scoring engine recalculates risk immediately whenever new data comes in. Every time
there is a relevant event, a new transaction, a profile update, a watchlist hit, a change in device or IP, etc.,
the system automatically updates the customer’s risk score. These changes aren’t held in batch jobs
overnight; they occur on the fly, and the updated score is instantly usable by the transaction monitoring
rules and workflows. In practice, this means if a customer’s risk moves from Medium to High due to some
activity, that transition will trigger any associated controls at the exact moment it happens. There is no
lag between a risk change and the system’s response. For example, crossing a threshold could
automatically prompt enhanced monitoring or generate an alert for review in real time. This real-time
feedback loop is crucial for catching fast-moving threats (like fraud patterns that unfold over minutes or

hours) and for preventing high-risk transactions from slipping through due to delayed scoring.

¢ High Performance and Low Latency

The entire Flagright platform, including the risk engine, is designed for sub-second API response times

and high throughput. Compliance processes that used to be slow (due to batch scoring or manual checks)
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can now operate at the speed of digital transactions. Flagright’s streamlined architecture (with only a few
core API endpoints and full SDK support) ensures integration is fast and response times are extremely low-

latency. This means even as volumes scale, the risk scoring can keep up without becoming a bottleneck.

Integration with Transaction Monitoring (TM)
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Risk scoring in Flagright is not an isolated module; it’s tightly integrated with transaction monitoring and
other controls. Essentially, the risk score becomes a contextual input into transaction monitoring rules and
workflows. Fls can configure risk-based rules; for instance, a transaction scenario might only trigger an
alert if the customer’s risk level is High, or different thresholds might apply based on risk tier. Flagright
explicitly supports this concept of “risk-based monitoring”, allowing detection logic to adjust dynamically
per the customer’s risk profile. Routine activity from low-risk users can flow without extra checks, while
higher-risk scenarios are flagged earlier and with more context, leading to better-targeted alerts. In effect,
the risk score acts as a dynamic parameter in the monitoring engine, thresholds, rules, and even workflow

decisions can all be influenced by the up-to-the-moment risk rating of each profile.



Transparency, Explainability,
and Auditability

One of the challenges with risk scoring models, especially as they grow complex, is ensuring that they remain transparent and explainable to
both internal stakeholders and regulators. Black-box scoring (such as opaque algorithms or uninterpretable Al models) can undermine trust and

fall foul of regulatory expectations. Flagright has addressed this by building transparency and auditability into the core of its risk scoring engine:

R
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Clear Scoring Rationale

Every risk score generated in Flagright can be deconstructed to see
why that score was given. The system tracks which risk factors
triggered and how much each contributed to the final score. This means
a compliance analyst or auditor can drill down on a high risk score and
see, for example, that “0.7 came from large cross-border transfers, 0.2
from geolocation mismatch, and 0.1 from PEP status”, etc. The ability to
articulate the scoring rationale is crucial for internal model validation
and for regulatory scrutiny. Flagright's platform makes these details
available on the dashboard so that teams can readily explain any given
risk rating. This level of transparency ensures that nothing is a mystery,
risk scores are backed by concrete factors and logic, which is exactly

what regulators mean by an “explainable” or “interpretable” model.
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5 Audit Logging of Changes

Audit log
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The Flagright engine maintains a log of all changes made to the risk
scoring model, whether it's updating a weight, adding a new factor,
or changing a threshold. This change history is invaluable for model
governance. Compliance teams can easily review what
modifications were made, who approved them, and when they were
implemented. If an auditor or the risk committee asks “why did our
risk scores increase last quarter?”, the team can show the logged
changes (e.g., perhaps the weight for foreign transactions was
increased in response to new regulatory guidance). This supports
strong model governance and version control, ensuring the risk
model evolves in a controlled and documented manner. Every
change is logged for audit purposes, and built-in simulation tools let
you test how adjustments would have impacted historical data
before you go live. This means not only are changes tracked, but
their impact can be understood retrospectively and prospectively, a

key component of good governance.

The Flagright Guide to Risk Scoring for Financial Crime Prevention

¥ Model Simulation and Testing

Iteration1 Iteration2  Iteration 3
Iteration 1

Users distribution based on KRS Users distribution based on CRA|

Before deploying changes to the scoring model, Flagright offers a
Simulator (or sandbox testing feature) that allows teams to
experiment with adjustments safely. For instance, the compliance
team might want to see how tightening the threshold for “High” risk
or increasing the weight of a certain factor would affect the
distribution of customers across risk tiers or the volume of alerts
generated. Using historical data, the simulator can show the
projected outcome of those changes. This capability is crucial for
model validation and tuning. It helps avoid unintended consequences
(like suddenly classifying half the customers as high risk due to a
small weight change) and gives compliance officers confidence in
making improvements. It also aligns with regulatory expectations
around model governance, regulators often expect Fls to conduct
back-testing and impact analysis when they adjust risk models.
Flagright essentially bakes this practice into the toolset, which keeps
Fis aligned with both internal risk appetite and regulatory feedback

when refining their scoring.



{} Continuous Risk Assessment

Regulatory bodies like FATF and national regulators (e.g., FINTRAC in
Canada, MAS in Singapore, etc.) emphasize that risk assessment
should be an ongoing process, not a one-time exercise. As cited
earlier, FATF and the EBA expect “continuous risk assessment across
the customer lifecycle”, combining static and dynamic information.
Flagright's real-time scoring directly supports this by updating risk
profiles continuously and automatically. This means an institution
using Flagright can confidently state to regulators that they are
monitoring customer risk on an ongoing basis and not just at account

opening or periodic intervals.

SAR Report

SARID Description Case user ID Created by

1 Generaldetails 2 Suspicious activity details :‘ Attachments
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Risk-Based Controls and Proportionality

Regulations call for proportionate controls based on risk, e.g., more
rigorous monitoring for higher-risk customers, simplified due
diligence for lower-risk cases (where permitted), etc. By
implementing the risk tiering and connecting it to monitoring
thresholds and workflows, Flagright enables exactly this
proportional approach. Institutions can demonstrate that “high-risk
customers are subject to X, Y, Z additional measures, whereas low-
risk customers enjoy streamlined processing”, with the demarcation
driven by a quantitative model. This helps fulfill regulatory mandates
such as those in the EU’s AML directives or the US FFIEC guidelines

that expect a risk-ranked approach to AML resource allocation.

Documentation of Rationale

When filing SARs or responding to regulator inquiries, firms must document why they deemed
an activity suspicious or why a customer was categorized as high risk. The transparency of
Flagright’'s scoring (where each contributing factor is visible) makes it easier to produce these
documented rationales. For example, a SAR narrative can include: “The customer was flagged
due to a risk score of 850 (High Risk) primarily driven by unusual transaction velocity and
large international transfers, which is outside their normal behavior pattern” Such detail
shows the Fl has a systematic way to identify and explain risk, something regulators
appreciate. Moreover, if an examiner audits a Fl's risk rating methodology, the Fl can provide
the model documentation (weights, factors, etc.) along with the audit logs of changes,

demonstrating a well-governed process.



|2 Model Governance and Validation

Financial regulators increasingly focus on model governance for any
automated decision systems, including risk scoring models. They
expect institutions to validate their models (test their accuracy and
effectiveness), review them periodically, and have controls around
changes. Flagright’s Simulator and audit logging features meet these
needs head-on. Compliance teams can show that before deploying
any major model change, they simulate its impact (a form of
validation), and they maintain records of outcomes. Periodic model
reviews can be done by analyzing historical performance (e.g., did
the high-risk category indeed capture most of the incidents? Do we
need to adjust something?). Since Flagright logs all scoring outputs
and changes, it provides the evidence needed for such reviews.
Essentially, it offers built-in tools for model governance, aligning with
guidance like the OCC's model risk management handbook or the
ECB’s expectations for AML model validation. This simplifies staying

compliant with the governance aspect of using advanced analytics.

E Compliance with Emerging Guidance

B Auditability for Examiners

During regulatory exams or audits, being able to show a clear audit
trail and a well-structured risk scoring program can significantly ease
the process. With Flagright, examiners can be given a walkthrough of
the risk scoring engine: the risk factor library (showing coverage of
key risk areas), the scoring formula, examples of outputs for various
scenarios, and the change log of model updates (showing
responsiveness to new risks or findings). Additionally, since Flagright
unifies case management, an examiner can pick a specific alert or
case and see from the beginning to end how risk scoring influenced it
(e.g., “this alert was generated because the customer’s risk score
went to High after X event, leading to an investigation which resulted
in a SAR”). This holistic visibility tends to satisfy auditors that the
program is both effective and well-controlled. It demonstrates
adherence to the principle of a risk-based approach with proper
oversight, exactly what regulators want to see in modern AML

programs.

New typologies and regulatory advisories (like FATF guidance on virtual assets, FInCEN advisories on specific crime trends, etc.) often require

quickly adjusting what is considered “high risk.” Because Flagright's system is configurable in real time, institutions can swiftly implement the

recommendations (e.g., adding a risk factor for transactions involving certain high-risk crypto exchanges if guidance says so). This agility ensures

the institution remains aligned with the latest regulatory expectations. In contrast, slower systems might lag in implementing new controls, which

could be a compliance gap. Flagright’s approach gives institutions confidence that they can keep their risk detection framework current and effective

amid a changing regulatory landscape.



Explainability vs. Al Complexity

Flagright’s platform leverages advanced techniques (even Al/ML for certain analytics), but it carefully balances accuracy with explainability.
Any Al-driven risk scoring components are designed to remain interpretable. For decision-makers and regulators alike, this is key; it's
acceptable (even encouraged) to use Al to enhance risk detection, but not at the cost of being unable to explain why a risk decision was

made. Flagright’s design acknowledges that transparency is non-negotiable in compliance tech.

B¢ Audit-Ready Outputs

Because risk scores and rationales are transparent, generating reports for auditors or regulators becomes easier. Flagright keeps an audit
trail of risk assessments, and case management in the platform can lock in the reviewed risk score (with justification notes) once an analyst
has vetted it. When an investigation is completed or a SAR is filed, the final risk determination can be frozen in the system so that future
reviews or auditors see exactly what was decided and why. Moreover, the integration of risk scoring with case management means that if
an examiner asks “why did you not file on Customer X?”, the bank can pull the case and show that Customer X remained low risk throughout
and provide the supporting risk factor history. This kind of end-to-end auditability, from initial score through to outcome, is part of how

Flagright helps Fls stay audit-ready and compliant with regulatory expectations.

Flagright's risk scoring engine prioritizes transparency and control. It gives compliance teams full visibility into the model’s workings and
an ability to adjust and document everything. This directly aligns with regulatory principles: regulators expect a risk-based approach with
documented rationales and strong oversight. Flagright’s approach means an institution can confidently demonstrate that “our risk scoring
model is well-calibrated, we know exactly how it works, we can show every change and its justification, and we can explain every high-
risk score with evidence.” Such capabilities not only build trust with regulators but also empower internal stakeholders (like risk

committees and senior management) with confidence in the system.



No-Code Risk Factor Builder

As noted earlier, users can create or modify risk factors through Flagright’s
dashboard without writing a single line of code. A visual interface lets
teams define conditions or formulas for risk factors, whether it's a simple
threshold (e.g., transaction amount above X) or a complex calculation
(e.g., a moving average of weekly transaction counts). This no-code
configuration extends to setting weights, choosing time windows for
rolling metrics, and defining how multiple scores aggregate. The power
here is that compliance teams can implement policy changes immediately.
For instance, if tomorrow a regulator flags a new typology (say, a certain
pattern of crypto transactions) as high-risk, the team can add a

corresponding risk factor and deploy it the same day, without waiting

Config u ra bi I ity a nd weeks for vendor development.
No-Code Empowerment

EA Pre-Configured Risk Libraries

Another major differentiator of Flagright’s risk scoring solution is L . . .

For organizations that may not have every risk factor readily defined,
its high degree of configurability, accessible through a no-code . . . . .

Flagright offers a library of pre-configured risk factors and industry best-
interface. This is especially important for compliance teams who . . . .

practice templates. These cover common risk indicators aligned with
need agility in responding to new risks or regulations but often . .

regulatory guidelines and typologies (for example, FATF red flags). Fls can
lack immediate engineering support on traditional platforms. . .

use these out-of-the-box as a starting point and then tweak them as
Flagright flips that script by allowing practitioners themselves; . . . .

needed. This means a faster implementation, you’re not starting from
the risk officers, AML analysts, fraud teams, to tailor the risk . . .

scratch with your risk model. It also ensures that standard risk
model directly: . . . . .

considerations (like PEP status, sanctions exposure, unusual transaction

behavior) are accounted for from day one.



Custom Thresholds and Actions
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Not only can the scoring logic be customized, but so can the

actions tied to different risk levels. Flagright enables setting risk-
based thresholds in transaction monitoring and defining actions
or workflows based on risk tier. For example, you might
configure: if Risk = High, then any single transaction over $5,000
triggers an alert; if Risk = Low, maybe only transactions over
$50,000 trigger an alert (since low-risk customers have more
leeway). Similarly, High-risk customers might be subjected to
enhanced due diligence (EDD) periodically, whereas low-risk
customers are only reviewed annually. All such rules can be
adjusted by compliance managers directly. This configurability
ensures that the risk scoring engine is truly tailored to the
business. A fintech serving freelancers will have different risk
tolerances than a bank dealing with high-net-worth clients;

Flagright’s system molds to each scenario.

Eliminating Dependence on Engineering

Traditional compliance systems often require significant IT involvement to
update risk scoring models or monitoring rules (some banks even rely on
Excel exports and manual calculations for risk scoring!). Flagright’s no-
code, API-driven approach removes that dependency. Compliance teams
can adapt on their own schedule, which greatly increases agility. Flagright’s
platform was built to be simple enough that even interns could integrate it.
The same simplicity applies to using the dashboard, intuitive controls
instead of cryptic configuration scripts. This not only speeds up response
times to new threats, but also reduces the risk of miscommunication or
errors that can happen when translating compliance requirements to IT
specifications. In Flagright, the people who understand the risks best (the

compliance experts) are in the driver’s seat of configuring the system.

% Speed of Deployment

Hand in hand with configurability is the speed of getting live. Flagright has
consistently shown fast deployment timelines, with some customers going
live in under two weeks. This comes from minimal coding requirements
and dedicated onboarding support. For decision-makers, adopting
modern risk scoring doesn'’t require a long IT project; it's a matter of days
or weeks with immediate impact. Fast deployment and ease of use also
encourage teams to experiment and refine their risk models, since the
barrier to change is low. That constant refinement is what keeps risk

scoring effective as new challenges emerge.



By giving Fls a configurable, no-code risk engine, Flagright ensures the tool keeps pace with the business and regulatory environment.
It transforms the risk scoring engine into a living part of the compliance program that can be tuned and optimized continuously, by the
very people who operate it. This level of empowerment is a major leap from legacy systems, which often left users frustrated by

inflexibility and long turnaround times for changes.

Legacy Systems vs.
Flagright’s Modern Approach

To truly appreciate Flagright's approach, it's helpful to contrast it with the legacy systems many banks and fintechs are trying to
move away from. Traditional AML compliance infrastructure often suffers from a combination of rigidity, opaqueness, and latency.

Flagright's platform was explicitly designed to address these pain points:

% Static Rules and One-Time Risk Ratings (Legacy) vs. Dynamic Scoring ( (> Flagright )

Historically, many institutions assigned a risk rating at onboarding (e.g. a score or category based on KYC data) and then updated it infrequently,
if at all. Some would only revisit risk scores during annual reviews or when a major event occurred. This static approach leaves huge blind spots,
as customer behavior between reviews might change significantly. Legacy transaction monitoring similarly relied on static rules, e.g., a fixed
threshold for all transactions regardless of customer risk. The result was either too many false positives for low-risk customers or missed
detection for high-risk customers whose behavior didn’t trigger generic rules. Flagright’'s model is dynamic by design, legacy risk scoring models
rely on static inputs, but Flagright’s risk engine updates customer risk scores dynamically based on behavior. In practice, this means no more
stale risk profiles, the system is always recalibrating. The combination of dynamic scoring with risk-based monitoring rules yields far better
precision (fewer false alarms and fewer misses). As noted earlier, FIs saw substantial reductions in friction and noise after shifting to a dynamic

scoring model.



(¢ Batch Processing (Legacy) vs. Real-Time Processing ( & Flagright )

Many older compliance systems are batch-oriented. They might compile transactions for a day and run them through monitoring overnight, or
update risk scores in monthly batches. This not only slows down detection (you find out about a suspicious pattern only the next day or later), but
it's incompatible with real-time services where decisions need to be instant. Flagright's risk scoring system operates in real-time, scores are
recalculated immediately and alerts are generated within milliseconds of data arrival. This is a night-and-day difference in responsiveness. It

enables things like blocking a transaction during a live session if risk is too high, rather than after the fact.

(@ Opaque “Black Box” Models (Legacy) vs. Transparent Models ( > Flagright )

Some legacy risk scoring implementations (especially those offered by large vendors) are essentially black boxes; Fls use them without fully
understanding how scores are derived. The weighting of factors might be fixed or hidden, and often these models are not easily customizable.
This lack of transparency is dangerous because compliance teams can’t confidently explain or adjust their risk metrics. If regulators question
why a certain customer was low risk despite red flags, a Fl should be able to show the reasoning. Flagright's approach is the opposite: fully
transparent and user-defined. As discussed, every factor and weight is visible and customizable, and every outcome can be explained. This
fosters trust in the system and ensures the risk model stays aligned with expert judgment and regulatory expectations, instead of being an

inscrutable algorithm.

¥+ Siloed Systems (Legacy) vs. Unified Platform ( (> Flagright )

In many Fls, customer risk scoring, transaction monitoring, case management, and sanctions screening might be separate systems that don’t talk
to each other well. A risk score might reside in a KYC system and not feed into the transaction monitoring system’s logic. Case investigators might
manually pull risk scores from another source when reviewing an alert. These silos create inefficiencies and the possibility of disconnects (as the
TD Bank case illustrated, high-risk customers weren’t flagged in monitoring because the risk ratings were in disarray elsewhere). Flagright was
built as a centralized, modular compliance platform where risk scoring, transaction monitoring, case management, and screening all work in unison.
With a single integration (just a few API endpoints), clients get a seamless flow: data comes in, gets scored, checked against rules, alerts go to
case management, and everything is logged centrally. This unified design means no important signal falls through the cracks. It also simplifies the

life of compliance staff; they have one interface to see everything (risk scores, alerts, case notes, etc.) rather than juggling multiple applications.



Slow Adaptation (Legacy) vs. Agile Policy Changes ( (> Flagright )

In legacy environments, changing a rule or risk factor could be a project taking weeks or months (raise a ticket with IT, wait for next software
release, etc.). This lag is unacceptable in the face of rapidly changing typologies or regulatory updates. Flagright’s no-code configurability makes
the system extremely agile: compliance leads can implement changes the same day a new risk is identified. The platform also includes features
like risk simulation that let teams test changes safely (e.g., running new risk typologies in simulation mode to see what they would catch without
actually raising alerts, to fine-tune before full deployment). This kind of agility simply doesn’t exist in older systems, which were built in a more
static era. As a result, Flagright users are more in control and proactive, whereas legacy users often felt “stuck” with whatever configuration they

initially set up.

L\
7
/ RISK SCORING

VERY HIGH HIGH MEDIUM Low VERY LOW

Overall, Flagright’s approach represents a new era of compliance technology, one that is real-time, user-friendly, and intelligent. It was “born
out of frustration” with the old way of doing things and built specifically to empower modern financial institutions that cannot afford to be
slowed down by antiquated tools. The difference is not just in features, but in philosophy: legacy systems often saw compliance as a
checkbox and were bolted on, whereas Flagright views compliance as a strategic function that, when optimized, can even enhance
customer experience (by reducing unnecessary friction for good users). By replacing static rules and batch processes with dynamic scoring

and real-time controls, Fls can detect threats earlier, cut false positives, and operate more efficiently.



Alerts, Escalation, and SARs

i

By integrating risk scoring into alerting and case management, Flagright ensures that risk is tied directly to
monitoring and escalation decisions, avoiding the legacy issue of static, disconnected scores. In Flagright,
a spike in risk can automatically escalate a case or trigger manual review. A high risk score might generate
a high-priority alert, ensuring analysts respond quickly. Risk tiers map to different triage workflows — high-
risk alerts may go to senior investigators or require a SAR draft, while low-risk alerts may be resolved with
minimal action. Because the scoring engine works in real time, it supports timely escalation and reporting.
Regulators expect that when risk is detected, banks act accordingly. With Flagright, teams can set rules
such as: if risk score > X, auto-generate a case and collect SAR information. The platform’s Al Co-Pilot can
also draft SAR narratives using the risk rationale and transaction history, streamlining reporting. Overall,

the risk score becomes an actionable signal driving the entire alerting and escalation pipeline.

& Webhooks and External Integration

When risk levels change, Flagright can instantly communicate these changes to other systems via
webhooks. This is important for FIs that have downstream systems or custom dashboards; they will
always have the latest risk status. For instance, if you integrate Flagright with your internal case
management or customer relationship management system, a webhook can update the customer’s risk
tier in those systems in real time. This keeps everything synchronized: transaction monitoring, case

management, and reporting tools all stay aligned with the latest risk information.

In summary, Flagright's real-time architecture ensures that risk scoring becomes a living part of your compliance operations. As soon as
risk changes, the system’s controls (monitoring rules, alerts, case workflows) adjust in tandem. This instant feedback loop; from data to
score to action, is what makes the platform’s controls intelligent and proactive. It embodies the idea that risk scoring is an active decision
layer, and not a passive scorecard. By eliminating delays and integrating scoring with monitoring, Flagright enables compliance teams to

catch issues before they escalate and to reduce noise from low-risk routine transactions.



What Is Risk Scoring
and Why It Matters

Risk scoring is the process of evaluating various risk indicators about a
customer or transaction and synthesizing them into a score or category (e.g.,
Low/Medium/High risk). Think of it as a way to quantify the risk level of doing
business with a person or processing a particular transaction. In practice, a
risk score might consider inherent risk factors (like a customer’s country of
residence, business type, Politically Exposed Person status, etc.) and
behavioral factors (like unusual transaction patterns, sudden changes in
account activity, login from new devices, etc.). By combining these inputs,

risk scoring provides a unified view of risk at any given moment.

This unified risk view is crucial for real-time financial crime controls because it
ensures that compliance measures are commensurate with the level of risk.
High-risk customers or transactions can be flagged for more scrutiny (or even
blocked) while low-risk activities can be allowed to proceed with less friction.
Rather than relying solely on static rules or one-time risk assessments (e.g. a
single risk rating given at onboarding), modern risk scoring is continuous and
contextual. A one-and-done risk rating from onboarding will not reflect reality
a year later, ongoing dynamic scoring is needed so that changes in behavior

or context immediately influence a customer’s risk profile.

In essence, risk scoring is the engine powering a risk-based approach to compliance. Regulatory standards globally mandate a risk-

based approach, meaning financial institutions should apply stronger controls where risk is higher and streamline efforts where risk is

lower. A robust scoring system makes this possible by quantifying risk in real time and feeding that information into compliance decision-

making. It helps answer questions like: Which customers pose the highest AML risk? Which transactions are abnormal for this user?

When should a suspicious activity be escalated to investigators or reported to regulators? Without an effective risk scoring mechanism,

institutions either over-investigate trivial alerts (wasting resources on false positives) or miss critical red flags (exposing themselves to

financial crime). Thus, risk scoring is foundational because it underpins intelligent, real-time controls that can adapt to evolving threats.
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Multi-Dimensional Risk Assessment

Flagright supports separate but related scores, for example,
a KYC-based Risk Score (KRS) derived from static

FI ag r i g ht !S Dyna m i C onboarding data, a Transaction Risk Score (TRS) that

evaluates each transaction’s risk, and an overall Customer

RiSk Scoring SYStem Risk Assessment (CRA) that combines both inherent and

behavioral risk factors. This layered approach ensures a
Methodo|ogy and Signals holistic view: who the customer is (inherent risk) and what
the customer does (behavioral risk) are both captured.

Legacy models often looked only at inherent factors like

Flagright's approach to risk scoring is designed to be dynamic, nationality, age, or occupation, whereas Flagright’s risk
comprehensive, and configurable. Unlike legacy systems that engine fuses those with behavioral data and updates scores
might rely on a single static score, Flagright enables firms to dynamically based on how the user interacts with the
calculate multiple types of risk scores and update them platform. For example, if a user suddenly increases their
continuously as new data arrives. Key aspects of Flagright’s transaction velocity or starts transacting in higher-risk

scoring methodology are added. corridors, their score will adjust automatically in real time.



Risk Scoring as a Core Decision
Layer for Automation and Efficiency

Flagright’s risk scoring engine is not just a compliance tool; it serves as a central decision layer that informs and

enhances numerous processes across financial crime prevention. By having an accurate, real-time risk metric at the

core, institutions can achieve:

& Dynamic Detection and Prevention

The risk score acts like the brain of the system, allowing
detection mechanisms to adjust dynamically. We've discussed
risk-based transaction monitoring where rule thresholds change
based on risk level. Another example is fraud prevention: if a
normally low-risk user suddenly behaves abnormally and their
risk score jumps, the platform could automatically step up
authentication for that user or decline a transaction pre-
emptively. In other words, risk scoring enables adaptive risk-
based controls. Instead of one-size-fits-all rules (which either
catch too little or too much), decisions can be contextual. Low-
risk customers enjoy smoother service (because the system
knows they’re low risk), whereas high-risk situations trigger
stronger controls instantly. This leads to both better security and

a better customer experience for legitimate users flagright.com.

88 Better Alert Triage and Prioritization

A common pain point in AML and fraud operations is the flood of alerts that
analysts must triage. By incorporating risk scoring, Flagright helps teams
prioritize alerts so that they work on the truly urgent cases first. For instance,
alerts involving high-risk customers can be automatically ranked higher or even
directly escalated, while those involving low-risk profiles might be grouped for
later review or even auto-closed if trivial. This triage is powered by the risk
engine’s continuous evaluation of context. As a result, analysts spend less time
sifting through false positives and more time investigating meaningful leads. The
outcome is a more efficient use of resources — compliance teams can handle
more with the same or fewer staff because the system intelligently routes their
attention. Empirically, the introduction of risk-based prioritization has been
shown to reduce workloads significantly (as evidenced by false positive

reductions up to 98% in some cases with Al assistance fintechnews.ch, and

generally 40% less “noise” with risk-based monitoring flagright.com).



&% Risk-Informed Automation

With a reliable risk scoring mechanism, many decisions can
be automated in a risk-sensitive way. For example,
onboarding automation: low-risk applicants (determined via
an initial KRS) might be auto-approved to open an account
with minimal manual review, whereas high-risk applicants are
flagged for enhanced due diligence checks or senior
approval. Transaction automation: small transactions by low-
risk customers could be auto-cleared by the system, whereas
similar transactions by a high-risk customer generate an alert
for inspection. Case automation: some cases can be auto-
resolved if subsequent analysis (and risk score stabilization)
shows no real threat, while others can trigger immediate SAR
filing if risk crosses a critical threshold. Flagright’s platform
even includes Al agents (the “Al Forensics” suite) that can
take on tasks such as drafting SARs or executing low-level

investigationsfintechnews.ch, all informed by the risk context.

The risk score essentially provides a consistent metric for
these automated decisions — a kind of common language of
risk for the machine logic to act upon. This dramatically
improves operational efficiency: trivial matters don’t consume

human time, while serious matters get expedited treatment.

(=] Contextual Decision-Making Across the Board

Risk scores don’t only benefit AML compliance; they can feed into broader risk
management and business decisions. For instance, a fintech lender might use the
compliance risk score as one input when deciding whether to extend credit or what
loan terms to offer (charging a higher interest or requiring more collateral for a high-risk
customer to offset potential fraud risk). Product teams might adjust features or limits
(like lower spending limits for higher-risk users until they build more history). Customer
support might have protocols where high-risk customers’ requests (e.g. to change an
address or reset a password) undergo additional verification. In all these scenarios,
having a centralized risk scoring engine means the institution can be consistently risk-
informed in every aspect of operations. Flagright’s real-time scoring, combined with
webhooks and APls, makes it feasible to inject this risk intelligence wherever it's
needed.

A Aligning with Risk Appetite and Strategy

For executives and heads of risk, the scoring engine is a tool to implement and enforce
the organization’s risk appetite strategy. By calibrating the model (via weights and
thresholds) to reflect what the business considers acceptable risk, leadership can
ensure that day-to-day operations adhere to that abstract risk appetite in a quantifiable
way. If the business decides to take on slightly more risk (for growth in a certain
market, for example), they might adjust thresholds to allow more medium-risk
customers. If the strategy shifts to a conservative stance (perhaps after an incident or
new regulation), they can tighten the model. The point is, the risk scoring engine
becomes a strategic lever — a way to translate high-level policy into operational

practice in a consistent and measurable fashion.



In summary, Flagright’s risk scoring engine serves as the core decision layer in a modern fincrime prevention stack. It enables a move from
reactive, manual processes to proactive and automated ones that are risk-driven. This is how financial institutions can scale their
compliance and fraud programs effectively: by letting a well-designed system handle the routine and highlight the truly suspicious. By
positioning risk scoring at the center, Flagright ensures every control — from monitoring to case management - is risk-informed and
smarter. The payoff is not just better crime detection, but also improved efficiency, better customer experiences, and a compliance

program that can truly keep up with the pace of digital finance.

Alignment with
Regulatory Expectations
and Best Practices

Flagright's risk scoring engine is not just a compliance tool; it serves
as a central decision layer that informs and enhances numerous
processes across financial crime prevention. By having an accurate,
real-time risk metric at the core, institutions can achieve:




In essence, Flagright’s risk scoring engine is built with regulatory alignment in mind. It doesn’t treat compliance as just a technical problem,

but also as an operational and governance challenge. By ensuring transparency, documentation, and adaptability, it helps financial

institutions meet their regulatory obligations while actually improving their ability to prevent financial crime. This alignment means

compliance teams using Flagright can spend less time worrying about whether their tools meet regulatory muster, and more time

leveraging those tools to catch bad actors and protect the financial system.

CONCLUSION

Transforming Financial Crime Prevention
with Dynamic Risk Scoring

Risk scoring may once have been a periodic,
back-office exercise, but Flagright’'s approach
shows that it should now be the beating heart of
a proactive financial crime compliance program.
By moving to dynamic, real-time risk scoring,
organizations shift from a reactive stance to one
where they can anticipate and counter threats
as they emerge. Flagright’s risk scoring engine,
with its blend of configurability, speed,
transparency, and intelligence, illustrates what

modern AML and fraud prevention looks like:

It empowers teams to detect nuanced risks by combining inherent and behavioral

insights in real time.

It drastically reduces noise and false positives by letting controls adapt to the context
(leading to smoother experiences for legitimate customers and quicker escalation of

true threats).

It provides compliance officers and investigators with clear rationale for decisions,

reinforcing trust in the system and enabling effective oversight.

It keeps institutions agile and ready for the next challenge, whether that's a new fraud
scheme or a new regulation, through easy model updates and continuous assessment.

It functions as a unified platform where risk scoring isn’t siloed, but rather informs
every layer of defense, from automated screening and monitoring to case
management and reporting.



For decision-makers (Chief Risk Officers, Heads of Compliance, etc.), adopting such a system means
the ability to align risk management with business objectives. You can confidently scale your
operations, knowing that risk is being assessed accurately and immediately at each step, and that your
team’s efforts are directed by solid risk intelligence rather than guesswork or outdated rules. It turns
compliance from a check-the-box cost center into a strategic asset, one that not only prevents fines
and bad press but also enhances operational efficiency and customer trust (by minimizing unnecessary
frictions and demonstrating robust controls).

In the broader Flagright platform, the risk scoring engine is the core that interconnects with transaction
monitoring, case management, and even Al-driven analytics. Yet, this guide has been written to stand
on its own, underscoring fundamental principles and benefits of risk scoring in financial crime
prevention. Whether or not one uses Flagright’s solution specifically, the trends are clear: real-time,
intelligent risk scoring is now a must-have for any institution serious about AML, fraud, and compliance
excellence. Those clinging to static, legacy approaches risk not only regulatory penalties but also

operational inefficiencies and exposure to undetected crime.

Flagright's vision; “real-time compliance that doesn’t rely on engineers” and that marries speed with
control, is setting a new standard in the industry. By deploying a dynamic risk scoring engine as
described, financial institutions can stay ahead of financial crime, rather than constantly chasing it. The
end result is a safer financial ecosystem, where good customers enjoy swift service and bad actors find it
ever more difficult to evade detection.

In conclusion, The Flagright Guide to Risk Scoring for Financial Crime Prevention encapsulates a
paradigm shift: from static checklists to dynamic, data-driven defense. Embracing this approach
means your compliance and risk teams are better informed, your systems respond in
milliseconds, not days, and your organization is both regulator-ready and future-proof. It's about
leveraging that score as the intelligence layer that makes all your financial crime controls

smarter and more effective.
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Risk Factors and Signals

S

Risk scoring > Risk factors JSON B Version history

Flagright provides a rich library of pre-configured risk factors covering common

Risk factors  Risk levels

AML/Fraud indicators (e.g. PEP status, high-risk geographies, transaction amount

anomalies, device or IP changes, transaction velocity). Fls can also define custom Consumer o . E
risk factors using any data field available via Flagright’s APIl. Each risk factor Risk fact
. . . . . . i Risk factor name Risk factor description Last
produces a signal (for instance, “true/false” if a condition is met, or a numeric value D
like deviation from average transaction size). By layering multiple signals, the o Useremploymentstatus 1ok oee O consumer employment 120
system surfaces risks that wouldn't be visible from any single static profile - "
. . . . % Source of funds Risk based on source of funds o
attribute. For example, a customer’s static profile may appear low-risk, but getom
behavioral signals like a sudden spike in payment frequency or a change in device REO% customerage Risk based on customer age range (years)
location could indicate emerging risk. Flagright’s risk scoring engine is built to 120
. . . . > RF-008 Customer type Risk value for consumer (individuals) users
capture these nuances by continuously incorporating new behavioral data.
> RF-016 Country of Residence Risk based on customer residence country _1sz
Weighted Scoring Methodology
Risk scoring > Risk factors > Consumer JSON
Each risk factor in Flagright's model can be assigned a weight that reflects its L e
relative importance to the overall risk score. This weighted scoring approach is Coneumer Qe
highly flexible and mirrors how a risk officer might judge importance, for instance, I Rskfactorname Rik factordesrption Last updated st Enabled Action
you might assign a heavier weight to a repeated large cross-border transfer (say v REOOE  Customertype Riskvalue for onsumer (ndividuals) users | oo [zt
0.7 out of 1.0) versus a lower weight (maybe 0.2) to a geolocation mismatch. By Weight
Weig ; efrom o i - ) ST K o
tuning weights, the FI's risk appetite and expert judgment are codified into the B ‘ [
scoring model. Crucially, these weights and thresholds are fully customizable and - o
configurable by the compliance team without any coding. Flagright’s no-code -

Value Risk level

interface lets teams adjust the formula on the go, adding new risk factors, changing

weights, or modifying score thresholds. This means compliance teams can iterate

@ Please note the risk level will automatically convert to risk score. You can also manually update the risk score and it will be considered in risk algorithm calculation.

quickly as risks evolve, rather than being stuck with a hard-coded model.

@ Note that updating risk factors would save as a new version



Settings

Level Score Range
Case management Transactions Risk scoring  Notifications Screening Add-ons Dev
Very low >0to<1 O
Risk algorithms
‘ o ‘ Low 21t0<20 [ @]
Algorithm type
@® Heuristic Medium >20to <53 ===
Use Heuristic based risk levels for your
transaction monitoring. This risk score is High >53t0<76 ===
calculated using your manually set risk
factors.
27610 <100 Oum——g
3FP - |—‘ - - - -
Dynamic Averages and Temporal Factors A  Risk Tiering (Risk Levels)

In addition to static weights, Flagright supports advanced
algorithms like moving averages, rolling windows, and
decay factors for behavioral metrics. This allows the score
to emphasize recent behavior without completely
forgetting historical context. For example, a risk factor
could consider the average transaction value over the last
30 days (a rolling window) or apply a decay where older
transactions gradually contribute less to the score. Such
techniques ensure the risk score is sensitive to recent
changes (catching fast-emerging risks) while not
overreacting to one-off anomalies. By blending long-term
averages for stability with short-term windows for agility,
Flagright’s model captures both the big picture and the

latest developments in a customer’s risk profile.

Once the raw score is calculated, Flagright allows Fls to map
numerical scores into named risk tiers or levels that align
with their internal risk taxonomy. Commonly, thresholds are
set for Low, Medium, High risk, but the platform supports
custom tier labels (e.g. Elevated, Severe) and ranges based
on the organization’s needs. These tier thresholds can be
adjusted over time, which is important as risk appetite
changes or new regulatory expectations arise. For example,
if regulators introduce stricter guidance, a bank might
tighten the cutoff for “High” risk, and this can be done easily
in the platform. Tiering simplifies decision-making by
translating an exact score (say 7.5 out of 10) into a risk

category (High) that triggers specific actions.



Overrides and Exclusions

A sophisticated aspect of Flagright's risk scoring system is the ability to
set automatic overrides for certain conditions and exclusions for
irrelevant factors. If certain high-priority risk events occur, the platform
can override the normal scoring logic to immediately classify a
customer as high risk. For instance, if a customer is identified as a
Politically Exposed Person (PEP) or accumulates an abnormal number
of suspicious activity flags, the FI may want to instantly mark them as
high risk regardless of their calculated score. Flagright enables
configuring such rules so that “specific events override the usual
scoring logic”, e.g. a PEP or an account with a prior fraud incident can
be auto-upgraded to the highest risk level for escalation. Conversely,
exclusions allow certain risk factors to be turned off for particular
customer segments to avoid skewed scores. For example, a charity
might be exempted from a factor relevant only to commercial
businesses, or domestic retail clients might be excluded from a cross-
border transaction risk metric. This ensures the scoring model remains
accurate and relevant by not penalizing customers for risk factors that

don’t apply to them.

Logic definition

Add sub condi

Value

Value

v Level1

RhIF
AND v Variable Operator
Consumer User / pep status Some
Variable Operator
is pep hit =
Variable Operator
= peprank =
Add condition Add group
h THEN
Risk level * Risk score *
Verylow Low Medium High | Very high 100

Risk weight (0 to 1) *

Override risk score ®

.

In summary, Flagright's risk scoring methodology is holistic and context-aware. By combining static KYC attributes with dynamic behavior

signals, weighted appropriately and updated in real time, the system provides a risk score that truly reflects a customer’s current risk level.

This stands in stark contrast to legacy risk models that might rely on stale data or one-dimensional metrics.
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