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1.1

Why This Handbook Exists

Financial crime, ranging from money laundering and terrorist financing to fraud and cyber-enabled
schemes, poses a persistent threat to institutions, economies, and societies.

This handbook exists to to help newcomers, junior managers, and the mentors guiding them develop a
solid, practical foundation in Anti-Money Laundering (AML), Counter-Terrorist Financing (CFT), fraud
prevention, and broader compliance responsibilities. Whether you're stepping into your first compliance
role, transitioning from a related function (such as operations or internal audit), or simply seeking a

structured reference, this book will:

@ Explain core concepts in an accessible way, @ Provide detailed, actionable guidance on
without assuming prior legal or regulatory setting up and operating an AML/fraud
experience. program.

@ Balance global best practices (FATF @ Serve as a training resource for senior
standards, major jurisdictions) with enough colleagues who mentor and onboard junior
“local flavor” so you can see how staff, offering “mentor’s tips” to illustrate how
requirements play out in places like the US, to discuss these topics in a team setting.

EU, UK, APAC, and the Middle East.

By the time you finish reading this handbook, you should be able to:

@u) Describe the money laundering process and _. Apply core concepts in any jurisdiction,
why regulators globally demand robust AML while knowing where to look for local
controls. nuances.

@ Identify the main players; Financial 9| Recognize the difference between high-
Intelligence Units (FIUs), regulatory bodies, level theory (FATF Recommendations) and
financial institutions, and fintech providers; practical, everyday tasks (customer due
and understand how they interact. diligence, transaction monitoring).

s (a MENTOR’S TIP 1.1

When introducing a new team member to AML/CFT, start with a brief story about a high-
profile compliance failure (for example, a bank fined for ignoring suspicious transactions). It
quickly illustrates real-world stakes. Then ask, “What can we learn about our own controls?”
That question primes their mindset for both theory and practice.
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1.2

Core Definitions:
AML, CFT, Fraud, Risk & Compliance

Before diving into detailed processes, let’s establish a common vocabulary. We'll use clear, concise

definitions, avoiding unnecessary jargon, and refer to this glossary when needed (see Appendix 13.1 for

expanded definitions).

&l

B

Anti-Money Laundering (AML)

A set of laws, regulations, procedures, and controls designed to detect, prevent, and report
attempts to disguise illegally obtained funds as legitimate. In practice, AML covers customer due
diligence, transaction monitoring, suspicious activity reporting, sanctions screening, and ongoing
risk management.

Counter-Terrorist Financing (CFT)

Similar to AML, but focused specifically on money used to fund terrorist operations. Both AML and
CFT share many of the same tools (e.g., sanctions screening, transaction monitoring), but CFT
often involves specialized watchlists (e.g., UN or national designations) and urgent reporting
requirements.

Fraud

The deliberate act of deceiving someone to obtain money, property, or services. Fraud takes
many forms: identity theft, account takeover, payment fraud, insider trading, trade finance
manipulation. It often feeds into money laundering: once fraudsters obtain illicit funds, they need
to cleanse them.

Risk

In the financial crime context, risk is defined as the likelihood of a particular threat (e.g., money
laundering, fraud) materializing times the potential impact. A risk-based approach means prioritizing
resources toward higher-risk customers, products, or geographies.

Compliance (Financial Crime Compliance)

The function within an institution responsible for ensuring that the bank or financial service provider
and its customers adhere to applicable AML/CFT laws and regulations. This includes establishing
internal policies, conducting training, monitoring transactions, and reporting suspicious activity to
regulators.

By understanding these definitions, you'll have a shared language to discuss scenarios, whether you're

reading a FATF report, drafting a policy, or investigating an alert. Whenever you see any of these terms,

you can refer back to this section to remember exactly what they cover.
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s (as MENTOR’S TIP 1.2

When reviewing a new employee’s work, such as a draft policy or an alert investigation, ask
them to briefly define key terms in their own words (“What does ‘CFT’ mean to you?”). It’s a
simple way to confirm they grasp basic concepts before tackling more complex tasks.

1.3

The Money Laundering Lifecycle
(Placement - Layering - Integration)

At its core, “money laundering” is the process of making illegally obtained funds appear legitimate.
Although techniques may evolve, the process generally follows three stages:

Placement The initial introduction of illicit funds into the financial system.
Example 01 Example 02 Example 03
Structuring cash deposits into Purchasing monetary Using a front business (e.g.,
multiple bank accounts just instruments (e.g., money a cash-intensive retail store)
below reporting thresholds orders, traveler’s checks) to mix dirty and legitimate
(“smurfing”). and depositing them into an cash.
account.
Layering Creating complex transaction chains to obscure the money'’s origin.
Method 01 Method 02 Method 03
Transferring funds rapidly Converting currencies or Utilizing shell companies,
between multiple domestic moving through different trusts, or complex corporate
and offshore accounts. financial products (e.qg., structures to hide true
buying and selling securities). ownership.
Integration Reintroducing “cleaned” money into the economy so it appears legitimate.
Technique 01 Technique 02 Technique 03
Legitimate business Tax haven investments or Luxury goods acquisitions
investments (e.g., real estate, overseas property purchases. (e.g., art, jewelry) that can
private equity). later be sold.
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A simple flowchart might look like this

) el il ®
#1 #2 #3
DIRTY CASH PLACEMENT LAYERING INTEGRATION
Receiveillicit Deposit into Bank A Wire from Bank A to Invest in real estate;
proceed Bank B to offshore account funds appear legitimate

Understanding these three stages helps you identify where AML controls must intervene:

©@ Placement controls Rely on vigilant tellers, cash-transaction reporting, and
transaction monitoring.

@ Layering controls Emphasize detection of unusual activity, like multiple rapid wires to high-
risk jurisdictions or suspicious corporate ownership structures.

© Integration controls Integration controls rely on thorough customer due diligence (CDD) and
ongoing monitoring to ensure funds match the customer’s known profile.

e (& MENTOR’S TIP 1.3

Use an actual case from your institution (even a low-value example) to illustrate each stage.
For instance, show how a depositor created multiple small accounts (placement) before
wiring money offshore (layering), and then tried to buy a vehicle (integration). It makes the
theory tangible for a junior analyst.

Key Players & Stakeholders
(FIUs, Regulators, Banks, Fintechs)

Financial crime compliance doesn’t happen in a vacuum. Several key players interact to detect, prevent,
and investigate illicit activity. Familiarizing yourself with each role clarifies how your tasks fit into the
bigger picture.
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01 Financial Institutions (Banks, Credit Unions, Fintechs, Payment Providers)

ROLE

Implement AML/CFT programs, perform customer due diligence, monitor transactions, file
Suspicious Activity Reports (SARs).

WHY IT MATTERS

They're the “first line” in detecting illicit flows. Regulators expect institutions to block, investigate,
and report suspicious activity before money moves further.

02 Financial Intelligence Units (FIUs)

ROLE

Central government agencies that receive, analyze, and disseminate SARs and other suspicious
transaction reports. Examples include:

B= United States Financial Crimes Enforcement Network (FInCEN)

B¥ UnitedKingdom  National Crime Agency (NCA) FIU
B EuropeanUnion  FlU.net connects member-state FIUs
=

Singapore Commercial Affairs Department (CAD) under Criminal Investigation
Department (CID)

WHY IT MATTERS

FlUs sift through mountains of reporting data to identify serious threats like terrorist financing
networks and large-scale fraud rings. They share intelligence with law enforcement agencies for
investigations and prosecutions.

03 Regulators & Supervisors

ROLE

Set rules, guidelines, and enforcement actions. These vary by region, but commonly include:
@ Licensing financial institutions and fintechs (e.g., MAS in Singapore, FCA in the UK).
@ Conducting on-site inspections, issuing fines for non-compliance.

@ Publishing guidance on best practices (e.g., FATF mutual evaluation reports, MAS guides,
FinCEN advisories).

WHY IT MATTERS

Regulators hold financial institutions accountable, levying fines, revoking licenses, or attracting
negative publicity when controls fail. Staying aligned with their guidance is essential.
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04 Law Enforcement & Prosecution Agencies

ROLE

Investigate and prosecute financial crime based on intelligence from FIUs and regulators.

WHY IT MATTERS

When a SAR leads to an arrest, the prosecution often depends on the quality of details provided by
the institution. Incomplete or poorly formatted reports can impede criminal cases.

05 Board of Directors & Senior Management

ROLE

Approve AML policies, allocate resources, appoint a Money Laundering Reporting Officer (MLRO)
or compliance leader.

WHY IT MATTERS

An AML program succeeds only if senior leadership prioritizes compliance. “Tone at the Top”
drives a culture where staff know they'll be supported if they escalate suspicious activity.

06 Internal Audit & Compliance Testing Teams

ROLE

Independently review the effectiveness of AML policies, controls, and procedures. Conduct
periodic testing of transaction monitoring rules, SAR filings, and KYC files.

WHY IT MATTERS

Even well-designed programs can falter in implementation. Regular testing helps identify gaps
(e.g., outdated watchlists, missing customer reviews) before regulators do.

07 Fintechs & Third-Party Service Providers

ROLE

Payment processors, cryptocurrency exchanges, robo-advisors, and KYC/ID verification vendors,
all play a part in an institution’s AML ecosystem.

WHY IT MATTERS

Outsourced services must meet the same AML standards as in-house teams. If a fintech provider
fails to conduct proper KYC, your institution downstream can be held liable.
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e (a MENTOR’S TIP 1.4

Create a one-page diagram mapping out these stakeholders and how information flows
among them: e.g., a SAR goes from a bank to the FIU, which then shares intelligence with law

enforcement. Use it as a reference whenever you explain “who does what” to new joiners.

1.5

How to Use This Handbook

To get the most out of this handbook, consider the following:

& Structure & Progression

© We begin with foundations (Chapters 1-2), covering core definitions, the FATF framework, and

broad AML program elements.

© Chapters 3-5 dive into specific obligations: regional regulations, risk assessments, customer
due diligence, beneficial ownership, and sanctions.

© Chapters 6-8 focus on operational components: sanctions screening, transaction monitoring
(including rule design), and suspicious activity reporting.

© Chapters 9-10 expand to adjacent topics - fraud prevention, cybercrime, and designing a
holistic compliance program.

@ Chapters 11-12 tackle emerging areas: crypto/virtual assets, fintech, and advanced analytics/Al.

© Chapter 13 holds appendices: templates, checklists, resources, and Flagright-specific examples.

Feel free to read cover-to-cover, or skip to the section that addresses your immediate need.

Formatting Conventions

©@ “Mentor’s Tip” boxes highlight practical advice and discussion points that senior staff can use
in training sessions.

© Checklists and templates in the appendices (13.2) are formatted for easy download and
adaptation, whether you're building a policy or testing transaction-monitoring rules.

© Tables and diagrams appear throughout to illustrate processes (e.g., risk assessment
matrices, SAR filing flowcharts). For quick references, such as looking up a particular regulator
URL, check the resources section (13.3).

01 Introduction to Financial Crime Compliance Page 13



[éj Glossary & Acronyms
Z:

©@ A consolidated glossary in Appendix 13.1 provides concise definitions of all terms and
acronyms used. Whenever you're unsure, flip there for clarity.

© Acronyms are spelled out in full (with the acronym in parentheses) the first time they
appear in each chapter.

KEY TAKEAWAYS FROM

Chapter 01

@ This handbook is designed for financial compliance professionals to build a global, practical
understanding of AML, CFT, fraud, and compliance.

© We covered core definitions - AML, CFT, fraud, risk, and compliance, to establish a shared
vocabulary.

@ You now know the three stages of money laundering (placement, layering, integration) and
where controls must intervene.

® The ecosystem of stakeholders (FIUs, regulators, banks, fintechs, audit teams, senior
management) shows how information flows and who'’s responsible for each step.

@ You understand how to use this handbook: read sequentially or focus on relevant chapters;
leverage Mentor’s Tips to guide team discussions.

With these fundamentals in place, we're ready to explore the Global AML/CFT Framework in Chapter 2 -
examining FATF standards, international conventions, and how to reconcile global best practices with

local regulatory requirements.
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+ 02

Global AML/CFT Framework
(FATF & International
Standards)



2.1

The FATF 40 Recommendations:
Pillars & Expectations

What Is the FATF? The Financial Action Task Force (FATF) is the premier international standard-
setter for Anti-Money Laundering (AML) and Counter-Financing of Terrorism
(CFT). Established in 1989 by the G7, FATF’'s mission is to develop and promote
policies to combat money laundering and terrorist financing worldwide.

Although FATF itself does not have enforcement power, its 40 Recommendations
represent the baseline that member jurisdictions commit to implement. Once a
country adopts these recommendations into domestic law, regulators and

financial institutions use them to shape compliance programs.

Overview of the 40 Recommendations

FATF’'s 40 Recommendations can be grouped into five key pillars. Each pillar addresses a different aspect
of a robust AML/CFT regime:

{@F Legal and Institutional Framework

Identify money laundering and terrorist financing as criminal offenses and

01-02 ensure that laws enable effective prosecution.

Mandate freezing, seizure, and confiscation of illicit assets; ensure that
03-06 financial institutions and designated non-financial businesses and

professions (DNFBPs) are regulated and supervised.

Preventive Measures for Financial Institutions and DNFBPs

Establish requirements for Customer Due Diligence (CDD), beneficial
07-23 ownership, record-keeping, reporting of suspicious transactions, and

implementation of a risk-based approach. These recommendations also

cover politically exposed persons (PEPs), correspondent banking, wire

transfers, and new technologies (e.g., virtual assets).

Transparency and Beneficial Ownership of Legal Persons and Arrangements

Require member countries to prevent the misuse of legal arrangements
24-25 (companies, trusts) for money laundering. This includes maintaining
accurate and up-to-date information on beneficial owners.
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Powers and Responsibilities of Competent Authorities and
Other Institutional Measures

Outline the roles of Financial Intelligence Units (FIUs), law enforcement,
26-35 and supervisors. They call for international cooperation, information

sharing, and adequate resources for authorities to enforce AML/CFT laws.

"% International Cooperation

Facilitate extradition, mutual legal assistance, joint investigations, and

36-40 cross-border cooperation among FIUs and law enforcement agencies.

Why These Pillars Matter

Collectively, the FATF 40 Recommendations ensure that countries have:

sl Criminalized money laundering and ® Promoted transparency around who
terrorist financing consistently. truly owns or controls businesses.

& Strengthened the capabilities of FIUs, law o Enhanced cross-border cooperation so illicit
enforcement, and supervisory bodies. flows can't easily exploit regulatory gaps.

Required FIs and certain DNFBPs to implement CDD, risk-based monitoring, and

suspicious-transaction reporting.

For any financial institution, whether a global bank, a small credit union, or a crypto exchange, aligning
policies with the FATF Recommendations is the common template. Local laws may differ in specifics (for
example, SAR filing thresholds or allowable CDD documents), but they generally mirror FATF’s structure.

(. MENTOR’S TIP 1.2

During a team training session, ask junior analysts to group key policies or controls under
each of the five pillars. For instance, put “maintaining beneficial ownership registers”
under Pillar 3. This exercise cements understanding of why each requirement exists, not

just how to comply.
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2.2

Financial Action Task Force (FATF)
Mutual Evaluations

What Is a Mutual A FATF Mutual Evaluation is a peer-review process by which FATF assesses how

Evaluation? well member and associate member countries implement AML/CFT standards.
Every country typically undergoes a mutual evaluation every 8-10 years. The
process examines both the technical compliance (i.e., has the country passed
laws reflecting the Recommendations?) and effectiveness (i.e., do the controls
actually work in practice?).

Process Overview

FATF's 40 Recommendations can be grouped into five key pillars. Each pillar addresses a different aspect
of a robust AML/CFT regime:

Self-Assessment Report (SAR)

The evaluated country prepares a comprehensive report explaining its legal framework,

supervisory regimes, FIU operations, and enforcement track record.

On-Site Visit

A FATF evaluation team visits the country to interview authorities (regulators, FIU, law

enforcement), inspect facilities, and gather data.

O DraftReport &§ Comments

FATF publishes a draft evaluation, and the country can comment on factual accuracy.

O Final Report & Ratings

FATF rates each of the 40 Recommendations on a scale of “Compliant,” “Largely Compliant,”
“Partially Compliant,” or “Non-Compliant.” Additionally, the country receives an overall
Effectiveness Rating (on a scale of 1to 5) based on 11 Immediate Outcomes, practical results like

whether SARs lead to investigations, asset confiscations, or convictions.

Why Mutual Evaluations Matter to Institutions

E A country’s technical compliance rating indicates whether the necessary laws exist. If a

jurisdiction scores poorly, banks must often implement stricter internal controls or exit the market.
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The effectiveness rating shows how seriously authorities enforce AML/CFT.
A low effectiveness rating signals that SARs go uninvestigated or sanctions screening is lax,

posing a material risk to any Fl operating there.

De-risking Pressure: Global banks often terminate or restrict correspondent relationships
with institutions in “high-risk” or “high-deficiency” jurisdictions. Understanding evaluation

results helps your compliance team anticipate de-risking and explain it to business partners.

e (a MENTOR’S TIP 2.2

Assign a junior analyst to review your country’s latest Mutual Evaluation Report, identify
top three “Partially Compliant” recommendations, and discuss how your institution
addresses or plans for those gaps. This fosters a proactive approach to emerging risks.

2.3

United Nations Conventions & Other
Multilateral Initiatives

UN Conventions as AML/CFT Foundations

In addition to FATF, several United Nations conventions have shaped
global AML/CFT practices:

Vienna Convention (1988)

Focuses on illicit drug trafficking, mandates laws to confiscate
drug-derived proceeds, and cooperate internationally.

Palermo (Merida) Convention (2003)

Expands coverage to transnational organized crime and corruption,

encourages asset recovery and cross-border cooperation.

Terrorism Financing Convention (1999)

Criminalizes financing of terrorism, requiring member states to

freeze terrorist assets and share information.
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Each convention created international obligations for signatories, prompting them to enact domestic
measures. FATF's Recommendations are partly built on these conventions; for instance,
Recommendation 1 requires that money laundering be a criminal offense, mirroring Vienna Convention

obligations.

Egmont Group & FIU Cooperation

The Egmont Group is a global network of FIUs. Its primary goals are to enhance FIUs’ operational
effectiveness, promote best practices, and facilitate secure information exchanges among FlUs.
Membership in Egmont enables FIUs to request and receive intelligence from counterparts, an

essential function when suspicious activity crosses borders.

Egmont Secure Web (ESW)

A secure platform for encrypted FIU-to-FIU communication.

Egmont Group Principles

Standards on confidentiality, data protection, and effective FIU

administration.

If your country’s FIU is an Egmont member, SARs may lead to international information sharing and

result in cross-border investigations or asset freezes.

e (& MENTOR’S TIP 2.3

When briefing new staff, explain how a suspicious transaction flagged in your bank could
end up in another FIU’s hands via Egmont. This shows the immediacy of cross-border
impact and underscores why detailed SAR narratives matter.

2.4

Core AML Program Elements
(Risk-Based Approach; CDD; Monitoring;
Reporting; Governance)

02 Global AML/CFT Framework (FATF & International Standards) Page 20



Recap of FATF Pillars 2 &5

Although we've already seen that FATF covers everything from criminalization to international

cooperation, several Recommendations specifically outline the core components of an AML/CFT

program. Below is a synthesis of those essential elements, often referred to as the “AML Program Pillars”.

58 Risk-Based Approach & Enterprise Risk Assessment

FATFRI1

Countries and FIs must identify, assess, and mitigate AML/CFT risks

according to their business models.

Institutions first perform an Enterprise Risk Assessment to determine which
customers, products, and geographies present higher risk. This assessment
then guides the allocation of resources (e.g., which accounts get EDD; which

transactions trigger real-time monitoring).

2 Customer Due Diligence (CDD) & Beneficial Ownership

FATFR.10-16 Require Fls to verify customer identity, understand beneficial ownership, and

conduct ongoing monitoring.

CDD ensures that institutions know who they are doing business with;
Beneficial Ownership compliance ensures that the true individuals behind

corporate structures are identified and risk-scored.

® Ongoing Monitoring & Record Keeping

FATF R11-15

Call for continuous transaction monitoring and retention of all CDD

records for at least five years.

Institutions must monitor incoming and outgoing transactions to spot unusual
patterns (e.g., rapid wire transfers to high-risk jurisdictions) and document all

findings, creating an audit trail.

B Reporting of Suspicious Transactions

02

FATFR.20 Fls are required to report to the relevant authority (FIU) when they suspect
money laundering or terrorist financing.
Reporting must be timely, accurate, and sufficiently detailed for FIUs to take
action. Failure to report can lead to fines or criminal liability.
Global AML/CFT Framework (FATF & International Standards) Page 21



/N Governance, Controls & Compliance Culture
FATF R.23-25 Highlight the need for senior management oversight, a designated
Money Laundering Reporting Officer (MLRO), and independent audit/
testing of the AML program.

A strong “Tone at the Top” ensures that compliance is taken seriously

across the organization.

Written policies and procedures must be regularly updated to reflect

evolving risks and regulations.

By designing policies and controls that address each of these pillars, institutions can build an industry-
grade AML program. Later chapters (Chapters 4-10) provide detailed “how-to” guidance on each

component, risk assessments, CDD, monitoring, SAR filing, training, and governance.

e (a MENTOR’S TIP 2.4

To illustrate these pillars, ask a junior analyst to map one scenario, such as a high-value
wire to a new client in a high-risk country, against each pillar:

1. How was the client risk-rated (Risk Assessment)?

2. What CDD steps were taken before account opening?

3. How was the transaction monitored?

4. Was a SAR filed?

5. Which policies governed each step, and who approved them?

2.5

“Global vs. Local’:
Why FATF Matters Everywhere

From FATF to Domestic Law

FATF’'s 40 Recommendations are intentionally broad. Countries must translate them into domestic
legislation that fits their legal traditions and enforcement capacities. This leads to local variations in how

standards are implemented.
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B Suspicious Activity Report (SAR) Thresholds

© Some countries require all suspicious transactions to be reported regardless of amount

(e.g., most EU member states).

© The U.S. requires reporting suspicious activity regardless of amount, but also mandates

specific cash transaction reports (CTRs) for deposits over $10,000.

% Beneficial Ownership Registers

© The EU now mandates public beneficial ownership registers (per 5AMLD), whereas in the U.S.

beneficial ownership policies rely on risk-based sampling and verification (per FInCEN).

Although local rules diverge in details, they always echo FATF’s principles. A strong risk-based approach
underlies both EU and U.S. frameworks, even if the specific risk factors or scorecard thresholds differ.

Lessons for Multinational Fls

If you work for a bank or fintech that spans multiple jurisdictions, you must:

Q Identify Overlapping For instance, if an EU bank operates in the U.S., it must comply with
Obligations both EU and local member-state AML laws, as well as U.S. federal (BSA/
FinCEN) and any applicable state requirements. This means aligning

global policies to satisfy overlapping regulations across jurisdictions.

& Harmonize Controls While customizing for local quirks (e.g., local SAR portals or specific
Where Possible watchlists), strive to maintain a consistent global standard for

underlying processes.

Monitor Regulatory FATF updates its Recommendations periodically (most recently in
Change Cycles 2023 with guidance on digital identity and proliferation financing).

Simultaneously, local regulators release new circulars or guidelines.

Q

Staying current on both tracks is crucial.

Why the Handbook Emphasizes Both

B FATFFrame Local Lens
By explaining FATF’s pillars and mutual Subsequent chapters (especially Chapter 3) dive
evaluations, the handbook ensures you into specific jurisdictions, highlighting how global
understand the ideal “source of truth” for principles translate into actionable steps in the
global AML/CFT. U.S., EU, UK, APAC, Middle East, and more.
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(e ‘ Tl

Encourage junior staff to subscribe to FATF newsletters or follow FATF schema changes. A
quick monthly check ensures the team adapts early to new recommendations, such as
updated guidance on virtual assets, before local regulators issue implementing regulations.

KEY TAKEAWAYS FROM

Chapter 02

@ FATF’s 40 Recommendations form the foundational blueprint for global AML/CFT standards,
organized into five pillars (legal framework, preventive measures, beneficial ownership,
institutional powers, and international cooperation).

© Mutual Evaluations assess both technical compliance and practical effectiveness; poor ratings
can trigger stricter controls or de-risking.

® UN Conventions (Vienna, Palermo, Terrorism Financing) laid the groundwork for criminalizing
money laundering and terrorist financing, while the Egmont Group fosters FIU cooperation.

® The core AML program elements - risk-based approach, CDD, monitoring, reporting, and
governance - derive directly from FATF's Recommendations and guide the structure of an
institution’s compliance function.

® Local laws always mirror FATF in principle, but details vary by jurisdiction. A global institution
must harmonize controls across regions while respecting local mandates.

In Chapter 3, we'll explore those local mandates in depth, reviewing the United States, European Union,
United Kingdom, Asia-Pacific, Middle East, and Latin America & Africa to see exactly how each region

puts global principles into practice.
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United States

e B

Bank Secrecy Act (BSA) & PATRIOT Act: Key Provisions

Bank Secrecy Act (1970)

Requires U.S. financial institutions to help government agencies detect and prevent money

laundering. Core obligations include:

$

Currency Transaction Reports (CTR)

IRS Form 8300 or FinCEN Form 104 when a customer conducts cash transactions exceeding

$10,000 in a single day (either one transaction or multiple related transactions).

Suspicious Activity Reports (SAR)

File a SAR (FinCEN Form 111) when a transaction “conducted or attempted by, at, or through
the bank” tailors “no business or apparent lawful purpose” or “involves use of the bank to

facilitate criminal activity.”

Customer Due Diligence (CDD) Rule (2016)

Requires verification of beneficial owners for legal entity customers: identify individuals who

own 225% of the legal entity or exercise substantial control.

USA PATRIOT Act (2001)

Expanded AML authority to combat terrorism financing. Key enhancements:

®

Section 312 (“Special Due Diligence”)

Foreign correspondent accounts require enhanced due diligence for accounts belonging to

“foreign banks.”

Section 313 (“Correspondent Banking Prohibitions”)

Bars U.S. banks from maintaining correspondent accounts for foreign shell banks (banks with

no physical presence or reasonable oversight).

Section 314(a) and 314(b)

Section 314(a) enables FInCEN to share information with financial institutions, while Section
314(b) allows institutions to share AML/CFT information with each other under safe harbor.

03 Regulatory Deep Dive by Region
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(. MENTOR’S TIP 1.2

When training a new analyst, walk them through a simple scenario: a customer deposits
$12,000 in cash. Ask, “Which forms trigger under BSA and why?” Confirm they understand
the $10,000 CTR threshold and when a SAR is needed if the transaction seems suspicious.

3.1.2

FinCEN’s Role & Suspicious Activity Report (SAR) Requirements

FinCEN’s Role

The Financial Crimes Enforcement Network (FInCEN) operates under the U.S. Department of the

Treasury. FinCEN's responsibilities include:

Administering and enforcing BSA requirements.

Issuing AML/CFT guidance (advisories on emerging threats like trade-based laundering, virtual
currencies).

O Receiving and analyzing SAR data, then disseminating relevant intelligence to law enforcement
and other FlUs.

SAR Requirements
When to File File a SAR within 30 days when the institution knows, suspects, or has
reason to suspect:
A transaction involves funds derived from illegal activity.
The transaction is designed to evade BSA requirements (e.g., structuring).

The transaction appears to serve no business or lawful purpose, and the institution
knows of no reasonable explanation.

Reporting There’s no specific dollar threshold for SARs. Any amount that raises suspicion must be
Ll 0 reported. FINCEN, however, encourages reporting transactions of $5,000 or more if there

is evidence of potential money laundering or unusual activity.

Protected SAR filings are confidential and staff must not inform customers or others that a SAR has
HEE been filed (“tipping off” is prohibited under 31 U.S.C. § 5318(g)).

e (. MENTOR’S TIP 3.1.2

Create a SAR writing workshop: present a red-flag scenario (e.g., rapid wire transfers from a
newly opened account) and have junior analysts draft a brief SAR narrative. Critique for
clarity: did they include who, what, where, when, why, and how?
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3.1.3

OFAC Sanctions: Comprehensive vs. Targeted Lists

@ Office of Foreign Assets Control (OFAC)

Part of the U.S. Department of the Treasury, OFAC administers and enforces economic and

trade sanctions based on U.S. foreign policy and national security goals.

© Types of Sanctions

O Comprehensive Country Sanctions: Prohibit virtually all transactions with an entire country
(e.g., North Korea, Cuba, previously Iran). If a country is under comprehensive sanction, U.S.

persons generally cannot engage in any dealings.

O Targeted (List-Based) Sanctions: Identify specific individuals, entities, or sectors for restrictions.
For example, the Specially Designated Nationals (SDN) List names individuals/entities whose

property is blocked, and U.S. persons are generally prohibited from dealing with them.

© Screening Obligations

O Customer & Transaction Screening

Name Matching: Check new and existing customers, counterparties, and transaction parties
against the SDN list and other OFAC lists (Sectoral Sanctions Identifications, Non-SDN
Palestinian Legislative Council, etc.).

Automated Systems: Most banks use commercial screening software that updates daily with
OFAC list changes.

Exact & Fuzzy Matching: Balance catching true matches (e.g., “Mohammed al-Sunni” vs.
“Muhammad al-Sunni”) with minimizing false positives.

® Licenses & General Licenses

If a transaction involves a sanctioned party, institutions may request a Specific License from
OFAC. OFAC also issues General Licenses that authorize certain transactions (e.g., payments for

humanitarian assistance).

s (. MENTOR’S TIP 3.1.3

During a sanctions training session, present a list of customer names — some on the SDN list
and some not. Have juniors perform manual, exact-match checks and then discuss how
automated systems would catch variations (e.g., “Ahmed bin Laden” vs. “Ahmed al-Ladin”).
This exercise teaches both mechanics and the need for ongoing list maintenance.
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3.1.4

State-Level Variations & Emerging Guidance (e.g., Fintech SAR Data)

State Regulators

In the U.S., some states impose additional AML requirements beyond federal laws.
Noteworthy examples include:

O New York Department of Financial Services (NYDFS): Under Part 504, requires annual
certifications by the Board or a senior officer attesting to the effectiveness of transaction

monitoring and filtering programs.

O California Department of Financial Protection and Innovation (DFPI): Requires money
transmitter licensees to submit detailed AML compliance and financial statements for review and

approval before licensing.

B EmergingFintech Reporting Guidelines

In 2020, FinCEN issued new guidance to clarify when fintech companies (e.g., peer-to-peer
transfers, money service businesses) should file SARs. It introduced new Suspicious Activity
Reporting (SAR) metrics:

O Tier 1Fintech SAR Metrics: Requires high-volume fintechs to submit specific data on SARs (e.g.,
number of SARs by category, value of transactions reported).

O Emphasizes that fintechs must “look past the underlying deposits” to determine true actors

(beneficial ownership, layering schemes, etc.).

(. MENTOR’S TIP 3.1.4

Assign a junior analyst to review FInCEN’s 2020 Fintech SAR metrics guidance. Then ask them
to summarize how a peer-to-peer payments app should adapt its SAR processes based on
this guidance. This ensures awareness of the nuance in emerging fintech rules.

3.1.5
Risk-Based Monitoring: U.S. Thresholds & Trends
© Baseline Thresholds

O $10,000 CTR: Any cash transaction (single or aggregated) exceeding $10,000 triggers a CTR.

O $5,000 SAR Benchmark: While SARs have no minimum threshold, FinCEN recommends heightened

scrutiny for transactions above $5,000 in some cases (especially if they appear structured).
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Emerging Risk Trends

Increased Focus on Correspondent Banking: Following high-profile enforcement actions (e.g., HSBC's
2012 $1.9 billion fine for AML/CFT deficiencies), FInCEN intensified scrutiny on correspondent banking
relationships. Banks now conduct Special Due Diligence (SDD) under Section 312 for foreign

correspondent accounts handling significant U.S.-dollar payments.

Virtual Currency Risks: FInCEN treats convertible virtual currency businesses as Money Services
Businesses (MSBs), requiring them to register and comply with BSA obligations. As crypto adoption
grows, FinCEN continues to update guidance and enforcement (e.g., actions against unregistered

exchanges).

Emerging Terrorist Financing Patterns: FinCEN advisories highlight increasing use of prepaid cards, gift

cards, and digital platforms to move terror funds. Institutions must adapt monitoring rules accordingly.

e (s MENTOR’S TIP 3.1.5

Host a monthly “Risk Trends Roundup” where juniors review the latest FinCEN advisories and
enforcement actions. Then discuss how those developments might affect the institution’s
monitoring thresholds or rule logic, for example, adding rules to flag large gift-card loads.

3.2

® European Union (EU)

3.2.1

EU AML Directives (4AMLD, 5AMLD, 6AMLD): Evolution & Highlights

© 4th Anti-Money Laundering Directive (4AMLD, 2015)

o

Enhanced Customer Due Diligence (CDD) requirements introduced a risk-based approach for

determining CDD measures.

Introduced the concept of Politically Exposed Persons (PEPs), requiring Enhanced Due Diligence (EDD)

for PEPs and their family members.

Mandated that Member States maintain centralized bank account registers or data retrieval systems for

domestic accounts.
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© 5th Anti-Money Laundering Directive (5AMLD, 2018)

Expanded beneficial ownership transparency: Member States had to establish central registers
containing beneficial owner information accessible to those with a “legitimate interest,” including

certain obliged entities (e.g., lawyers, accountants)

Brought virtual currency providers (e.g., exchanges, custodial wallet providers) under AML/CFT

obligations, mandating they perform CDD and report suspicious transactions.
Required enhanced customer due diligence for high-risk third countries (listed by the EU every six

months).

© 6th Anti-Money Laundering Directive (6AMLD, 2020)

Clarified and harmonized money laundering offenses across Member States, making it easier to

prosecute cross-border cases.
Increased penalties for money laundering, aligning them more closely across the Union.

Introduced new offenses related to aiding and abetting money laundering and corporate liability for legal

persons failing to prevent money laundering.

s (a MENTOR’S TIP 3.2.1

Create a simple table comparing 4AMLD vs. 5AMLD vs. 6AMLD key changes. Have juniors
identify how these evolved CDD requirements and beneficial ownership rules affect day-to-
day compliance processes (e.g., searching national registers).

3.2.2

Beneficial Ownership Registers & Public Transparency Rules

© Central Beneficial Ownership Registers (BO Registers)

Mandatory in 4AMLD/SAMLD: EU Member States must maintain registers containing name, month/year

of birth, nationality, country of residence, and nature/extent of beneficial interest (ownership > 25%).

Registers should be accessible for free or a nominal fee to any person or entity with a legitimate interest.
Obliged entities (e.g., lawyers, notaries, accountants) have automatic access for CDD.
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© Impact on CDD
O Compliance teams can cross-check beneficial owner data against corporate documents (e.g., articles
of association) more efficiently.

O Member States may have different access restrictions (e.g., some restrict public search to limited

details), so institutions must know local register nuances.

© Ongoing Verification

O Institutions must document how they accessed and verified beneficial ownership data. In
jurisdictions where BO registers are not fully operational, alternative sources are permitted under a

risk-based approach.

(. MENTOR’S TIP 3.2.2

Assign a junior analyst to locate the BO register for one EU country (e.g., the UK’s Persons with
Significant Control register) and walk them through how to confirm a beneficial owner for a
sample corporate client.

3.2.3

FCA vs. ECB vs. National FIUs: Supervision Models

© UK Financial Conduct Authority (FCA)

O Since Brexit, the UK moved from EU Directives to UK-specific AML regulations.
The FCA supervises banks, payment providers, and other financial services for AML/CFT compliance

through risk assessments, on-site inspections, and fines.

O The FCA also publishes a detailed Financial Crime Guide, outlining expectations on CDD, transaction

monitoring, and suspicious activity reporting.

© European Central Bank (ECB)

O Under the Single Supervisory Mechanism, the ECB conducts Targeted Reviews of Institutions (TRIM)

across euro-area banks to assess credit risk and AML controls.

O The ECB also coordinates with the European Banking Authority (EBA), which issues guidelines (e.g.,
EBA GL/2021/02 on money laundering and terrorist financing risk factors).
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© National Financial Intelligence Units (FIUs)

o

Each EU Member State has an FIU that receives Suspicious Transaction Reports (STRs) and
coordinates investigations. Examples include Germany'’s FIU (Zentralstelle fiir
Finanztransaktionsuntersuchungen - FIU), France’s TRACFIN, and Italy’s UIF.
Member-State FIUs share information through FlU.net, a secure EU-wide platform.
s (a MENTOR’S TIP 3.2.3
Create a quick-reference chart listing:
« Regulator/FIU name (e.g., FCA, ECB, FIU.net)
» Primary responsibilities (e.g., supervisory, reporting intake, guidance issuance)
 Key resources (regulator websites, FIU portals)
This helps juniors know precisely which authority to consult for each type of question.
JurAul]

EU Sanctions (Council Regulations) & AML Package Updates

o

Council Regulations & Implementing Regulations

EU sanctions are enacted through Council Regulations, which are directly applicable across all Member
States. These establish the legal framework for restrictive measures, such as sanctions against Russia,
Iran, and North Korea.

Implementing Regulations provide the operational details, outlining exemptions for humanitarian aid

and defining the scope of third-country sanctions.

Screening Obligations

Institutions in the EU must screen customers and transactions against EU consolidations of UN, OSCE,

and EU-specific sanction lists.

Because sanctions lists update often, there is an obligation to refresh screening lists at least daily (and

sometimes more frequently).

Future AML Authority (AMLA)

The EU is establishing the Anti-Money Laundering Authority (AMLA) to oversee and harmonize AML
supervision across the bloc. It will conduct Joint Supervisory Teams (JSTs) for high-risk cross-border

institutions and develop binding guidelines.

Institutions should monitor AMLA's progress, once operational, AMLA will issue additional regulatory
expectations.
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e (= MENTOR’S TIP 3.2.4

During a compliance briefing, assign juniors to track recent EU AMLA announcements. Ask them
to identify one upcoming change (e.g., new guidance on beneficial ownership) and summarize

how it might affect current policies.

3.2.5

PSD2, Open Banking & Payment Services Implications

© PSD2 (Payment Services Directive 2, 2018)

O Requires Strong Customer Authentication (SCA) for electronic payments based on at least two factors

(something the customer knows, has, or is).

O Governs Third-Party Providers (TPPs), such as Payment Initiation Service Providers (PISPs) and

Account Information Service Providers (AISPs), requiring them to register and implement AML controls.

© Open Banking

O Mandates banks to provide secure APIs for TPPs to access customer account data.

Banking institutions must ensure that when they provide API access, they still maintain effective

O CDD and monitoring over underlying payment flows.

© AMLImpacts
O Risk that TPPs could channel open payments with limited traditional transaction data. Adapt
monitoring rules to capture TPP-originated transactions.

O Banks must coordinate with TPPs to ensure that suspicious payment patterns initiated via APIs are

reported promptly.

(. MENTOR’S TIP 3.2.5

A customer links an AISP to their account, and through that provider, initiates a rapid sequence
of euro-denominated transfers to different payees. Ask juniors, “How would you ensure those
transfers are monitored? Whose responsibility is it, the bank’s or the AISP’s?” This clarifies
shared AML obligations under PSD2.
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3.3

=4 United Kingdom (UK)

3.3.1

Money Laundering Regulations (2017, 2019 Amendments) Overview

Money Laundering, Terrorist Financing and Transfer of Funds
Regulations 2017 (MLRs 2017)

Transposed the EU’'s 4AMLD into UK law. Key requirements:

2  Customer Due Diligence (CDD)

Obliged entities must verify customer identity and beneficial ownership, assess risk, and

conduct enhanced due diligence for higher-risk customers (e.g., PEPs).

55 Risk Assessments

Mandatory risk assessment and risk-based approach for all relevant firms, updated at least

annually or on material changes.

(® RecordKeeping

Keep CDD records for at least five years after the end of the business relationship.

2019 Amendments to MLRs
2 Expanded definition of PEPs
Now includes domestic PEPs in addition to foreign PEPs.

[J  Electronic Verification

Clarified that regulated firms can use electronic verification methods if risk-based and reliable.

Registers of Trust and Company Service Providers (TCSPs)

Firms providing corporate services must register and comply with AML/CFT obligations.

(. MENTOR’S TIP 3.3.1

Take a sample customer file and ask juniors to identify where CDD requirements from 2017
MLRs and 2019 amendments apply. For example, if the customer is a domestic PEP, explain
why EDD is necessary.
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3.3.2

Proceeds of Crime Act (POCA) & Terrorist Asset Freezing Regulations
Proceeds of Crime Act 2002 (POCA)

®  MoneyLaundering Offenses

Concealing, arranging, or facilitating acquisition, use, or control of criminal property.

&  Power to Restrain and Forfeit

Law enforcement can restrain, freeze and recover assets derived from crime.

(D obligation to Disclose
Under POCA Sections 330-332, regulated professionals (e.g., solicitors, accountants,
bankers) must report knowledge or suspicion of money laundering to the National Crime
Agency (NCA) confidentially before proceeding with their actions. This is known as a

“Suspicious Activity Disclosure (SAD).”

Terrorist Asset Freezing (TAR) Regulations

O  Under the Terrorist Asset-Freezing etc. Act 2010, UK institutions must freeze funds and

economic resources belonging to designated terrorists or terrorist organizations.

O The Office of Financial Sanctions Implementation (OFSI) issues the UK Sanctions List, which

includes all individuals and entities subject to financial sanctions.

o e MENTOR’S TIP 3.3.2

Host a role-play: one junior acts as a relationship manager who discovers that a client’s large
investment likely originated from a crime. Another junior acts as the MLRO, walking through the
steps required under POCA to make a SAR to the NCA and discussing possible delays or

defenses under “defense of reasonable excuse.

3.3.3

Role of the Financial Conduct Authority (FCA) & HMRC

© Financial Conduct Authority (FCA)

O Supervisor for Financial Services: The financial crime guide, conducts Anti-Financial Crime Reviews,

and levies fines for AML breaches.

O Risk-Based Approach: The FCA expects firms to assess and mitigate money laundering and terrorist

financing risks through a risk-based approach.
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O Key Guidance

1 FG:19/5 (Guidance for Firms on the Confirmation of Payee Service): Includes AML checks.

2 FG:22/5 (Financial Crime Guide): Detailed instructions on risk assessments, CDD, monitoring,

and reporting.

© HMRevenue & Customs (HMRC)

O Supervises Certain DNFBPs: HMRC oversees money service businesses (MSBs), cryptoasset exchange

providers, and high-value dealers.

O Registration & Reporting: HMRC maintains a register of MSBs and mandates them to file Suspicious

Activity Reports (SARs) for suspicious transactions.

e  (as MENTOR’S TIP 3.3.3

List examples of entities supervised by the FCA vs. HMRC. Ask juniors to explain why a crypto
exchange would register with HMRC, while a traditional bank registers with the FCA.

3.3.4

UK Sanctions Regime (HMT’s Office of Financial Sanctions
Implementation)

© Office of Financial Sanctions Implementation (OFSI)
O Part of HM Treasury (HMT); administers and enforces UK financial sanctions.

O Publishes the UK Sanctions List, integrating UN, EU, and UK-specific designations.

© Key Obligations for Firms
O Screen customers and transactions against the UK Sanctions List.

O If a firm detects a sanctions match or attempted breach, it must report to OFSI a “Suspected Breach

Report” and freeze assets immediately.

O OFSlissues specific licenses permitting certain activities otherwise prohibited (e.g., an exemption for

humanitarian trade).

© Brexit-Driven Changes
O Post-Brexit, the UK publishes a standalone Sanctions List (formerly linked to EU).

O Firms must ensure they source sanctions data from OFSI rather than EU channels.
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s (a MENTOR’S TIP 3.3.4

Have juniors retrieve the latest UK Sanctions List CSV from OFSI’s website and import it into an
Excel file. Simulate a scan against sample customer names. This reinforces the need for daily or

real-time list updates.

3.3.5
Brexit-Driven Divergences from EU Rules

© Regulatory Divergence Areas

O Beneficial Ownership Access: The UK's Persons with Significant Control (PSC) Register is publicly

accessible for free. Some EU states charge fees or restrict access.

O E-Money & Payment Services: Post-Brexit, UK moved from PSD2 to the UK Payment Services
Regulations 2017, which closely mirror PSD2 but enables local adjustments

O Data Protection & GDPR Alignment: The UK implemented the UK GDPR and the Data Protection Act
2018. While similar to EU GDPR, minor differences affect how firms process personal data for AML (e.g.,

data retention rules).

© Supervisory Coordination

O UK firms must monitor both OFSI (UK sanctions) and EU Council (EU sanctions) lists if they operate

cross-border.

O Divergent reporting channels: UK SARs go to the NCA via the SAR Online portal; EU SARs go to local

FIUs via FIU.net or equivalent national mechanisms.

s (. MENTOR’S TIP 3.3.5

Conduct a “UK vs. EU Sanctions” group exercise. Split junior analysts into two teams. One team
reviews a scenario under UK sanctions (OFSI only), and the other under EU sanctions (Council
Regulations). Compare differences in licensing requirements, freeze procedures, and reporting

channels.
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Asia-Pacific (APAC)

3.4.1
== Singapore

3.4.1.1 Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of
Benefits) Act (CDSA)

CDSA Overview
O Consolidates several statutes related to confiscation, restraint, and reporting of proceeds
of corruption, drug trafficking, and other serious crimes.

O Section 47B obligates “Relevant Financial Institutions” (RFIs) to submit Suspicious
Transaction Reports (STRs) to the Commercial Affairs Department (CAD) when they
suspect that property or proceeds are derived from illicit activity.

O RFIs must maintain records of transactions and customer identification for at least five

years from the date of transaction.

e (s MENTOR’S TIP 3.4.1.1

Have a junior analyst identify which products or services offered by your organization qualify as
RFIs under CDSA (e.g., deposit-taking services, remittance services). This clarifies which
business lines must report suspicious transactions.

3.4.1.2 Payment Services Act (PSA) & VASP Licensing (Crypto)

Payment Services Act (2019)

O Introduced a license framework for digital payment token service providers (i.e., Virtual

Asset Service Providers or VASPs).
O There are three license tiers:

1. Major Payment Institution License (MPI): For cross-border money transfer services
exceeding $3 million in monthly transaction volume.

2. Standard Payment Institution License (SPI): For small-scale payment operations.

3. Money-Changing License (MCL): For businesses engaged in currency exchange

services.
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VASP Requirements

O Must conduct Know Your Customer (KYC) at onboarding and monitor transactions

against defined risk profiles.

O STRs must be filed to the CAD if suspicious activities are detected (e.g., mixing

services, layering).

e (. MENTOR’S TIP 3.4.1.2

Create a case study: a new crypto exchange applies for a VASP license. Ask juniors to outline the
AML controls needed to satisfy MAS (e.g., KYC, transaction monitoring, AML policies),

referencing PSA requirements.

3.4.1.3 MAS Guidelines on Risk-Based AML/CFT Controls

Monetary Authority of Singapore (MAS) Notices & Guidelines

O MAS Notice 626: Sets out AML/CFT requirements for financial institutions, including risk

assessment, CDD, monitoring, and record keeping.

O MAS TRM Guidelines: Address technology risk management—relevant because robust IT

systems underpin effective transaction monitoring.

Key Highlights

O Customer Risk Profiling: Fls must classify customers as low, standard, or high risk based

on factors like geography, industry or transaction patterns.

O Enhanced Due Diligence (EDD): Required for high-risk customers such as PEPs, high-

value cash transactions, or customers from high-risk jurisdictions.

O Technology Risk Management: Emphasizes continuous monitoring of systems for

vulnerabilities that could hinder AML controls.

(s MENTOR’S TIP 3.4.1.3

Assign a junior analyst to summarize MAS Notice 626’s CDD requirements in one page,
highlighting where MAS diverges from basic FATF standards (e.g., specific documentation lists,

reporting timelines). This reinforces the concept of “global vs. local.”
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3.4.1.4 | Compliance Expectations for Banks vs. Fintechs

Banks

O Larger risk appetite, longer-established AML frameworks, in-house transaction monitoring

systems, dedicated compliance teams.

O Subject to more stringent supervisory reviews (e.g., MAS on-site inspections, risk
assessments, periodic reviews).

Fintechs

O  Often rely on outsourced KYC/AML solutions (e.g., RegTech providers).

O May use APIs for onboarding (e.g., digital identity verification).

O Higher scrutiny on rapid growth or novel business models (e.g., mobile wallet platforms)

due to potential for misuse.

- (aa MENTOR’S TIP 3.4.1.4

Invite a compliance officer from a local fintech startup to speak to juniors about the challenges
of balancing scale and AML rigor in a fast-growing environment. Real-world experiences stick
better than textbook theory.

3.4.1
88 Australia

3.4.2.1 Anti-Money Laundering and Counter-Terrorism Financing Act & Rules

AML/CTF Act

O Establishes obligations for reporting entities, reporting entities, including banks, credit
unions, insurers, securities brokers, casinos, and designated non-financial businesses

(e.g., lawyers, accountants handling trust funds).

Coxre Obligations

o
Customer Identification (Know Your Customer — KYC): Verify identity before providing

designated services.

O Transaction Monitoring: Implement a Transaction Monitoring and Reporting Program
(TMRP), approved by AUSTRAC, defining how transactions are reviewed for

suspiciousness.

O  Suspicious Matter Reports (SMR): Report suspicious matters related to money laundering
within 3 business days of forming a suspicion, and terrorism financing within 24 hours.
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O  Threshold Transaction Reports (TTR): Report cash transactions = $10,000 (AUD) in a
single physical transaction.

O  Cross-Border Movement Reports (CBM): Declare cross-border movements of cash or
bearer negotiable instruments = $10,000 AUD

(. MENTOR’S TIP 3.4.2.1

Assign a group task: juniors draft a basic outline of a TMRP for a small bank, listing data
elements to collect, rules to apply, and escalation procedures for SMRs. This helps them
understand how policy becomes program.

3.4.2.2  AUSTRAC'’s Supervision Model & Reporting Obligations

AUSTRAC (Australian Transaction Reports and Analysis Centre)

O The national FIU and AML/CFT regulator. Conducts on-site assessments, issues guidance,

and enforces compliance.
O Each reporting entity must register with AUSTRAC, assess risk, and implement controls.

O Australian subsidiaries of foreign banks conducting certain offshore business must also
register if they engage in designated services.

e (s MENTOR’S TIP 3.4.2.2

Prepare a mock AUSTRAC “inspection checklist.” Ask juniors to identify CDD files and TMRP
sections they would review during an on-site exam. This demystifies the audit process.

3.4.2.3 | Digital Currency Exchange AML Guidance

AUSTRAC Guidance

O Digital currency exchange providers must register with AUSTRAC, implement KYC

procedures (customer identification before onboarding), and monitor transactions.

O Crypto exchanges and wallet providers fall under MSB (Money Services Business) rules.
They must verify customer identities, retain transaction records, and report suspicious
matters (SMRs).
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T MENTOR’S TIP 3.4.2.3

Create a case study: a crypto user sends AUD 20,000 worth of Bitcoin to an overseas wallet. Ask
juniors to identify what data the exchange should capture (e.g., source of funds, wallet
addresses) and when to file an SMR.

3.4.2.4 Integration with APRA Policies

Australian Prudential Regulation Authority (APRA)

O Oversees the prudential health of banks, insurers, and superannuation funds. APRAs
Prudential Standard CPS 220 (Risk Management) and SPS 220 (Credit) indirectly
incorporates AML/CFT considerations. Institutions must consider AML risk as part of their

overall risk management framework.

e (. MENTOR’S TIP 3.4.2.4

Host a cross-functional session with risk management and compliance teams. Have juniors map
how APRA’s broader risk governance expectations intersect with AML obligations, showing how
AML fits into corporate risk appetite.

3.4.3
2 Hong Kong

3.4.3.1 Anti-Money Laundering and Counter-Terrorist Financing Ordinance
(AMLO, Cap. 615)

Scope & core obligations

O Risk-Based Approach (RBA): Identify and assess ML/TF risks for customers, products,

delivery channels, and geographies; tailor CDD/monitoring accordingly.

O Customer Due Diligence (CDD): Identify and verify customers and beneficial owners,

understand the purpose/nature of the relationship, and conduct ongoing monitoring.

O Record Keeping: Keep CDD and transaction records for at least 5 years after the end of

the relationship or the transaction date.

O Targeted Financial Sanctions (TFS): Implement screening and freezing measures

pursuant to UN sanctions and local measures.

O Reporting Duty: File a suspicious transaction report (STR) as soon as practicable once

knowledge or suspicion arises (see 3.4.4.3).
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(e MENTOR’S TIP 3.4.3.1

Have juniors map each AMLO obligation to your internal control that evidences compliance
(e.g., “5-year retention” - data-retention policy section; “ongoing monitoring” - named rules

and review frequencies).

3.4.3.2 Supervisory landscape (who regulates what)

O HKMA (Hong Kong Monetary Authority): Supervises authorized institutions (banks,
restricted license banks, deposit-taking companies) and stored value facility (SVF)
licensees. Issues AML/CFT Guidelines and circulars (e.g., remote onboarding, model risk,
TM tuning).

O SFC (Securities and Futures Commission): Supervises licensed corporations (brokerage,
asset management, etc.) and virtual asset trading platforms (VATPs/VASPs) under the
AMLO licensing regime. Publishes the SFC AML Guideline and VA-specific requirements

(Travel Rule controls, token admission, market surveillance).
O Insurance Authority (IA): Supervises authorized insurers and intermediaries for AML/CFT.

O Customs & Excise Department (C&ED): Supervises Money Service Operators (MSOs)

(remittance & money-changing).

O Companies Registry (CR): Licenses and supervises Trust or Company Service Providers
(TCSPs) for AML/CFT compliance.

O Professional bodies/DNFBPs: The Law Society, HKICPA, Estate Agents Authority, etc.,

translate AML expectations to their sectors.

(& MENTOR’S TIP 3.4.3.2

Build a one-pager listing your entity’s licenses and exact AML guideline(s) that apply, so
analysts know which rulebook to consult for edge cases.

3.4.3.3 Wire & VA transfers (Travel Rule expectations)

O  Wire transfers (traditional): Capture and transmit originator and beneficiary information;
apply risk-based controls for lower-value transfers and full information for transfers at/
above commonly aligned thresholds (= the international USD/EUR 1,000 range; locally
referenced as ~HKD 8,000 equivalent).

O Virtual asset transfers: VASPs must implement Travel Rule controls, collect, verify (as
applicable), transmit, and retain originator/beneficiary data, and assess
counterparty-VASP capability to receive/secure the data.
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Apply proportionate measures below thresholds and enhanced measures for higher-risk
scenarios (e.g., self-hosted wallets, high-risk geographies).

e (s MENTOR’S TIP 3.4.3.3

Add a “Travel Rule checklist” to each crypto transfer case: payload completeness, counterparty
VASP identity and licensing, encryption method, delivery receipt, and exception handling

outcome.

3.4.3.4 \Virtual Asset Service Providers (VASP/VATP) licensing
O Licensing under AMLO: Operating a virtual asset trading platform in Hong Kong (or
actively marketing to HK investors) requires an SFC license.

O Core AML expectations: Full AML/CFT program (RBA, CDD/EDD, ongoing monitoring),
Travel Rule compliance, sanctions screening, and STR processes aligned to JFIU.

O Token admission & surveillance: Documented token due diligence, market-abuse

monitoring, and clear delisting/incident procedures.

O Custody & segregation: Robust wallet management (hot/cold segregation, access

controls, key management), reconciliations, and client asset protection.

O Retail access & disclosures: Follow SFC retail eligibility and disclosure requirements;

ensure risk warnings and suitability where applicable.

e (. MENTOR’S TIP 3.4.3.4

For each listed token, keep a one-page admission record with legal/issuer checks, chain risks,
sanctions exposure, liquidity/market quality, and ongoing surveillance triggers.

3.4.3.5 Transaction monitoring; Hong Kong-specific emphasis

O RBA calibration: Tune thresholds/velocity windows to local patterns (e.g., cross-border
remittance corridors, SVF top-ups, MSO activity), and to customer risk tier and product
limits.

O Typologies to watch:

Smurfing via small, frequent remittances; rapid cash-in/cash-out through MSOs or SVFs.
Trade-Based Money Laundering (TBML): Over/under-invoicing and circular flows
through import/export entities.

Professional money mules: Shared devices/addresses across accounts; many-to-one

inbound with rapid dispersion.
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VA risks: Mixer/bridge exposure; first-seen self-hosted addresses; chain-hopping;
high-risk exchange loops.

O Model governance: HK supervisors expect documented rule logic, back-testing, periodic
tuning, and evidence of independent review.

O SLAdiscipline: Same-day or next-business-day review for high-risk alerts, with clear
escalation to MLRO.

(s MENTOR’S TIP 3.4.3.5

Keep a Hong Kong-specific typology sheet and map one rule to each typology, with target alert

ranges and a quarterly tuning note.

3.4.4
= Malaysia
3.4.4.1 Anti-Money Laundering, Anti-Terrorism Financing and Proceeds of
Unlawful Activities Act (AMLA)
AMLA Overview (2001, as amended)

O Defines money laundering and terrorism financing offenses.

O Section 13 requires reporting institutions to report to Bank Negara Malaysia (BNM) any

knowledge or suspicion of proceeds of unlawful activities or terrorist financing.

O Key offenses: Concealing, disguising, converting, transferring, or removing criminal

property from Malaysia (Sections 4-13).

. (as MENTOR’S TIP 3.4.4.1

Conduct a short quiz: ask juniors to identify which activities constitute “conversion” or
“concealment” under AMLA. For example, transferring stolen funds to purchase property, a
classic money laundering step, should prompt an AMLA report.

3.4.4.2 BNM’s Guidelines on Customer Due Diligence & Record-Keeping

BNM AML/CFT Policy Document (2020)

O Customer Due Diligence: Must verify identity of customers and beneficial owners, assess

risk, and apply EDD for higher-risk customers (similar to FATF).
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O Ongoing Monitoring: Monitor customer transactions for unusual patterns, and review CDD

when there is a material change (e.g., large atypical transaction).

O Record Keeping: Maintain records of CDD information and transaction records for at least

six years (exceeds the standard five years).

s (- MENTOR’S TIP 3.4.4.2

Create a “Day in the Life” scenario: a Malaysian bank teller receives a cash deposit of RM 60,000
(about $13,000). Ask juniors to walk through BNM’s guidelines, how quickly must the teller
escalate, which CDD documents are required, and how the transaction should be recorded.

3.4.4.3 Emerging Crypto Regulations & Reporting Requirements

Securities Commission Malaysia (SC)
O Regulates digital asset exchanges (DXs) since September 2022.

O DXs must register with SC, conduct CDD/EDD on customers, and file Suspicious
Transaction Reports under BNM guidelines to the Financial Intelligence & Enforcement

Department (FIED).

e (s MENTOR’S TIP 3.4.4.3

Ask juniors to compare Malaysia’s crypto AML requirements with Singapore’s (PSA). Identify five
similarities and three differences, focusing on registration, KYC thresholds, and reporting

channels.

M Middle East

325"
GCC States (UAE, Saudi Arabia, Qatar, Kuwait)
AML Regulations Overview

© Common GCC Framework: Most Gulf Cooperation Council (GCC) countries have enacted AML/CFT
laws aligning with FATF standards. They typically cover:
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o Criminalization of money laundering & terrorist financing.
O Licensing and supervision of financial institutions.

O Obligations for customer due diligence, transaction monitoring, and suspicious transaction
reporting.

(& MENTOR’S TIP 3.5.1

Create a quick reference table listing each GCC country’s FIU name, primary AML law, and
reporting thresholds. This equips juniors to find local requirements quickly.

3.5.2

= UAE: Cabinet Decision No. (10) of 2019 & DIFC/ADGM Regimes

© Federal AML Law (Cabinet Decision No. 10/2019)
O Unified AML Law: Consolidates previous AML requirements into a single framework.
O Key Obligations:

Customer Identification & Verification: All financial institutions must perform CDD per risk
profile, verify beneficial owners, and update KYC upon significant changes.

Suspicious Transaction Reports (STR): Mandatory within seven days of identifying suspicion
(e.g., structured transactions, unusual wire flows).

Record-Keeping: Maintain data and transaction records for at least five years.

© DIFC (Dubai International Financial Centre) Regime
O DIFC AML Rulebook: Sets AML/CFT standards for entities operating in the free zone.

O DFSA (Dubai Financial Services Authority): Conducts AML supervision; issues AML
Module obligations including CDD, ongoing monitoring, and reporting.

© ADGM (Abu Dhabi Global Market) Regime
O ADGM AML Regulations: Largely mirror FATF recommendations, requiring:
Obliged Entities to register with ADGM Registration Authority.
CDD & EDD for high-risk customers (PEPs, cross-border politically exposed persons).

STRs to FSRA (Financial Services Regulatory Authority) within five business days.

e (a MENTOR’S TIP 3.5.2

Compare DIFC vs. ADGM AML requirements: ask juniors to highlight differences in CDD

thresholds, reporting timelines, and supervisory bodies. This clarity helps multinational banks
align compliance across free zones.
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3.5.3

Saudi Arabia: SAMA AML Requirements & FATF Roadmap

©@ Saudi Arabian Monetary Authority (SAMA) AML Guidelines

O SAMA AML Rulebook: Financial institutions must adopt AML programs incorporating
CDD, monitoring, and reporting.

O STRFilings: Suspicious transaction reports submitted to the Saudi Financial Intelligence
Unit (SAFIU) within three business days.

O Beneficial Ownership Register: In 2020, Saudi Arabia launched a national beneficial
ownership registry to enhance transparency.

© FATF Roadmap & Removal from Grey List

O In 2019, FATF placed Saudi Arabia on the “Grey List” for strategic AML deficiencies. Saudi
authorities implemented rapid reforms (strengthening FIU capabilities, enhancing CDD rules).

O In October 2021, FATF removed Saudi Arabia from the Grey List after demonstrating improved
effectiveness.

(s MENTOR’S TIP 3.5

nHBS

Ask juniors to summarize the FATF “Grey List” criteria and explain why Saudi Arabia’s removal is
significant, highlighting the institution’s need to adjust risk scoring for clients from
jurisdictions recently on the Grey List.

3.5.4

Regional Sanctions (UN-Mandated) + Local Enforcement Trends

© UN Security Council Sanctions

O All GCC states implement UN-mandated sanctions on designated persons/entities (e.g., ISIL, Al-
Qaeda individuals).

O Local Enforcement: Each country publishes its own consolidated sanctions list (mirroring UN
designations) and often adds regional targets (e.g., Iranian-linked entities).

@ Local Enforcement Trends

O UAE: Notable for high-profile fines against banks failing to screen properly for sanctions,
underscoring need for daily list updates and robust screening logic.

O Saudi Arabia: Increased STR volume after FATF Grey List designation; ongoing enhancements to
FIU analytics to detect terrorism financing.
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(. MENTOR’S TIP 3.5.5

Create a short exercise: juniors pull the latest UN sanctions list and compare it with the UAE’s
consolidated list. Identify any local designations (e.g., regional arms traffickers) not on the UN

list, and discuss how to incorporate supplemental sanctions into screening.

Latin America & Africa

3.6.1

Common Themes (FATF-Style National Policies, FIUs)

© FATF-Style Regulations
O Many countries in Latin America and Africa have passed AML laws broadly aligned with FATF
Recommendations, mandating CDD, transaction monitoring, and STRs.

O Common challenges:
1. Informal Economies: High volumes of cash-based transactions, limited digital footprints.

2. Resource Constraints: FIUs often understaffed or underfunded, leading to slower analysis

of STRs.
3. Data Quality: Incomplete corporate registries, making beneficial ownership harder to verify.

@ Financial Intelligence Units (FIUs)
O Many nations are members of the Egmont Group, but FIU capabilities vary widely.

O Some FIUs (e.g., Brazil's COAF, South Africa’s FIC) have implemented advanced data analytics

platforms. Others rely on manual processes.

e (s MENTOR’S TIP 3.6.1

Ask juniors to identify one country from each region (e.g., Colombia, Nigeria) and summarize
their FIU structure, who they report to, main challenges reported in their Mutual Evaluation, and

notable enforcement actions.
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3.6.2

Selected Jurisdictions (e.g., South Africa’s FIC, Brazil’s COAF)
- Brief Overviews

@ South Africa

O Financial Intelligence Centre Act (FICA) 2001: Establishes the Financial Intelligence Centre (FIC) as
an independent agency under the National Treasury.

O Obliged Institutions: Banks, life insurers, estate agencies, attorneys, and others must register,
perform CDD, and report SARS (Suspicious Activity Reports) to the FIC.

O Key Challenge: High levels of organized crime and cross-border illicit financial flows via informal
channels.

© PBrazil

O The Council for Financial Activities Control (COAF), under the Ministry of Economy, acts as the
national FIU.

O Anti-Money Laundering Law (Law No. 9,613/1998): Requires financial institutions to maintain
CDD, monitor for suspicious transactions, and report to COAF.

O Recent reforms emphasize improving data integration with law enforcement and the Central
Bank of Brazil to enhance real-time monitoring.

© Nigeria
O Economic and Financial Crimes Commission (EFCC) serves as the FIU and law enforcement arm.

O The Money Laundering (Prohibition) Act (2011) mandates financial institutions to conduct CDD,
monitor transactions, and report Suspicious Transaction Reports (STRs) to EFCC.

O Ongoing challenges include limited digital infrastructure in rural areas and the prevalence of
cash-based economies.

(e MENTOR’S TIP 3.6.2

For a comparative report, have juniors pick two jurisdictions (e.g., South Africa vs. Nigeria) and
create a one-page infographic showing:

1. FIU name & reporting threshold.

2. CDD document requirements.

3. Known enforcement data (number of STRs filed vs. number of investigations initiated).

03 Regulatory Deep Dive by Region Page 51



3.6.3

Key Regional Challenges (Informal Economies, Crypto
Adoption, Enforcement Gaps)

©

©

Informal Economies

O In many African and Latin American countries, a large portion of economic activity occurs outside
formal financial systems, making customer identification difficult.

O Remittance Channels: High remittance volumes from diaspora communities often flow through
informal money transfer operators, increasing ML/TF risks.

Rapid Crypto Adoption

O Countries like Nigeria and South Africa see significant peer-to-peer cryptocurrency usage, often
used to circumvent capital controls or for speculative purposes.

O Regulatory frameworks are still evolving. Some nations (e.g., Nigeria’s CBN ban in 2021) have
oscillated between restrictions and gradual legalization.

© Enforcement Gaps & Capacity Constraints

O FIUs often face delays in analyzing STRs due to limited personnel and underdeveloped

technology platforms.

O Law enforcement agencies may lack training or resources to investigate complex cross-border
schemes once referred by FlUs.

(. MENTOR’S TIP 3.6.3

Encourage juniors to research one enforcement case from either region, such as a major
corruption money-laundering case in Brazil or a crypto-related money laundering case in
Nigeria. Discuss how informal channels and crypto complicate investigations and what controls

could mitigate risk.
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KEY TAKEAWAYS FROM

Chapter 03

@ United States: BSA and USA PATRIOT Act form the backbone of U.S. AML/CFT; FInCEN administers
SARs; OFAC enforces both comprehensive and targeted sanctions; state-level regulators (NYDFS,
HMRC) layer additional rules; fintech SAR metrics reshape reporting.

@ European Union: EU AML Directives (4AMLD, 5AMLD, 6AMLD) continuously strengthen CDD,
beneficial ownership, and sanctions compliance; registers and an emerging AML Authority (AMLA)
will harmonize supervision; PSD2 and Open Banking introduce new payment dynamics.

@ United Kingdom: The MLRs (2017/2019) and POCA establish CDD and reporting obligations; FCA
and HMRC supervise different entities; OFSI enforces UK sanctions; post-Brexit divergences require

vigilance on UK vs. EU requirements.

@ Asia-Pacific:
» Singapore: CDSA mandates STRs to CAD; PSA brings VASPs under AML; MAS Notice 626 outlines
risk-based controls; fintechs balance rapid growth with robust AML.

Malaysia: AMLA requires CDD and STRs to BNM; emerging crypto regulations tighten controls on
digital asset exchanges.

Australia: AML/CTF Act & Rules define KYC, TMRP, SMR, TTR, and CBM; AUSTRAC supervises and
enforces; digital currency providers must register and comply.

» Hong Kong: Governed by the Anti-Money Laundering and Counter-Terrorist Financing Ordinance
(AMLO, Cap. 615), covering CDD, record-keeping, and Travel Rule obligations.

@ Middle East (GCC):
o UAE: Cabinet Decision No. 10/2019 unifies AML laws; DIFC/ADGM maintain separate, FATF-aligned
regimes.
o Saudi Arabia: SAMA's guidelines plus a national BO register strengthen compliance; removal from
FATF's Grey List demonstrates progress.

© Latin America & Africa: Countries follow FATF-style AML laws and establish FIUs (e.g., South
Africa’s FIC, Brazil's COAF, Nigeria's EFCC). Common challenges include large informal economies,
rapid crypto adoption, and resource constraints leading to enforcement gaps.

With a solid understanding of how global principles manifest in specific jurisdictions, we can now
proceed to Chapter 4: Risk-Based Approach & Enterprise Risk Assessments, where we'll guide you

step-by-step in designing risk frameworks that satisfy both global expectations and local nuances.
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4.1

Principles of a Risk-Based Framework

A Risk-Based Approach (RBA) ensures that institutions allocate resources, time, staff, and technology
according to the level of money laundering/terrorist financing (ML/TF) risk they face. Rather than
treating every customer or transaction identically, an RBA tailors controls based on assessed risk
factors. This concept is embedded in FATF Recommendation 1 and underlies most subsequent

Recommendations (e.g., CDD, monitoring, EDD).

Key principles of RBA include:

@ Identification of Risks Systematically identify inherent risks arising from customers,
products, services, delivery channels, and geographic factors.

@ Assessment & Measurement Score or categorize identified risks as Low, Medium, or High based on
likelihood and potential impact.

© Mitigation & Controls Apply graduated controls with simplified due diligence for low-risk,
standard CDD for medium-risk, and Enhanced Due Diligence (EDD)
for high-risk scenarios.

© OngoingMonitoring & Review  Continually update risk assessments as new information emerges
(e.g., a customer’s risk profile changes, new regulations, emerging
threats).

@ Documentation & Governance Maintain clear documentation of how risks are identified, scored, and
mitigated, and ensure senior management oversight.

e (a MENTOR’S TIP 4.1

When explaining RBA to new joiners, use a simple analogy: “You’d lock a small savings box
differently than a vault. Similarly, a small retail customer with local transactions merits less
intensive scrutiny than a high-net-worth PEP sending multi-million-dollar cross-border wires.”

4.2

Designing an Enterprise-Wide AML/CFT Risk
Assessment

A robust Enterprise Risk Assessment forms the backbone of an effective AML program. It answers:

“Which risks are most likely and harmful, and how do we control them?”
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4.2.1

Identifying Risk Factors: Customer, Product, Channel, Geography

@ Customer Risk Factors

Customer Type Natural persons vs. legal entities; PEPs; non-resident customers.

Business Profile Industries prone to higher ML/TF risk (e.g., casinos, real estate, NGO
remittances).

Demographics Age, occupation, nationality; some countries label customers as higher risk
based on local corruption indices.

® Product/Service Risk Factors

Cash-Intensive Consumer deposit accounts, prepaid cards, money orders.
Products

ComplexorOpaque  Private banking, corporate trust services, certain investment vehicles.
Products

Emerging Products Cryptocurrency, peer-to-peer lending platforms, digital wallets.

Co  Delivery Channel Risk Factors

In-Person vs. Onboarding via online-only channels (e.g., digital account opening)
Remote often carries higher risk than face-to-face.

Third-Party Reliance on intermediaries or agents for onboarding (e.g., brokered
Introductions accounts).

) Geographic Risk Factors

Customer Location Customers or transactions involving jurisdictions on FATF's “High-Risk”
or “Grey List.”

Service Location Branches or subsidiaries in regions with weak AML controls.

Cross-Border Flows Frequent cross-border transactions, especially to jurisdictions lacking
strong AML/CFT regimes.
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- (. MENTOR’S TIP 4.2.1
Provide juniors with a blank risk factor checklist. Ask them to populate it for a hypothetical
client, a tech entrepreneur from a high-risk country using an unregulated decentralized
finance platform. Discuss which factors drive that customer to “High Risk.”

4.2.2

Qualitative vs. Quantitative Risk Scoring

Lt

QUALITATIVE SCORING QUANTITATIVE SCORING

© Based on expert judgment, compliance officers © Assign numerical values to risk factors (e.g., “PEP

assign risk categories (Low/Med/High) based = 5 points,” “Customer from FATF Grey List = 4
on descriptive criteria. points,” “Remote onboarding = 3 points”).

© Useful when hard data is limited or when new © Sum points to generate an overall risk score;
products/geographies emerge and data history establish score ranges for Low (0-5), Medium (6-
is sparse. 10), High (11+).

© Example: Labeling a PEP as “High Risk” even © Enables more objective comparisons across
before quantifiable metrics exist. customers and trending over time.

(e MENTOR’S TIP 4.2.2

Run a mini workshop: give juniors a set of five sample customers with risk attributes. Have
them calculate risk scores using a simple point-based model. Then discuss how qualitative

insights (e.g., a customer’s reputation) might adjust the score.

4.2.3

Creating & Populating a Risk Matrix (Template Example)

A Risk Matrix is a visual tool mapping likelihood (rows) against impact (columns).

LIKELIHOOD IMPACT
Probability a customer/product/ Potential severity if ML/TF occurs
geography is used for ML/TF (Low/ (reputational damage, financial loss,
Med/High). regulatory penalties; Low/Med/High).
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Sample Risk Matrix Template

L :
= Medium Risk
T 3
o
o I3 - - - - . " -
o 3 . . .
< k] Low-MedRisk  Medium Risk
T 2
=
pur
9 Low-Med Risk Medium Risk
Low Medium High
Impact

Populating Steps:

O Identify Scenarios List all customer/product/geography combinations your institution encounters
(e.g., “Local retail customer using basic checking account,” “Foreign PEP with
investment portfolio,” “Cross-border crypto transfer to high-risk country”).

O AssignLikelihood For each scenario, rate likelihood (based on historical flags, intelligence) and

&Impact impact (based on transaction size, reputational stakes).

O MaptoRiskCategory Use the matrix to determine an overall risk level (e.g., “Foreign PEP with large
cross-border transfers = Critical Risk”).

O Document Rationale For audit purposes, maintain a brief narrative explaining why each factor was
rated as it was.

(e MENTOR’S TIP 4.2.3

Provide juniors with a half-completed matrix. Ask them to validate or adjust ratings based on
new intelligence (e.g., a sudden government corruption scandal in a jurisdiction). This teaches
dynamic risk management.
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4.2.4

Calibrating Risk Thresholds & Periodic Reviews

1t Setting Thresholds

© Customer Risk Scoring

© Transaction Monitoring
Parameters

Define score cutoffs for Low, Medium, High. For instance, a cumulative
score of 211 equals High Risk.

Align alert thresholds (e.g., transactions > $50,000; transfers to high-
risk countries) with risk categories.

9 Periodic Review Cadence

@ Annual Reviews

@ Event-Driven Reviews

Senior Management Sign-Off

Reassess the entire risk matrix yearly, incorporating new data (e.g.,
emerging typologies, regulatory updates).

Trigger an interim review when significant changes occur, e.g., a new
product launch, sudden increase in PEP client list, or a major regulatory
update (like a jurisdiction moving on/off the FATF Grey List).

@ Document each risk assessment cycle and obtain formal sign-off from the MLRO or risk committee.

@ Maintain version control to track how risk thresholds evolve over time.

MENTOR’S TIP 4.2.3

Assign juniors to prepare a schedule of key “trigger events” for your institution (e.g., new

product rollout, regulatory changes) that should prompt a mid-year risk reassessment. This

emphasizes the need for agility in an RBA.

4.2.5

Governance: Board/Management Oversight of Risk Assessment

LJ Board-Level Reporting

@ Present a high-level summary of the risk assessment to the Board or Risk Committee,

highlighting critical risk areas and proposed control enhancements.

@ Use visual aids (heat maps, dashboard metrics) to convey risk concentrations succinctly.
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s Senior Management Involvement

@ Involve heads of lines of business (e.g., Retail Banking, Treasury, Digital Channels) in both
identifying risk factors and approving mitigation plans.

@ Ensure the MLRO or Chief Compliance Officer (CCO) has a clear channel to escalate emerging

risks (e.g., a sudden trend of P2P crypto fraud) for immediate action.

Documentation & Accountability

@ Maintain a “Risk Assessment Report” document that includes

O Methodology (scoring logic, data sources).

O Risk matrix with populated scenarios.

O Action plans for high-risk areas (e.g., enhanced monitoring rules for crypto transactions).
o Signatures and dates for all reviewers (MLRO, CCO, Head of Risk, Board Chair).

s (. MENTOR’S TIP 4.2.5

Provide juniors with a sample executive summary slide deck. Ask them to extract top three risk
findings and draft bullet points on mitigation strategies. This exercise hones their ability to
communicate complex assessments clearly to non-technical leadership.

4.3

Regional Nuances in Risk

While the RBA process is consistent globally, specific regional factors can influence risk scores. Below

are illustrative examples.

4.3.1

High-Risk Jurisdictions & “Grey List” Considerations (FATF)

@ FATF Grey List Jurisdictions under increased monitoring for strategic AML deficiencies
(e.g., Panama, Nigeria).

~ Impact on Risk o Customers or transactions involving Grey List countries automatically incur
Scores higher risk points (e.g., +3 points on a 10-point scale).

o Products or services linked to those countries (e.g., correspondent
banking to a Grey List bank) must have elevated monitoring.
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(. MENTOR’S TIP 4.3.1

Task juniors with monitoring FATF’s website monthly to note changes in the Grey List. Have
them update a “High-Risk Jurisdictions” slide and discuss potential implications (e.g., shifting
certain customers from Medium to High risk).

4.3.2

Different Customer Risk Profiles
(e.g., PEPsin Latin America vs. Middle East)

&\ Political Exposure o In some Latin American countries, local mayors or regional governors
Nuances often have strong political connections, classifying them as domestic
PEPs with elevated risk.

o In certain Middle Eastern jurisdictions, tribal affiliations and complex
family networks may create semi-official PEP-like status.

Risk Scoring o Risk models should account for local context, not all PEPs are equal. A
Implications minor city council member in a stable democracy may warrant Medium
Risk, whereas a senior cabinet minister in a country with weak governance
scores as High Risk.

- MENTOR'’S TIP 4.3.2

Propose a “Local PEP Profiles” research task: juniors collect examples of what qualifies as a
PEP in three different countries (one from Latin America, one from APAC, one from the Middle
East). Discuss how these definitions change the risk-scoring rubric.

4.3.3

Product-Specific Risks: Virtual Assets, Trade Finance, Private Banking

®\,) Virtual Assets o Higher ML/TF risk due to pseudonymous nature, global reach, and
(Crypto) relative lack of transparency. Assign higher risk scores and require
specialized EDD (e.g., blockchain analytics).
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~2 Trade Finance o Vulnerable to Trade-Based Money Laundering (TBML), over/under-
invoicing, multiple invoicing, false descriptions of goods. Risk scores
consider transaction complexity, involvement of high-risk corridors, and
use of third-party intermediaries.

ﬁ Private Banking/ o Large balances, complex structures (trusts, family offices), cross-border
Wealth Management investments. Elevated risk due to potential concealment of illicit funds.
Require robust CDD and continuous monitoring.
(. MENTOR’S TIP 4.3.3

Provide juniors with a sample trade finance transaction (e.g., import of machinery from a high-
risk country with suspiciously low declared value). Ask them to identify TBMLred flags and
propose how to score that transaction in the risk matrix.

4.4

Documenting, Reporting & Acting
on Risk Findings

Delivering Risk Assessment Results to Senior Management/Board

@ Executive o Highlight top 3-5 risks (e.g., “10% of new accounts originate from
Summary jurisdictions on the FATF Grey List”).

o Include key metrics: percentage of High-Risk customers, number of EDD
investigations, volume of cross-border flows.

®© Visual Aids o Heat Map: Visual of risk concentrations by geography or product.

o Trend Charts: Year-over-year changes in risk scores or suspicious
activity volumes.

E Action ltems o Outline specific remediation steps (e.g., “lmplement new monitoring
rules for crypto transactions by Q3,” “Restrict onboarding from
Jurisdiction X pending further review”).
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(e

MENTOR’S TIP 4.4 .1

Share a mock “Board-Level Risk Report” and ask juniors to pinpoint which data points they’d

remove, which to emphasize, and how to phrase an urgent risk escalation succinctly.

4.4.2

Translating Risk Scores into Control Enhancements (e.g., EDD)

&) EnhancedDue
Diligence (EDD)

==

Monitoring Rule
Adjustments

Risk-Based
Sampling

(.

For High-Risk customers, require expanded information beyond standard
KYC: source of wealth documentation, corroborating external data (e.g.,
third-party databases, media searches).

Increase monitoring frequency (e.g., daily vs. weekly).

Incorporate risk scores into alert thresholds (e.g., if Customer Risk Score
> 11, lower transaction alert threshold by 20%).

Introduce specialized scenarios (e.g., “If a High-Risk customer receives funds
from a Virtual Asset Service Provider, flag immediately”).

For mid-tier risk customers, perform periodic manual reviews (e.g., random
sampling of 10% of Medium-Risk accounts each quarter).

Document sampling methodology (random seed, selection criteria) for audit
purposes.

MENTOR’S TIP 4.4.2

Organize a hands-on session where juniors recalibrate an existing rule set: adjust rule

thresholds, document rationale, and run a sample back-test to see if false positives decrease.

4.4.3

Tracking Risk Mitigation Over Time

Il KeyPerformance
Indicators (KPIs)

o Number of High-Risk Customers Reviewed: Track percentage reviewed within

required timeframe (e.g., annual).

o Volume of EDD Investigations: Monitor growth or decline, indicating emerging

risk trends.

o Changes in Risk Distribution: Track shifts in the percentage of
customers in each risk category quarterly.

04 Risk-Based Approach & Enterprise Risk Assessments Page 63



Remediation o Maintain a log of identified risks, assigned owners, mitigation deadlines,
Tracker and completion status.

o Example Columns: Risk Description, Initial Risk Rating, Mitigation Action,
Responsible Party, Target Date, Status.

Continuous o After implementing new controls (e.g., updated monitoring rules),
Improvement Loop reassess risk, did the change reduce suspicious alerts by 15%?

Q

o Use post-implementation metrics to justify maintaining or further
refining control measures.

oy

Provide a sample KPI dashboard (e.g., a simple Excel chart) and have juniors analyze which metrics
show improvement and which require additional focus. This builds data-driven thinking.

KEY TAKEAWAYS FROM

Chapter 04

® ARisk-Based Approach ensures AML/CFT resources are focused where needed, customers,
products, and geographies with the highest ML/TF risk.

® An Enterprise Risk Assessment involves identifying risk factors (customer, product, channel,
geography), choosing a qualitative or quantitative scoring method, populating a risk matrix,
calibrating thresholds, and embedding governance.

®@ Regional nuances (such as PEP definitions, Grey List status, and product-specific risks) must
feed into local risk scoring models to maintain relevance.

©® Documenting risk findings via executive summaries, heat maps, and remediation trackers
ensures senior management oversight and accountability.

® Translating risk scores into controls (EDD, adjusted monitoring rules) and tracking KPIs closes
the loop, demonstrating the effectiveness of risk mitigation over time.

With a thorough understanding of risk assessments, we're prepared to move into Chapter 5: Customer
Due Diligence & Beneficial Ownership, exploring how to identify, verify, and continuously monitor

customers at varying risk levels.
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5.1

Customer Identification Program (CIP):
Steps & Standards

Every effective AML program begins with knowing exactly who you are doing business with. The Customer
Identification Program (CIP), sometimes called “Know Your Customer” (KYC), lays the groundwork by
establishing and verifying a customer’s identity before onboarding. While local details may vary, the core

steps are generally consistent:

O Collect Basic Information

© Natural Persons

Full legal name, date of birth, residential address, and a government-issued identification
number (e.g., passport, national ID, driver’s license).

© Legal Entities

Full legal name, legal form (corporation, partnership, trust), address of principal place of
business, and registration number (e.g., company incorporation number).

O  Verifyldentity

© Documentary Verification

Obtain and inspect original or certified copies of customer identification documents. For

individuals, a valid passport, driver’s license, or national ID card; for entities, a certificate of
incorporation, articles of association, or equivalent.

© Non-Documentary Verification (When Applicable)

Use reliable independent sources (e.g., credit bureaus, utility bills, government databases) if
documentary proof is insufficient or unavailable, particularly in regions where many
customers lack formal IDs.

O  Establishan Ongoing Relationship

© Customer Signature & Consent

Ensure customers sign account agreements or consent forms acknowledging that information
is accurate and that they permit data checks.

® Assign Unique Customer Identifier

For internal record-keeping and transaction monitoring, assign a unique ID code to each
customer to maintain data integrity across systems.
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Screen Against Watchlists (Pre-Onboarding)

© Sanctions & PEP Screening

Before activating an account, screen the customer’s name against major sanctions lists (e.g.,
UN, OFAC, EU, UK, local) and Politically Exposed Person (PEP) databases. A match triggers
an escalation process for additional review.

O RiskProfiling (Preliminary)

©@ Based oninitial data (e.g., nationality, occupation, anticipated transaction volumes), assign a
preliminary risk rating (Low/Medium/High) guiding the level of CDD required.

.11

Acceptable Identification Documents & Quality Standards

© Valid & Unexpired
Expired IDs cannot be used for primary verification.

Documents Must Be

© Officially Issued
No photocopies or self-printed copies unless certified by a
recognized authority (e.g., notary public).

© Legible & Unaltered
Any signs of tampering (e.g., erasures, inconsistent fonts)
require further scrutiny.

© Document Checklist
Use a standard checklist to ensure all required fields are clear
(name, date of birth, issuing authority, expiration date).

© Photo Matching
Compare the photo on the ID to the individual in person (or
via video call if onboarding remotely).

© ExpiryAlerts
Implement system flags that notify compliance teams when
IDs are nearing expiration (to trigger renewal requests).

. (a MENTOR’S TIP 4.1

During a KYC training session, present three sample IDs—one genuine, one expired, and one
obviously forged (e.g., mismatched fonts). Ask juniors to identify which are acceptable and
explain why. This hands-on exercise sharpens document-spotting skills.
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5.2

Verification of Customer Information
(Documents & Non-Documentary Evidence)

Once you collect identification data, you must verify that the information is accurate. Verification bridges
what the customer says (e.g., “My name is Jane Doe, born Jan 1, 1985, residing at 123 Main St.”) with
external evidence.

S

Documentary Verification

PRIMARY DOCUMENTS FOR LEGAL ENTITIE

<

~| National ID/Passport/Driver’s License Certificate of Incorporation/Registration
Check for authenticity (holograms, Confirms legal existence.

watermarks, microprint).
~  Memorandum & Articles of Association

~  Utility Bills/Bank Statements Identifies authorized directors and shareholders.

Recent bills (within last three months) to .
~|  Board Resolution or Power of Attorney
confirm residential address. . .
If someone other than a director signs on the

entity’s behalf.
5.2.2
Non-Documentary Verification
WHEN TO USE

O Remote Onboarding When customers cannot present physical documents, common for

online-only fintechs.

O High-Risk Jurisdictions If documentary sources are unreliable or easily falsified.

SOURCES FOR NON-DOCUMENTARY VERIFICATION

O Credit Bureau Checks Verify name, date of birth, and address against a credit profile.

O Electronic Identity Third-party vendors that confirm ID via public databases or mobile
Verification Agents phone verification.

O Government National registries that cross-check social security numbers or tax
Databases identification numbers.

O Reference Checks For high-risk customers, call a trusted third party (e.g., a known law firm

or business partner) to confirm identity.
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5.2.3

Handling Discrepancies

MINOR DISCREPANCIES (E.G., TYPO IN ADDRESS)
O Request an updated document (e.g., a corrected utility bill).

O If the discrepancy is explainable (e.g., recent address change), document the rationale and proceed
with caution.

MAJOR DISCREPANCIES (E.G., NAME MISMATCH)

O Escalate to compliance for further review.

O Potentially refuse onboarding if verification cannot be satisfactorily completed.

s (s MENTOR’S TIP 5.2

Provide ared-flag scenario: a customer’s passport shows a birth date that doesn’t match the
date on their driver’s license. Ask juniors to draft an escalation memo explaining next steps
(request for clarification, possible face-to-face interview, or denial of account).

5.3

CDD vs. EDD vs. SDD:
When & How to Apply Each Level

Not all customers warrant the same scrutiny. Based on the risk assessment (Chapter 4), apply one of three

levels of due diligence:

5.3.1

Simplified Due Diligence (SDD) - Low-Risk
WHEN TO USE

Low-Risk Customers Public companies listed on recognized exchanges, government entities
in low-risk jurisdictions, or regulated financial institutions.

Low-Value Transactions Occasional, small-value, domestic transactions with straightforward
sources of funds.
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REQUIREMENTS

Basic CDD

Limited Ongoing
Monitoring

Collect minimal information, name, address, and confirm identity (e.g.,
electronic ID check).

Periodic reviews (e.g., once every three years) rather than continuous

monitoring.

Standard Customer Due Diligence (CDD) - Medium-Risk

WHEN TO USE

General Retail and
Commercial Customers

REQUIREMENTS

Full Identification
& Verification

Risk Profiling

Ongoing Monitoring

5.3.3

Most routine accounts for individuals and small-to-medium enterprises
(SMEs).

As per Section 5.1 and 5.2, collect and verify name, DOB, address, and,
for legal entities, beneficial ownership information.

Assign a medium-risk score unless additional factors arise.

Review transaction patterns periodically (e.g., monthly or quarterly),
looking for unusual activity relative to expected behavior.

Enhanced Due Diligence (EDD) - High-Risk

WHEN TO USE

Politically Exposed
Persons (PEPs)

Complex Ownership
Structures

High-Risk Jurisdictions

High-Value or Unusual
Transactions

05 Customer Due Diligence & Beneficial Ownership

Individuals in important public functions (heads of state, senior
politicians, judicial officials) and their immediate family/close associates.

Entities with multiple layers of ownership, nominee shareholders, or
trust arrangements.

Customers from countries on FATF’s Grey List or with weak AML/CFT

frameworks.

Large cross-border transfers, high-volume cash transactions, or use of
private banking services.
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REQUIREMENTS

Source of Wealth/ Obtain reliable documentation or credible third-party evidence
Funds Verification explaining how the customer acquired assets (e.g., salary slips, audited
financial statements, tax returns).

Senior Management Onboarding or continuation of the relationship typically requires explicit
Approval sign-off by a senior compliance officer or MLRO.

Increased Monitoring Real-time or daily review of transactions; automated alerts configured at
Frequency stricter thresholds.

Periodic Face-to-Face In-person meetings (or authenticated video calls) at least annually to
Reviews confirm that the customer’s profile remains consistent.

Additional Obtain more detailed organizational charts, shareholder registers, trust
Documentation deeds, or letters from professional advisors (e.g., lawyers, accountants)

to confirm beneficial ownership.

s (. MENTOR’S TIP 5.3

Present a scenario: a law firm refers a newly formed shell company with no physical presence
in alow-regulation jurisdiction. Ask juniors what due diligence steps are required—highlighting
that EDD is mandatory, and specifying what “source of funds” evidence would be acceptable.

5.4

Beneficial Ownership:
Finding the “Real Person Behind the Entity”

When dealing with legal entities; companies, partnerships, trusts, it's critical to look beyond the named
signatory and identify the beneficial owners (BOs) who ultimately own or control the entity. Criminals
frequently use shell companies and layered structures to hide the true owners, so failing to uncover BOs

can render CDD ineffective.

5.4.1

FATF Definition & Global Expectations on BO Transparency

@ FATF Definition

A beneficial owner is the individual who “ultimately owns or controls” a legal entity. For companies, typically

those holding 225% ownership or otherwise exercising “effective control".
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" For trusts, it includes settlors, trustees, protectors, beneficiaries, or other natural persons exercising control.

© CGlobal Expectations
O Collect BO Information Identify individuals with 225% ownership or exercise of control via other means
(voting rights, influence, senior management).

o Verify BO Information  Independently corroborate BO identities using registries, official records, or

credible third-party sources.

o Document the Chain For layered ownership (e.g., a company owned by another company, which is
of Ownership owned by an individual), map the entire chain until you reach natural persons.
. (- MENTOR’S TIP 5.3
Provide juniors with a sample organizational chart: Company A is owned 50% by Company B,

50% by Trust C; Company B is owned 100% by an individual. Ask them to identify all beneficial
owners and describe how they would verify each link.
5.4.2

Sources of BO Information (Corporate Registries, Legal
Docs, Public Records)

o

Corporate Registries & Public Databases

O Beneficial ownership registers
Many countries maintain Company Registries where beneficial ownership data is filed (e.g., UK’s
Persons with Significant Control [PSC] register, EU BO registers).

O Commercial Databases
Subscription-based services (e.g., Orbis, Factiva) aggregate BO data from multiple sources, helpful
for global entities.

© Legal Documents & Written Declarations

O Articles of Association & Share Registers
Reveal current shareholders and their percentage holdings.

O Trust Deeds & Settlor Declarations
Disclose beneficiaries and controlling parties for trusts.

O Board Resolutions & Shareholder Agreements
Identify individuals authorized to act on behalf of the entity.
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© Third-Party Data & Public Filings

O Government Filings

Securities filings, financial statements, or stock exchange disclosures often list major shareholders.

O Media Reports & Adverse News
News articles or regulatory enforcement releases sometimes reveal hidden BOs (e.g., “major
shareholder linked to corruption”).

e (. MENTOR’S TIP 5.4.2

Assign juniors to retrieve BO information for a publicly traded company in your jurisdiction
using free resources (e.g., national company register). Then compare with a commercial
database entry, note any discrepancies and discuss next steps.

5.4.3

Handling Complex Ownership Structures (Trusts, Layered Companies)

Identify First-Tier Entities

Request a certified organizational chart from the client, listing all subsidiaries, parent
companies, and trusts.

~  Trace Up the Chain

For each corporate layer, repeat the BO identification process until you arrive at the natural person(s).

S Uncover Nominee Arrangements

O Some jurisdictions permit nominee shareholders or directors. Ask for signed declarations confirming
whether nominees hold shares on behalf of undisclosed individuals.

O Trusts & Fiduciary Structures

o Trustees vs. Beneficiaries  Verify the identity of trustees (those administering assets) and the
beneficiaries (those entitled to benefits).

O Protector/Settlor Roles If a protector or settlor retains control power, they may be
considered a BO under FATF guidelines.

B Documentation

O Maintain a “Chain of Ownership Log", a simple table listing each entity layer, source document,
and identified natural persons.

O For each identified BO, record verification evidence (e.g., copy of passport, certified BO
register printout).
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(. MENTOR’S TIP 5.4.2

Give juniors a complex mock structure:
1. Trust A holds 60% of Company X.
2. Company Y holds 40% of Company X.
3. Individual Z is the sole beneficiary of Trust A.
4. Company Y is owned by a numbered company in an offshore jurisdiction, request and review
the offshore company’s beneficial ownership documentation.
Ask juniors to map and document each step in the chain, then identify final BOs and what

evidence would satisfy verification.

5.4.4

Regional Differences
(e.g., EU Public Registers vs. U.S. Requirements vs. Singapore)

B European Union

@ Public Access Under 5AMLD, Member States must maintain accessible BO registers for
Registers companies and trusts. Some countries allow anyone to view details, while
others restrict access to approved users (e.g., tax authorities, obliged entities).

@ Verification FIUs and obliged entities can directly query registers; however, some
Expectation registries provide limited data (e.g., initial letters of names) requiring further
documentary proof.

E= United States (U.S.)

© Customer Due Requires U.S. financial institutions to collect BO information (names, dates of
Diligence Rule birth, addresses, and Social Security Numbers) for any legal entity opening
(2016) an account.

@ No Central There is no single public BO registry; institutions rely on company-level
Public Register documents (e.g., organizational chart, shareholder certifications) and a risk-

based verification process.

@ Corporate Over time, FINCEN will maintain a BO database of covered entities
Transparency (anticipated roll-out in 2024-2025), accessible by law enforcement and
Act (CTA, 2020) certain other agencies.
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@ Singapore

@ No Public BO MAS requires financial institutions to collect BO information directly from
Register (as of 2025) customers, but no centralized public register exists.

@ Use of Third-Party Institutions often rely on certified statements from law firms or accountants
Certification confirming BO details when dealing with complex offshore entities.
(. MENTOR’'S TIP 5.4.2

Ask juniors to draft a comparison memo: list BO verification methods in the EU, U.S., and

Singapore, explaining how each jurisdiction balances transparency with privacy. This memo

helps junior staff understand nuances when handling cross-border clients.

5.5

Ongoing KYC: Trigger Events & Periodic Reviews

Customer information is rarely static. Changes in circumstances, new beneficial owners, altered transaction

patterns, and evolving regulations demand ongoing KYC updates.

5.5.1

When to Refresh Customer Data
(Time-Based & Event-Based Triggers)

(& Time-Based Reviews

& Low-Risk Customers ® Medium-Risk Customers
(SDD) (cbD)
Refresh every three years Review every 1-2 years,
(or longer if the relationship focusing on verifying any
remains straightforward). changes in address, occupation,

or ownership structure.
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High-Risk Customers
(EDD)

Conduct annual (or more frequent)
in-person reviews, verifying source
of wealth documentation and
reconfirming BO data.
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4> Event-Based Triggers

2s Material Change in Profile

A customer moves residence to a new high-
risk jurisdiction or changes their corporate

structure (e.g., lists a new major shareholder).

@ Regulatory Updates
Country of incorporation is added to

FATF’s Grey List, requiring immediate

risk re-scoring.

-’\r Unusual Transaction Patterns
Sudden spikes in transaction volume/value,

unexpected payment destinations, or new payment

methods (e.qg., first-time cryptocurrency transfers).

D0 sanctions List Hits

Customer or BO appears on a new sanctions
list, necessitating re-verification of risk and

potential account restrictions.

MENTOR’S TIP 5.5.1

Provide juniors with a “Refresh Checklist™ a one-page guide listing events that automatically

trigger KYC updates. In small groups, have them brainstorm additional triggers based on

recent compliance news (e.g., major enforcement action in a client’s industry).

5E5E2

Material Change Indicators: Ownership, Activity, Geography

& Ownership Changes

o0 BOChanges If a new ultimate owner emerges (e.g., Founder sells shares to a

private equity firm), re-run full BO verification and risk assessment.

O Corporate Restructuring Mergers, spin-offs, or major strategic shifts may alter risk profiles.

N Activity Changes

o Transaction If a customer who typically sends $5,000 monthly suddenly sends
Volume/Velocity $100,000 in a single transaction, flag for review.
0 New Product Usage Adopting new services (e.g., margin trading, high-volume FX

transactions) introduces new ML/TF vectors.
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® Geographic Changes

o Residency or Customer moves from a low-risk country (e.g., Canada) to a higher-
Headquarters Relocation gy jyrisdiction (e.g., FATF Grey List nation).

o Branch or Subsidiary If your institution opens a branch in a new jurisdiction, reassess the
Expansion risk of cross-border exposures.
(e MENTOR’S TIP 5.5.2

Design a “Suspect Scenario” exercise: juniors receive a customer file showing a dormant
account, then see email notification that the customer’s registered address changed to a
high-risk country. Ask them to listimmediate steps (e.g., freeze account, request updated ID,

escalate for EDD).

5.5.3

Documenting Changes & Board Reporting

&) Internal Audit Trail Reporting to Senior Management

O Log every update to customer files, noting 0 Summarize significant KYC refresh
date, version number, staff member, and outcomes in quarterly compliance reports to
reason for update (e.g., “Annual renewal,” the Board or Risk Committee, highlighting
“Customer relocated to Country X”). any elevated risks identified.

O Maintain copies of all updated documents o Recommend adjustments to monitoring rules or
(e.g., new utility bill, updated board customer segmentation if a significant number
resolution) in the customer’s compliance file. of event-driven KYC refreshes occur (e.g., many

customers moving to a new high-risk region).

o (a MENTOR’S TIP 5.5.3

Have juniors draft a short “KYC Renewal Report” for management: list the number of KYC
updates completed, top five risk escalations, and any policy changes recommended (e.g.,
reducing renewal interval for certain sectors). This hones their ability to translate operational

tasks into strategic insights.
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KEY TAKEAWAYS FROM

Chapter 05

® Arigorous Customer Identification Program (CIP) is non-negotiable: collect required data,
verify with documentary/non-documentary sources, and conduct preliminary risk profiling.

@ Verification must combine careful document inspection with alternative sources when
required. Handling discrepancies swiftly and correctly prevents onboarding high-risk or
fraudulent customers.

® Simplified (SDD), Standard (CDD), and Enhanced Due Diligence (EDD) tiers ensure that
resources are directed toward higher-risk relationships (PEPs, complex entities, high-value
transactions).

® Beneficial Ownership (BO) demands a thorough “follow-the-chain” approach—using registries,
iegai documents, and third-party data to identify uitimate owners, especiaily under iayered or
nominee structures.

® Ongoing KYC requires both time-based scheduled reviews and event-driven updates (e.g.,
address changes, new sanctions). Documenting each update and reporting key findings to
senior management closes the loop, ensuring controls keep pace with evolving risks.

In Chapter 6, we'll shift focus to Sanctions Compliance & Screening Best Practices, exploring how to
build robust sanctions screening programs, manage false positives, and integrate controls across

global and local lists.
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6.1

Sanctions Fundamentals: Purpose & Types
(Country-Based vs. SDN Lists)

What Are
Sanctions?

Sanctions are legal measures imposed by governments or international bodies to

restrict or prohibit dealings with specified “designated” persons, entities, or

countries. Their primary objectives include:

Influencing Policy
Pressuring governments or groups to change objectionable behaviors (e.g.,

nuclear proliferation, human rights abuses).

Cutting Off Financial Flows

Preventing funds from reaching terrorists, criminal networks, or rogue states.

Diplomatic Leverage

Signaling disapproval of actions (e.g., annexing territory, sponsoring terrorism).

Financial institutions play a central role by refusing or blocking transactions involving sanctioned parties,

they enforce policy goals and avoid legal/regulatory penalties.

Types of
Sanctions

Why Distinguish
Them?

Country-Based (Comprehensive) Sanctions

O Block nearly all economic activity with an entire jurisdiction (e.g., North
Korea, Cuba).

O Typically prohibit all U.S. persons (in U.S. sanctions regimes) or all EU/UK
persons (in respective regimes) from conducting any transactions with
nationals or entities of that country.

List-Based (Targeted) Sanctions

O Apply to specific individuals, organizations, vessels, or sectors, rather
than an entire country.

O Specially Designated Nationals (SDN) List (U.S. OFAC): Contains persons
blocked under various programs (terrorism, narcotics, proliferation). U.S.
persons generally cannot deal with SDNs.

O EU Consolidated List / UK Sanctions List: Equivalent lists for EU and UK
sanctions, respectively.

Scope & Screening

Country-based sanctions require a country-of-origin check, while list-based
sanctions require name and identifier screening against a dynamic list.
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© Licensing & Exceptions

Comprehensive sanctions programs generally permit few exceptions (e.g.,

certain humanitarian transactions). Targeted programs may offer specific

licenses authorizing limited transactions.

6.2

Building a Sanctions Screening Program

A robust sanctions program has two core components: screening (identifying potential matches) and
investigation/clearance (resolving true vs. false positives).

6.2.1

Automated vs. Manual Screening: Pros & Cons

Sa  Automated Screening Systems

PROS

@ Scalability
Can process millions of customers/
transactions daily.

©@ Timeliness
Updates sanction lists in near real-time,

ensuring no new designations are missed.

© Consistency
Applies uniform matching logic across
all data.

[ el ¢ -
=, Manual Screening

PROS

© Contextual Judgment
A trained analyst may distinguish
legitimate name matches from false
positives more accurately.

© Flexibility for Complex Cases
Better at handling ambiguous or fuzzy
scenarios (e.g., transliteration variations).

CONS

© False Positives
Overly broad matching algorithms can
generate large volumes of alerts that
require manual review.

© Potential Gaps
Poor data quality or outdated sanctions
feeds can lead to missed hits.

CONS

©® Resource-Intensive
Time-consuming, not scalable for large
customer bases.

© Inconsistent Application
Subject to human error and differing
interpretations.
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BEST PRACTICE l

Use a hybrid model, automated screening as the first line of defense, followed by manual
investigation of alerts that the system flags. Regularly fine-tune the automated logic to
minimize false positives (see Section 6.3).

6.2.2

Name Matching Logic (Fuzzy Matching, Fuzzy Filters & False Positives)

@ Exact Matching vs. Fuzzy Matching

EXACT MATCHING FUZZY MATCHING
& Mubamned > Q_ Muhammad X
Similarity score
92%
o ,@ Mohamed
Match not found @ watcnust PR
Listing ES United States |
& PEP&Sanction Source @ 0 .
Q Adverse Media Date of Birth "
Reason for Listing t er
Requires an exact match between the Uses algorithms to identify names that are
screened name and the name on the similar but not identical. Techniques include:

sanctions list.
< Levenshtein Distance (Edit Distance)

Counts the number of insertions/
deletions/substitutions needed to

Misses matches due to minor spelling transform one string into another.
variations, transliteration differences, or . o

B . % Jaro-Winkler Similarity
data-entry errors (e.g., “Muhammad” vs.

“Mohamed”). Gives a score based on character

matches and transpositions, better for
short strings like names.

<y Soundex or Metaphone

Phonetic algorithms grouping names by
sound (e.g., “Smith” and “Smyth”).

—-
s

Setting “Fuzzy Filters”

—j=

O Threshold Scores Determine a minimum similarity score (e.g., Jaro-Winkler = 0.85)
to trigger an alert.
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O Contextual Parameters Incorporate additional data (e.g., date of birth, location) to reduce
false positives, if a name “John Smith” matches, but birth dates don't
align, the alert may be dismissed.

O Alias Handling Sanctions lists often include aliases, ensure automated logic
checks all known aliases for each sanctioned party.

\Y  ManagingFalse Positives

O Post-Filtering Rules Exclude common names that frequently generate false matches
(e.g., “Ali,” “Ahmed"”) unless additional risk factors exist.

O  Whitelist Known Where an exact match is documented as a false positive, whitelist
Legitimate Customers that individual with justification and periodic review to ensure the
sanction status hasn’t changed.

6.2.3

Sanctions List Sources (UN, OFAC, EU, UK, Regional)
& Update Frequency

Primary Sanctions Feeds

(&3] United Nations Security Council

Required for all UN member states; covers persons/entities linked to UN-designated
activities (e.g., ISIL, Al-Qaeda).

U.S. (OFAC)

Includes SDNs, Sectoral Sanctions Identifications (SSI), Non-SDN Palestinian
Legislative Council (NS-PLC) lists, etc.

E EU Consolidated List

Combines UN, EU, and national-level designations—updated daily.

UK (OFsI)

UK'’s post-Brexit list of designated persons, consolidated from UN and domestic measures.
Local/Regional
Many countries maintain additional local lists (e.g., Canada’s Consolidated Canadian

Autonomous Sanctions List, Australia’s DFAT lists, or Middle East-specific embargo lists).
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BEST PRACTICES FOR UPDATES l

© Daily Feeds Ingest updates at least once daily—ideally more frequently if possible.

© Monitoring Use change logs from list providers to identify additions, deletions, or
Change Logs amendments immediately.

© Redundant Where available, cross-check multiple sources (e.g., download from OFAC
Sources directly and via a commercial data provider) to catch any feed delays or

discrepancies.

6.3

Managing False Positives & Hits

Automated screening will inevitably generate false positives, situations where a customer’s name partially
matches a sanctioned party but is not actually the same person. Efficiently handling these is critical to
maintain productivity and avoid alert backlogs.

6.3.1
Refinement Techniques (Middle Name Logic, Alias Handling)
$S Layered Matching Logic

Initial Strict Match Use exact matches on full name and date of birth (DOB) or national
ID number where available.

O Fuzzy Match with If exact match fails, apply fuzzy algorithms with additional data
Contextual Filters points, DOB, nationality, location, or unique identifiers (e.qg.,
passport numbers).

O Alias & Transliteration Maintain a dynamic alias table for common transliteration variants
Patterns (e.g., “Mohammed,” “Muhammad,” “Mohamad”) to reduce misses.

T  Middle-Name/Two-Part Last Name Logic

O For individuals with multiple given or family names, configure logic to recognize that “Juan Carlos
Fernandez” and “Juan C. Fernandez” may still be the same person.

O Use metadata (e.g., place of birth, mother’s maiden name) if available to confirm unique identity
when names match partially.
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6.3.2

Investigation Workflow: From “Hit” to Disposition
Alert Triage ? Severity Categorization
Assign a priority (High/Medium/Low) based on risk factors.

O High Exact match on full name + DOB/national ID + high-risk jurisdiction.
O Medium Fuzzy match on name + overlapping nickname/alias + missing DOB.

O Low Partial match on common name only (e.g., “John Smith”) without
corroborating identifiers.
STEP 02

Information ©  Collect Supporting Data

Gathering Gather customer profile details: DOB, nationality, national ID number, address history.

Cross-Reference External Sources

Check credible sources (e.g., government passport databases, corporate filings)
to confirm identity.

STEP 03
Resolution & O  Determine True vs. False Positive

Documentation O True Positive Confirmed match to a sanctioned party -> Immediately freeze

account/transaction and escalate to MLRO for possible STR.

O False Positive Document rationale (e.g., different DOB, nationality mismatch).

Disposition Recording

Log investigation outcome in a Sanctions Alert Resolution Log with columns: Date,
Customer ID, Alert ID, Matching Criteria, Investigation Findings, Final Disposition,
Investigator Name.

Closure & O  True Positive Actions
Follow-Up o Freeze or block relevant accounts/transactions.
o File required SAR/STRs with FIU (see Chapter 8).
o Notify OFAC/EU/UK/regulator if required (via “Potential Sanctions Violation
Reporting”).
False Positive Actions

o Whitelist customer if confident, ensuring periodic re-screening to catch new
sanctions updates.

0 Adjust matching logic or thresholds if false positive rates remain high for
similar patterns.

STEP 05

Metrics & O TrackMetrics

Reporting Number of alerts, false positives ratio, average resolution time, number of true
positives escalated.

Report to Management

Provide monthly or quarterly reports summarizing metrics and any tuning
recommendations for the screening engine.
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(e MENTOR’S TIP 6.3

Conduct a “Sanctions Investigation Drill™: present three different alert scenarios—one
confirmed match, one clear false positive, and one ambiguous. Ask juniors to walk through
each step of the workflow, documenting findings and a final disposition.

6.4

Sanctions in the Payments Chain
(Correspondent Banks, Nostro/Vostro)

Sanctions compliance extends beyond retail customers. Correspondent banking relationships and

nostro/vostro accounts can inadvertently process sanctioned transactions if not carefully monitored.

6.4.1
Understanding Correspondent Banking Risks

© Correspondent Account Definition

When a bank (Bank A) holds an account for another bank (Bank B), allowing Bank B’s customers to

transact in jurisdictions where Bank B has no direct presence.

© Sanctions Exposure

Funds from sanctioned entities can flow through Bank B to Bank A's correspondent account and onward,

potentially breaching sanctions without either institution realizing it since end customers are masked.

6.4.2

Screening Correspondent Bank Clients & Transactions

© Know Your Correspondent (“KYCB”)

O CDD on the Foreign Bank

Understand ownership, governance, and compliance culture of the correspondent bank.

o Certify Sanctions Controls
Ensure the foreign bank has robust screening systems and procedures.

O Obtain Written Representations & Warranties
Legal commitments that the correspondent bank will comply with sanctions laws, provide
transaction data if requested, and avoid routing sanctioned transactions.
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© Transaction Monitoring Across Accounts

O Nostro/Vostro Screens

« Treat incoming wires into vostro accounts as if they were retail transactions, screen each
sender/beneficiary against sanctions lists.

« If a nostro account (held at a foreign bank) receives a flagged transaction, communicate
promptly with the foreign institution.

Use Case Example Bank A (U.S.) has a vostro account with Bank B (foreign). If Entity X
(sanctioned) wires funds from an offshore account into Bank B's
account, which then passes the funds to Bank A's vostro via SWIFT,
Bank A's SWIFT interface must screen the sender “Entity X" before
allowing settlement into the nostro.

s (& MENTOR’S TIP 6.4

Provide a diagram of nostro/vostro and correspondent flows: annotate where sanctions
screening points occur (e.g., at SWIFT interface, within correspondent account settlement).
This visual clarifies potential blind spots.

6.5

Regional Sanctions Variations

Sanctions requirements vary by jurisdiction. Understanding local nuances prevents missteps.

6.5.1

U.S. OFAC vs. EU Council vs. UKHMT Screening Rules

U.S. (OFAC)

U.S. PERSONS Defined broadly as U.S. citizens, permanent residents, entities organized under U.S.
law, and any person in the U.S.

REACH U.S. sanctions often apply to foreign subsidiaries of U.S. companies if they are
considered U.S. “persons.”

BLOCKING Immediate 100% block on property and interest of SDNs.

REPORTING Report blocked property and rejected transactions to OFAC within 10 business days.
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n EU Council Sanctions

EU PERSONS Include EU nationals, entities incorporated in EU, and persons physically in EU
territory.

SCOPE Similar to OFAC but may differ on specific designations or licensing regimes.

IMPLEMENTATION Member States must promptly transpose EU Regulations into national law; EU

Regulations are directly applicable, requiring no local legislation for enforcement.

UK HMT Sanctions (Post-Brexit)

UK PERSONS Include UK nationals, entities incorporated in the UK, and overseas entities with
a “close connection” to the UK.

consoLIDATED LIST UK publishes its own Consolidated List of financial sanctions targets.

REPORTING Entities must report suspected sanctions breaches to OFSI within five working
days (much faster than OFAC’s 10-day window).

s (s MENTOR’S TIP 6.4

Create a side-by-side comparison chart of key screening obligations (e.g., who to screen,
thresholds, reporting timelines) for OFAC, EU, and UK. Ask juniors to identify one major
difference that could cause confusion in a multinational bank.

6.5.2

Middle Eastern & APAC Sanctions (Targeted Regimes)
MIDDLE EAST (E.G., UAE, SAUDI ARABIA)

o Implement UN-mandated sanctions plus additional local
restrictions (e.g., regional embargoes).

O Often releases consolidated sanctions lists on central bank or
FIU websites, requiring institutions to screen against both UN
and local lists.
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APAC (E.G., SINGAPORE, AUSTRALIA, MALAYSIA)

Singapore (MAS)

Enforces sanctions through MAS Notice 626; institutions must
screen against UN and U.S. SDN lists, with daily updates.

#%. Australia (DFAT)

Department of Foreign Affairs and Trade publishes Consolidated
List of Financial Sanctions Targets; institutions must screen
against DFAT, UN, and EU lists.

©| Malaysia (BNM & SC):

Dual obligation to screen against UN lists (through BNM
guidance) and any additional local sanction measures imposed
by the Ministry of Finance or Securities Commission.

(s MENTOR’S TIP 6.5.2

When training a regional compliance team, present the local consolidated sanctions list and
walk through how often it updates, where to download it, and how to integrate it into screening

systems.

6.6

Proliferation Financing & Dual-Use Controls
(UN & National Initiatives)

What Is Proliferation Proliferation financing involves manufacturing or acquiring nuclear, chemical,
Financing? or biological weapons, and distributing them to prohibited entities. Regulators
recognize proliferation financing as distinct from terrorist financing, requiring

dedicated controls.

Dual-Use Goods Iltems with both civilian and military applications (e.g., certain chemicals,
electronics). Criminals may attempt to route these to sanctioned industries or
countries for weaponization.
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6.6.1

FATF’s Guidance on Proliferation Financing

Recommendation 7 (Customer Due Diligence) & Recommendation 8 (Intermediaries):

Require screening customers and transactions against UN Security Council Resolution (UNSCR) 1718
(North Korea) and UNSCR 2231 (Iran) proliferation-related designations.

Expand CDD to include understanding of customer’s intended end-use when dealing with chemicals,
electronics, or dual-use products.

6.6.2

Implementing Dual-Use Controls

End-Use/End-User Declarations

Require customers to sign declarations stating civilian purpose and end-user details
(company name, location).

For suspicious commodity trades, verify with third-party data (e.g., shipping manifests, cargo tracking).

Watchlists for Dual-Use Suppliers & Intermediaries

Leverage commercial databases to flag entities known to supply dual-use goods to restricted regimes.

Implement specialized screening rules for trade finance transactions exceeding a defined risk threshold

(e.g., shipments to a known high-risk port).

e (a MENTOR’S TIP 6.6

Host a “Trade Finance Red Flags” session: show sample letters of credit or shipping documents.
Ask juniors to point out indicators of possible dual-use or proliferation activity (e.g.,
discrepancies between invoice description and commodity code, obscure intermediary

involvement).

06 Sanctions Compliance & Screening Best Practices Page 90



KEY TAKEAWAYS FROM

Chapter 06

@ Sanctions Types: Country-based (comprehensive) vs. list-based (targeted)—each requiring
distinct screening approaches.

®@ Screening Program Components: Automated systems as first line with manual investigation to
resolve matches.

® Name Matching Techniques: Balance exact and fuzzy matching, using contextual filters to
reduce false positives.

® Regional Sanctions Variations: U.S. OFAC, EU Council, UK HMT, plus local lists (Middle East,
APAC) necessitate multiple feeds and frequent updates.

©@ Correspondent Banking Risks: Screening must occur at all points in nostro/vostro and
correspondent flows to prevent inadvertent sanctions breaches.

® Proliferation Financing Controls: Include end-use declarations and dual-use screening based
on UN resolutions.

Next, in Chapter 7, we'll explore transaction monitoring & alert-rule design, building on risk

assessments to create high-value monitoring scenarios and efficient investigation workflows.



- Q7

Transaction Monitoring &
Alert Rule Design
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7.1

Principles of Effective Transaction Monitoring

Transaction monitoring is the heart of daily AML operations, systematically reviewing customer activity to
detect patterns indicative of money laundering, terrorist financing, or other illicit behavior. A robust

framework balances coverage (catching true suspicious cases) with efficiency (minimizing false positives).

7.1.1

Rule-Based Monitoring vs. Behavior-Based Models

Rule-Based Monitoring (Rational Rules) Behavior-Based (Behavioral Analytics)

O Threshold Rules O Baseline Profiling
Flag transactions exceeding preset monetary Establish a customer’s normal activity pattern (average
amounts (e.g., any cash deposit > $10,000). monthly deposits, typical counterparty list).

O Velocity Rules O Network/Link Analysis
Detect rapid movements, e.g., “More than five wire Identify networks of accounts moving funds in loops
transfers in 24 hours.” or layered structures.

O Pattern Rules O Anomaly Detection
Identify known suspicious sequences, e.g., Use statistical or machine-learning models to detect
“Structured deposits just under reporting limits” or deviations, e.g., a customer suddenly sending 10x their
“Multiple accounts receiving funds from same origin normal wire volume.

within short time.”

7.1.2

Data Sources: Core Banking Systems, Payment Rails,
Card Networks, Crypto Feeds

&b Core Banking Transaction Data

Deposit/withdrawal records, internal transfers, account balance changes.

Payment Rails

N

ACH/SEPA/Local Clearing: Batch files containing remittance details.
Wire Transfer Messages: SWIFT MT messages (MT103, MT202) with sender/beneficiary details.

Real-Time Payment Systems: Faster Payments (UK), FedNow (US), RTP (US).
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) Card Network Data

Point-of-sale transactions and ATM withdrawals, often including merchant category codes
(MCCs) to identify high-risk merchants (e.g., casinos).

B Crypto Feeds

Blockchain analytics outputs (e.g., tagged addresses affiliated with mixers, darknet markets).

Exchange transaction data, KYC data fused with on-chain flows to detect cross-border crypto layering.

7.1.3

Real-Time vs. Batch Monitoring: Pros/Cons & Use Cases

(®  Real-Time Monitoring
PROS

© Immediate flagging of high-risk
transactions (e.g., large wire transfers to
high-risk jurisdictions) allows blocking
before settlement.

$  BatchMonitoring

=

PROS
@ Suitable for lower-risk, high-volume channels

(e.g., ACH); allows back-testing rules on
historical data to fine-tune thresholds.

7.2

CONS

® Resource intensive; requires low-latency
data feeds and robust infrastructure.

CONS

@ Alerts are delayed potentially hours or
days after the transaction, limiting ability
to intervene pre-settlement.

Designing High-Value Monitoring Rules

(Deep Dive)

Effective rule design is an iterative process: build rules that capture meaningful risk scenarios, test on

historical data to gauge hit rates, then refine to reduce false positives.
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T/oraal

Identifying Key “Red Flag” Scenarios
(Structuring, Rapid Movement, Jurisdictional Mismatches)

Structuring (“Smurfing”)

Multiple cash deposits just below the reporting
threshold (e.g., $9,900 if $10,000 is the CTR
trigger).

Rule Example

“If cumulative cash deposits within 24 hours
exceed $9,000 and individual deposits <
$10,000, flag for review.”

Jurisdictional Mismatches

Customer'’s profile indicates low international
activity, but a sudden large transfer to a high-
risk jurisdiction occurs.

Rule Example

“Flag any wire > $10,000 sent from a
domestic-only customer to a FATF Grey List
country.”

4, Rapid Movement & Layering

Funds received in one account and wired
out to multiple unrelated accounts within
48 hours.

Rule Example
“If inbound wire > $50,000 is followed by

outbound wires > $25,000 within 24 hours to

more than three unique beneficiaries, flag.”

P Industry-Specific Red Flags

Trade Finance
Invoices where unit price or quantities
deviate 30%+ from market norms.

Crypto

Deposits from mixing services (identified
via blockchain tags) or rapid chain-
hopping across multiple coins.

MENTOR’S TIP 7.2.1

Host a “Red-Flag Brainstorm™: juniors list top five suspicious patterns they’ve read about

(structuring, shell companies, trade layering). Then collectively prioritize which patterns to

codify into monitoring rules given your institution’s products and clientele.

=22

Translating Red Flags into System Rules
(Thresholds, Velocity Checks, Pattern Detection)
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O Define Rule Logic in Plain Language

Rule Example

“Identify customers who deposit cash multiple times under $10,000 within any 24-hour window,
where total cash deposited > $9,000.”

O Map to DataFields

Data Needed

Transaction type (cash), timestamp, amount, customer ID.

System Condition Sample

(txn.type = 'CashDeposit') AND (txn.amount < 10000) AND
(SUM of txn.amount over last 24h > 9000).

O Determine Threshold Values

o

o

Thresholds Set Based on Historical Data: Analyze last 12 months of transactions to see how often
this scenario occurred and adjust if false positives are too high.

Implement in Monitoring Platform

Rule Builder GUI

Many AML platforms allow point-and-click configurations (e.g., select “Cash Deposit,” set parameter
“<10,000,” define time window “24 hours,” set cumulative > 9,000).

Document Each Rule

Rule Name “Structuring: Cumulative Cash Deposits.”

Description  plain-language summary, thresholds, data fields used.

Rationale Why the rule exists (e.g., “High incidence of structuring cases in Region X during 2023").
Owner Compliance analyst or data team member responsible for maintenance.
e (a MENTOR’S TIP 7.2.2

Walk juniors through the actual rule builder in your AML software (or ademo). Let them create
asimplerule (e.g., transactions > $5,000 flagged) and preview sample hits. This hands-on
practice reinforces how business logic translates into technical rules.

7.2.3

Fine-Tuning Rules to Balance Coverage vs. False Positives
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O Back-Testing on Historical Data

Process Run new or revised rules against 6-12 months of past transactions to see how
many alerts would have been generated.

Metrics to Alert Volume Number of hits per month.
Evaluate

False Positive Ratio Percentage of alerts flagged but found innocuous.

True Positive Rate  Among historically reviewed alerts, what percentage were
legitimate suspicions?

83 Adjusting Parameters

Raise or Lower If the false positive rate is > 90% (industry average tends to be 95-99%

[l false positives), consider increasing the monetary threshold or tightening

pattern criteria.

Incorporate Add risk-based qualifiers, e.g., “Only apply this rule to customers with a risk

Add Staonaltyt tezg score = Medium” to exclude low-risk profiles.

Time Window Lengthen or shorten time windows if alerts cluster due to benign activity

Adjustments
(e.g., payroll cycles).

|l Continuous Monitoring & Metrics Review

Monthly Calibration Compliance and data teams review rule performance and decide if

Meetings adjustments are needed.
Dashboard KPIs Track average resolution time, weekly/monthly alert counts, and changes in
coverage after tuning.
(& MENTOR’S TIP 7.2.3

Engage juniors in a “Rule Tuning Workshop™: present anonymized historical transaction data
and arule prototype. Have them adjust thresholds and filters to achieve a target alert count
(e.g., aim for 100-150 alerts/month instead of 1,000). Discuss trade-offs, does tightening risk
missing true suspicious cases?
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7.2.4

Incorporating Customer Risk Scores into Alert Criteria
(Risk-Weighted Rules)

Risk-Adjusted Thresholds
Lower alert thresholds Standard thresholds Higher thresholds or
no active rules
Example Example
Flag any cash deposit > Cash deposits Example
$2,000 if customer risk > $5,000 Flag cash deposit
score = 9). > $10,000 only).

Dynamic Scoring

Continuously update customer risk scores based on new information (e.g., PEP status
changes, new adverse media).

Link the monitoring engine with the risk scoring platform so rules automatically apply
updated risk tiers.

(. MENTOR’S TIP 7.2.4

Offer juniors a sandbox environment where they can modify risk-weighted thresholds and
immediately see how many alerts would fire. This direct feedback loop builds intuition on the
interplay between customer risk and rule sensitivity.

[2ns
Testing & Validating New Rules (Back-Testing Historical Data)

@ Data Preparation
Extract relevant transaction fields (customer ID, date/time, amount, origin/destination, risk score).

Clean and normalize data to match rule requirements (e.g., ensure date formats align with rule logic).

Q7 Transaction Monitoring & Alert-Rule Design Page 98



> Execution

Run the proposed rule on a back-testing dataset, ideally covering at least one annual business cycle
to capture seasonal patterns (e.g., holiday-related spikes).

Record: Total alerts generated, unique customers flagged, distribution by risk tier.

®  Validation Metrics
Precision (True Positives / Total Alerts): Higher precision means fewer false positives.

Recall (True Positives / True Suspicious Cases): Harder to measure, but track known historic

suspicious cases (e.g., previously investigated and confirmed SARs) to see if the rule would have
caught them.

Alert-to-SAR Ratio: Of alerts generated, what percentage ultimately led to SAR filings? Industry
benchmarks vary but aim for ~3-5% SAR conversion for effective rules.

e (= MENTOR’S TIP 7.2.5

Conduct a “Back-Test Review Session™ provide juniors with back-testing results from a recent
rule change (alert volume, precision, recall approximations). Ask them to interpret whether

the rule is ready for production or requires refinement, promoting critical analysis of
quantitative outcomes.

7.3

Alert Triage & Investigation Workflow

Once alerts are generated, a structured triage and investigation process ensures that suspicious cases are
handled efficiently and escalated appropriately.

7.3.1

Alert Prioritization (Risk Scoring, Tiering)

@ Assign Initial Risk Score to Alerts

Risk Factors Customer risk tier, transaction amount, geographic risk, type of product/
service, number of alerts generated by the same customer recently.

Tiering High (immediately for EDD team), Medium (investigate within 48 hours), Low
(investigate within 5 business days).
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C] Queue Management:

Separate Queues for High-Risk vs. Medium/Low-Risk: High-risk alerts bypass general queues and go
directly to senior analysts for prompt handling.

SLA Tracking: Monitor Service Level Agreements for alert resolution (e.g., 90% of Medium alerts
resolved within three business days).

7.3.2

Investigation Steps: Data Gathering, Customer Contact,
Documentation

STEP 01

Gather Relevant O © AccountProfile
Data Last KYC date, beneficial ownership, known typical transaction
patterns, open positions.

© Transaction Details
Full wire details, counterparty info, payment purpose narrative fields.

© Historical Alerts & SARs
Has this customer been flagged before? Review prior dispositions.

STEP 02
PerformPreliminary () © Contextual Questions
Analysis Does the transaction align with the customer’s known profile? If not, why?

© External Checks
Search for adverse media, check sanctions lists for counterparties, verify
payment destination credentials.

STEP 03

Customer Interaction O o Standard Inquiry Approach
Contact the customer via secure channel, “We noticed an unexpected
transaction; can you provide additional context?”

© Tone & Tipping Off
Ask neutral, fact-based questions without suggesting suspicion of
wrongdoing. For example: “For compliance purposes, could you confirm the
origin of these funds?”

STEP 04
Decision Point O o ClearAlert (No Suspicion)
Document rationale, close the alert, reset monitoring thresholds if needed.

© Escalate for SARFiling
If suspicion remains after inquiry, escalate to MLRO for SAR evaluation (see
Chapter 8).
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STEP 05
Documentation © Maintain a Case File for each alert, detailing all data gathered, inquiry
notes, analysis steps, and final disposition.

© Use standardized Investigation Templates to ensure consistency (e.g.,
“Investigation Worksheet” with fields for summary, findings, conclusion,
next steps).

e (as MENTOR’S TIP 7.2.5

Conduct a “Live Investigation Drill”: provide juniors with a red-flagged case file (anonymized).
In small teams, have them complete an investigation worksheet, gathering data, formulating
questions, drafting a summary rationale, and then present their findings. This builds hands-on
investigative skills.

7.3.3

Escalation Criteria
/A Automatic Escalation

True Match to Immediate escalation to MLRO for potential sanctions action.
Sanctions/PEP Screens

Multiple Alerts If a single customer generates more than three alerts within a 30-day
window, escalate to identify potential human trafficking, trade finance
layering, or other complex schemes.

High-Value Any single transaction exceeding a predetermined High-Value Threshold

[ranssctions (e.g., $250,000 wire) without a clear business justification.

f  Managerial Escalation

Unresolved Doubts If an investigator cannot conclusively clear the alert and uncertainty

remains, escalate for senior compliance review.

Policy Exceptions If clearing the alert would require deviating from policy (e.g., overriding a

neguted sanctions hit), escalate to MLRO for formal decision and documentation.

e (. MENTOR’S TIP 7.2.5

Provide juniors with a simple decision tree diagram: “Alert Received - Check Customer Profile
- Gather Data - If True Positive or Unresolved - Escalate -» MLRO Decision.” Ask them to
explain each node in the process to test understanding.
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7.3.4

Closing the Loop: Disposition, SAR Filing, Management Reporting

@ Disposition
Codes

o SARFiling
(if applicable)

o Feedback &
Remediation

w Management
Reporting

CLOSED Cleared (No Suspicion)
CLOSED SAR Filed
CLOSED Escalated to law enforcement (if immediate action required)

Prepare SAR narrative using the template from Chapter 8 - ensuring all
“who, what, when, where, why, how” elements are present.

Attach relevant documentation (transaction history, customer responses).

File through the appropriate portal (e.g., FInCEN BSA E-Filing, FIU.net for
EU, CAS/CMD for Singapore).

If SAR is returned with a request for more information, promptly provide
clarifications.

Implement any required remediation (e.g., freeze account, terminate
relationship).

Aggregate alert metrics monthly: total alerts, dispositions (cleared vs.
SAR), average resolution time.

Highlight any significant SARs or high-profile cases for executive awareness.

MENTOR’S TIP 7.3.4

Ask juniors to draft a brief “Monthly Alert Metrics” report, include a table of alert volumes by

type, disposition percentages, and any notable observations. This practice builds reporting

skills that feed into governance.

7.4

Regional Considerations in
Transaction Monitoring
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Global institutions must adapt monitoring rules and processes to local regulatory

expectations and market practices.
7.4.1

U.S. SAR Thresholds & BSA Reporting Requirements

No Minimum Amount for SARs: Any transaction that raises suspicion, regardless of dollar value,
must be reported.

Currency Transaction Report (CTR): Automated thresholds for cash transactions = $10,000. CTRs
and SARs often work in tandem (e.g., a structured deposit just under $10,000 might not trigger a
CTR but could trigger a SAR).

O OFAC Screening Integration: Real-time wire screening against SDN lists before sending outbound
wires to prevent blocked transactions.

s  (a MENTOR’S TIP 7.4.1

Provide a U.S. example where reliance on a $10,000 threshold alone left a gap, illustrate how a
customer repeatedly deposited $9,900 over several days, ultimately totaling $49,500. Show
how a monitoring rule capturing cumulative cash deposits could spot layering.

4 2

EU Member States and UK: GDPR Constraints on Data Use & FIU
Reporting Protocols

GDPR Data Minimization

O Only collect data necessary for compliance; ensure consent or legitimate interest when
processing personal data.

O Dataretention rules: personal data (including transaction histories) must be deleted or
anonymized following retention periods (commonly five years post-relationship).

FIU Reporting

O Pan-EU FIU.net (Primary Cross-Border Channel)

Many Member States route Suspicious Transaction Reports (STRs) via FIU.net, the secure EU-
wide platform that connects national FlUs. If your institution operates in multiple EU countries,
FIU.net is often the most efficient way to file cross-border reports.
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% Germany (Zentralstelle fiir
Finanztransaktionsuntersuchungen - FIU) using goAML

FORMAT & TIMING ® goAML Format: Structured XML/JSON form (aligned with UN-mandated
goAML specification).

@ Fields Required:

« Reporter details (institution registration number, contact).

e Subject information (full name, DOB, address, tax ID/Steuer-ID for
individuals; company registration number for entities).

« Detailed transaction data (account numbers, dates, amounts,
instruments).

« Narrative section (min. 500 characters) covering “who, what, when,

where, why, how.”

© Deadline: File “unverziiglich” (without delay), practically within 24 hours of
forming suspicion.

Lithuania (Finansiniy nusikaltimy tyrimy centras - FNTT) using goAML

FORMAT & TIMING ® goAML Schema: Same structural requirements as Germany (XML/JSON).

@ Local Adaptations:
+ Numeric “Opportunity Cost” field (potential monetary exposure) is
mandatory.

+ Dropdown for “Type of Suspicion” categories (e.g., TBML, tax fraud).

@ Deadline: Submit within 72 hours (3 business days) of detecting
suspicious activity.

France (Tracfin) via goAML and national portal

FORMAT & TIMING @ goAML Schema: Structured form with standard EU goAML fields.

©@ Specific Fields: Must include “Intitulé du motif” (reason code) and “Données
bancaires complétes” (full account statements) for high-risk scenarios.

@ Deadline: File “sans délai”, interpret as within 24 hours of suspicion.
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il Italy (Unita di Informazione Finanziaria - UIF) using goAML

FORMAT & TIMING ©@ goAML Format: Standard EU goAML, with additional free-text narratives in
Italian/English.

©@ Attachments Required: PDF of account statements or copies of
transaction notifications.

© Deadline: “Immediatamente”, usually same day or next business day.

Spain (SEPBLAC) using goAML (Banks file electronically via goAML; some
DNFBPs submit via secure post.)

SEPBLAC

FORMAT & TIMING © goAML Format: EU-standard fields, plus location of originator
(province/region).

© Attachments Required: If suspicion involves crypto, include wallet-chain IDs.

©@ Deadline: 24 hours (or earlier if funds are at risk of being moved).
j Sweden (Finanspolisen) using goAML

FORMAT & TIMING © goAML Format: Structured fields; “Narrative” must include
references to Swedish Penal Code articles if known.

@ Deadline: 24 hours of acquiring suspicion.

0 Switzerland (Meldestelle fur Geldwéscherei - MROS) using its own
mandate (not goAML)

FORMAT & TIMING © goAML Format: Not goAML, paper or PDF upload, then secure e-mail to MROS.

©@ Fields Required: Reporter ID, customer details (incl. Swiss social security),
transaction details, and “Art der Verdachtsmeldung” (type of suspicion).

©@ Deadline: Within 48 hours of forming suspicion.

BNcA  United Kingdom (National Crime Agency - NCA SAR Online)

FORMAT & TIMING @ Fields: Cover basics (reporter, subject, transaction, narrative) plus UK-
specific PEP tagging.

©@ Deadline: As soon as practicable, typically within 24 hours.
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Residual EU Countries (e.g., Poland, Netherlands, Belgium)

©@ Most still route STRs through national goAML portals or local FIU systems, but FIU.net can be
used for cross-border submissions when the suspect spans multiple Member States. Always
check the local FIU website for “Filing Channel” details before assuming FlU.net is appropriate.

e (& MENTOR’S TIP 7.4.2

Hold a “GDPR & AML Roundtable™ discuss how monitoring rules that pull data from multiple
sources (transaction history, GIS-based IP tracking for remote onboarding) can be balanced
with GDPR constraints, ensuring risk-based collection and appropriate anonymization.

7.4.3

APAC (Singapore/Malaysia/Australia): Local Currency Rules &
Regulatory Expectations

Singapore (MAS) o0 MAS Notice 626: Mandates same-day or next-business-day review of
high-risk alerts.

O Local Currency Transactions: Alert on significant SGD transfers to high-risk
jurisdictions, threshold commonly set at SGD 20,000 for manual review.

#%: Australia (DFAT) O AUSTRAC's TMRP: Requires same-day review of “Red Flag” transactions,
defined by rules in the institution’s approved TMRP.

o High-Risk Thresholds: For cash, TTR triggers at AUD 10,000; for suspicious
behavior, thresholds are qualitative (e.g., suspicion regardless of amount).

@ Malaysia (BNM) o BNM Guidelines: Require heightened monitoring for ringgit outflows
- exceeding MYR 50,000 to high-risk countries.

O Cryptocurrency Monitoring: Exchange must flag customers sending crypto
from mixing services or peer-to-peer platforms, transaction thresholds set
based on local market norms (e.g., MYR 10,000 equivalent).

s (an MENTOR’S TIP 7.4.3

Ask juniors to research the latest MAS Notice 626 and present three key distinctions between
MAS'’s alert timelines and AUSTRAC’s “same-day” requirements. This reinforces the need for
jurisdictional nuance in monitoring SLAs.
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7.4.4

Middle East: Varying Standards & FIU Data Submission Formats

UAE (DIFC/ADGM)

Saudi Arabia

DIFC®

e A2eM

DIFC (“AMLModule”)

Requires within-one-business-day review of high-risk alerts; STRs to the
DIFC FIU using their e-portal.

ADGM (“Part 7 AMLRegulations”)

Similar urgency, STRs within five business days to FSRA; monitoring
thresholds set in local currency (AED 75,000 equivalent).

SAMA Guidelines

Mandate same-day investigation of high-risk alerts; STRs to SAFIU within
three business days.

Local Formats

SAFIU uses specific PDF forms with prescribed fields; institutions must
convert electronic data into PDF for submission.

MENTOR’S TIP 7.4.3

Provide juniors with an annex listing FIU portal URLs and required file formats (PDF, CSV, XML).

Have them practice formatting a mock STR file in the correct layout, so they appreciate the

varied submission procedures.
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KEY TAKEAWAYS FROM

Chapter 07

@ Transaction Monitoring: Combines rule-based and behavior-based approaches, leveraging
thresholds, velocity, and anomaly detection across multiple data feeds (banking, payment
rails, card, crypto).

© Effective Rule Design involves:ldentifying red-flag scenarios, translating them into system
logic, fine-tuning via back-testing, incorporating customer risk scores, and validating
performance quantitatively.

© Alert Triage & Investigation: A structured workflow — prioritize by risk tier, gather data,
contact customers with neutral inquiries, escalate uncertain or true-positive cases, and
document dispositions.

® Regional Considerations: Differences in thresholds, timelines, and data privacy laws require
local tailoring of monitoring rules and SLAs.

Having established how to detect suspicious transactions, Chapter 8 will delve into Suspicious Activity
Reporting (SAR/STR/CBR), guiding you through writing effective reports, understanding local filing
obligations, and maintaining confidentiality.
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8.1

Legal Basis & Purpose of Suspicious Activity
Reports (FATF & Local Laws)

Why SARs Exist Suspicious Activity Reports (SARs), also called Suspicious Transaction Reports
(STRs) or Currency Transaction Reports (CBRs) in some jurisdictions, provide
Financial Intelligence Units (FIUs) and law enforcement with critical information
on potentially illicit financial flows. SARs serve to:

©@ Alert FIUs to Potential Financial Crimes
Highlight transactions that may indicate money laundering, terrorist financing,
fraud, or other criminal activity.

© Create an Audit Trail
Document the institution’s detection efforts, showing regulators and auditors

that controls are functioning.

Enable Downstream Investigations
Equip FIUs with detailed data so they can investigate, liaise with law
enforcement, and, if warranted, freeze or seize assets.

FATF’s Expectations (Recommendation 20)

© Reporting Obligation
Financial institutions must file SARs when they know, suspect, or have
“reasonable grounds to suspect” that funds originate from illicit activity or are

intended to conceal illicit proceeds.

© Cconfidentiality & No Tipping Off
Institutions must not notify the customer or any third party that a SAR has
been filed; “tipping off” is prohibited.

© Timely Reporting
SARs should be filed “as soon as practicable” upon forming suspicion, to
enable early intervention.
Key Local Variations
B= United States File a FInCEN SAR within 30 calendar days of detecting suspicion (extended

to 60 days if no suspect identified). No dollar minimum, any amount that
raises suspicion must be reported.
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B European Union File an STR with the national FIU (e.g., UK's NCA) “without delay”, generally
within 24 hours of suspicion. Some member states specify shorter timeframes.

&= singapore File an STR to the Commercial Affairs Department (CAD) “within 14 calendar
days” of forming suspicion, unless immediate action is required.

B Australia Submit a Suspicious Matter Report (SMR) to AUSTRAC within three business

days of forming suspicion.

E= Middle East File an STR to the FIU (e.g., DIFC FIU or FSRA in ADGM) within seven business
(e.g., UAE) days of suspicion.
K= Malaysia File an STR to BNM's Financial Intelligence & Enforcement Department (FIED)

“as soon as practicable,” typically within 14 days.

8.2

When to File: “Reasonable Grounds for
Suspicion” - Examples & Thresholds

“Know, Suspect, or Have Reasonable Grounds to Suspect”

O Qualitative, Not Strictly Numeric: Even small transactions warrant a SAR if other contextual red flags

exist (e.g., inconsistent explanations, unusual behavior).

O Combination of Factors: Suspicion often arises from multiple indicators, a transaction’s size,
beneficiary history, geographic risk, or customer’s background.

Common Red-Flag Examples

[ Structuring / Smuxfing 0 Unexplained Wealth
Multiple cash deposits just below reporting A low-income customer suddenly wires
thresholds (e.g., five deposits of $9,900 $100,000 to a high-risk jurisdiction without
within a 24-hour window in the U.S.). legitimate business rationale.

g Shell Company Usage | High-Risk Jurisdiction Counterparty
Funds routed through multiple shell Outbound wire to a jurisdiction on
entities in different jurisdictions with no FATF’s Grey List for terrorism or
clear business purpose. narcotics financing.
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a Sanctions Hit Post-Onboarding | Adverse Media Reports

A once-legitimate customer appears on a Negative news indicating possible criminal
new sanctions list but continues transacting. involvement—e.g., press reports tie the
customer to ongoing bribery investigation.

Threshold vs. Suspicion

Dollar Thresholds (for Reports Like CBRs)

In the U.S., a Currency Transaction Report (CTR) is automatically filed for cash transactions > $10,000,
even if not suspicious. However, a separate SAR must be filed if suspicion arises—regardless of amount.

Some jurisdictions (e.g., Canada) require large currency transaction reports (e.g., CAD 10,000+) but still
mandate an STR for suspicious transactions of any size.

@ Suspicion Overrides Size

A transaction of $500 could trigger a SAR if tied to credible intelligence (e.g., a known fraudster uses a
benign-looking channel to funnel small amounts to avoid detection).

(s MENTOR’S TIP 8.2

Present a matrix of three hypothetical transactions, one above a reporting threshold but with
no additional red flags, one below the threshold but exhibiting multiple red flags, and one
involving an unusual payment channel. Ask juniors to decide if each requires a SAR, focusing
on “suspicion” rather than just dollar amount.

8.3

Crafting a Clear, Complete SAR Narrative

The narrative is the most crucial part of a SAR. It must enable FIU analysts to understand the “who,

what, when, where, why, and how” of the suspicious activity without needing supplemental context.
8r 3k

Essential Elements: Who, What, When, Where, Why, How

WHO | Identify the subject(s) of suspicion.
Primary Customer Name, account number, DOB, customer risk rating, occupation.
Related Parties Beneficiaries, joint account holders, counterparties (names, countries,

and any known PEP status).
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WHAT | Describe the type of activity and why it appears suspicious.

Transaction Details Dates, amounts, types (e.g., cash, wire), origination/destination
accounts.
Pattern Description Sequence of events (e.g., “From January to March, Customer A

deposited $9,900 in cash 15 times, totaling $148,500, then wired
$140,000 to Beneficiary B in Country X").

WHEN | Provide exact dates and times of relevant transactions or events.
“On February 3, 2025, at 10:15 AM, Customer A transferred $50,000 via
SWIFT to Beneficiary B.”
WHERE | Specify locations.
Branches or ATMs Used Branch codes or ATM IDs where cash deposits occurred.

Jurisdictions Involved  Countries of origin and destination for cross-border wires.

WHY | Explain why the activity deviates from expected behavior or profiles.

Customer Profile “Customer A is a part-time tutor with average annual deposits of
vs. Behavior $12,000. Sudden deposits of $50,000 are inconsistent with
known income sources.”

Lack of Legitimate “No documentation supports the origin of funds; the customer
Purpose declined to provide source-of-funds evidence.”

HOW | Explain the mechanism used to conduct the transaction.

Channels “Funds transferred via multiple shell companies, using intermediate

accounts in Jurisdiction Y, then moved to Jurisdiction Z.”

Tools “Use of prepaid cards topped up from various cash deposits to
conceal source.”

8.3.2

Structuring the Narrative for Maximum Clarity

O Chronological Oxder Present events in sequence. Start with initial suspicious indicator,
follow through to any subsequent related transactions.
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O Use Clear, Direct Avoid jargon or excessive legalese. E.g., “Customer X made multiple

Language . : _
cash deposits just below $10,000...” instead of “Customer exhibited
structuring behavior.”

O Separate Facts from Facts Section

Analysis
“On March 1, 2025, Customer X deposited $9,900 in cash at Branch
101. On March 2, 2025, deposited $9,900 at ATM 202...”
Analyst’s Comments

“These deposits appear structured to avoid CTR filing. No legitimate
source of funds provided, and customer’s occupation indicates no
plausible reason for such sums.”

O Be Concise but Aim for 250-500 words, enough detail to support an investigation

Comprehensive . . .
without extraneous information.

8.3.3

Common Pitfalls (Vague Language, Missing Context, Tipping Off)

O Vague Descriptions “Customer’s activity is suspicious.” - Instead, specify why:
“Customer’s account received repeated high-value inbound wires

from Jurisdiction X, known for narcotics trafficking...”

O Missing Context Failing to mention that a customer changed address to a high-risk

country before a large wire, omitting that linkage weakens the narrative.

O Tipping Off Avoid language that reveals the filing to the customer or others.
CP POOR “We reported you to the FIU for depositing large

cash amounts.”

{9 CORRECT “Based on transaction patterns inconsistent with the
customer’s profile and lack of source-of-funds
evidence, this report is being filed in accordance with

regulatory obligations.”

(s MENTOR’S TIP 8.3

Provide juniors with two sample narratives: one poorly written (vague, missing key details) and
one well-structured. Ask them to edit the poor example to include all “who, what, when, where,

why, and how” elements, reinforcing best practices.
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8.4

Local SAR/STR/CTF Reports (By Region)

While the narrative principles remain consistent, each region has unique forms, portals, and submission

requirements. Below is an overview of the major jurisdictions covered earlier.

8.4.1
= United States (FinCEN e-Filing, Format, Timing)

PORTAL BSA E-Filing System (FinCEN).
FORM FinCEN SAR (formerly SAR-S) with designated fields for:
Filing Institution & Contact

Subject Information

Customer demographics, occupation, passport/SSN.

Narrative
Structured into five sections: Narrative Summary, Supporting Details, Suspicious

Indicators, Account History/Description, and Investigation Results.

Disposition

Actions taken, including whether funds were seized or accounts closed.

TIMING File within 30 calendar days of initial detection of suspicious activity; extended to 60 days

if no suspect is identified.

PROTECTED  All SARs are confidential, disclosure to the customer is prohibited under
STATUS
31U.S.C. § 5318(9g).

e (as MENTOR’S TIP 8.4.1

Arrange a live demo where juniors log into a FinCEN BSA E-Filing sandbox.
Have them navigate to the FinCEN SAR form and locate the Narrative section, reinforcing the
specific structure required.
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8.4.2

European Union & UK (FIU.net Portal, Tipping Off Provisions)
M EU (FIU.net)

PORTAL FIU.net for cross-border submissions; many Member States also have national e-filing

platforms (e.g., Germany’s FIU Portal, France’s TRACFIN portal).
FORM Report structure generally includes:
Reporter Information: Institution, contact person.
Subject Details: Individual/entity demographics, PEP status, risk rating.
Transaction Details: Dates, amounts, instrument types, account numbers.
Narrative: Similar “who, what, when, where, why, how” format.
Attachments: Account opening forms, transaction logs.
TIMING File “without delay”, many jurisdictions interpret this as within 24 hours of forming suspicion.

TIPPING OFF EU Directives explicitly prohibit tipping off; any disclosure of SAR submission can

be a criminal offense.
8% United Kingdom (NCA SAR Online)

PORTAL SAR Online, managed by the National Crime Agency (NCA).

FORM FIELDS  Ajigns closely with EU, though UK includes additional fields for PEP and beneficial

ownership disclosures.
TIMING File as soon as practicable; best practice is within 24 hours after suspicion arises.

TIPPING OFF  Prohibited under the Proceeds of Crime Act (POCA), disclosure can lead to fines or

imprisonment.

e (s MENTOR’S TIP 8.4.2

Have juniors compare the EU and UK SAR portals: one reads fictitious data into each, noting
the required fields, character limits, and upload processes. This familiarity speeds actual

reporting under deadline pressure.
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8.4.3

== Singapore (CAS/CMD Portal, MAS Guidelines)

PORTAL Commercial Affairs Department (CAD) STR Portal (formerly CAS/CMD).
FORM Reporter Information: RFI registration number, contact.
REQUIREMENTS

Subject Details: Name, NRIC/FIN (for individuals), UEN (for entities), occupation, address.

Transaction Details: Instrument type (cash, cheque, fund transfer), dates, amounts,

channels used.

Narrative: Free-text field (recommended 300-500 words), with subsections for

“Background,” “Suspicious Activity,” and “Supporting Evidence.”

TIMING File within 14 calendar days of forming suspicion, unless immediate prior action is

required (in which case, file as soon as possible).

TIPPING OFF Prohibited under the Corruption, Drug Trafficking and Other Serious Crimes
(Confiscation of Benefits) Act (CDSA).
- (. MENTOR’S TIP 8.4.3

Provide juniors with a checklist of MAS’s STR narrative expectations (e.g., “Include customer’s
source of wealth if known,” “Detail any law enforcement referrals”). Ask them to draft a mock

narrative for a given scenario, then compare with the checklist.

8.4.4

&& Australia (AUSTRAC Forms, Thresholds)

PORTAL AUSTRAC Online Portal (AUSTRAC e-Services).
FORM ELEMENTS Reporting Entity Details: AUS key, reporting officer name.
Customer Information: Name, date of birth, address, TFN/ACN (for entities).

”

Nature of Suspicious Activity: Predefined checkboxes (e.g., “fraud,” “drug trafficking,

“terrorism financing”) plus free-text explanation.
Transaction Details: Dates, amounts, instruments, local or international.
Narrative: Minimum 500 characters; must cover who, what, where, why, and how.

TIMING Submit a Suspicious Matter Report (SMR) within three business days of forming suspicion.
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TIPPING OFF Prohibited under the Anti-Money Laundering and Counter-Terrorism Financing
Act (AML/CTF Act).

(. MENTOR’S TIP 8.4.4

In a training session, have juniors log into the AUSTRAC sandbox environment (demo) and
identify mandatory fields. Then ask them to draft an SMR that includes at least one “nature of

suspicious activity” checkbox and a succinct narrative.

8.4.5

Hong Kong (JFIU e-STR, UN-based TFS)

PORTAL JFIU e-STR (secure electronic submission to the Joint Financial Intelligence Unit).
FORM Reporter Information: Reporting institution details and primary contact.
REQUIREMENTS

Legal Basis Selector: OSCO / DTROP / UNATMO (select the ordinance relevant to

the suspicion).

Subject Information: For individuals, include full name, HKID/passport, date of birth, and
address; for entities, include legal name, business registration/incorporation number, and

beneficial owners/controllers.

Transaction/Property Details: Dates, amounts, instruments, account/wallet numbers,
channels/branches, counterparties, and any property at risk (funds, securities, VAs).

Narrative: Clear “who, what, when, where, why, how,” including deviations from expected

behavior and any immediate mitigating actions (holds/freezes).

Attachments: KYC/EDD excerpts, statements, screenshots, analysis notes.

TIMING As soon as practicable after forming knowledge/suspicion, do not delay filings while

chasing minor clarifications.

TIPPING OFF Strictly prohibited; ensure customer outreach uses neutral wording that does not

reveal an STR has been or will be filed.

(. MENTOR’S TIP 8.4.5

In Hong Kong filings, always indicate which ordinance your suspicion touches (OSCO/DTROP/
UNATMO) and reference any targeted financial sanctions checks performed. Add one sentence
in the narrative noting whether funds were held or activity paused pending MLRO review.
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8.4.6

== Malaysia (BNM - FIED e-Reporting; sector-wide STR duty)
PORTAL Bank Negara Malaysia (BNM) Financial Intelligence e-reporting platform (administered
by the Financial Intelligence & Enforcement Department; FIED).

(BNM may direct reporting institutions to specific modules; follow the latest

circulars for your sector.)

FORM Reporter Information: Institution identifier/license number, sector classification, and
REQUIREMENTS
reporting officer contact.
Subject Information: For individuals, include name, NRIC/passport, date of birth, and
address; for entities, include registered name, company/LLP number, sector, and
beneficial owners/controllers.
Transaction Details: Instruments (cash, wires, cheques, e-money/VA where applicable),
dates, amounts, accounts/wallets, originator/beneficiary data, corridors.
Narrative: Concise “6W” summary tying red flags to risk (e.g., structuring, mule
indicators, trade anomalies, VA patterns), plus any steps taken (holds, additional CDD).
Attachments: Relevant KYC/EDD documents, statements, screenshots, investigative notes.
TIMING As soon as practicable upon forming suspicion (no de-minimis amount). File promptly; do
not wait for “perfect” documentation if the suspicion threshold is already met.
TIPPING OFF Prohibited under Malaysia's AMLA,; staff must avoid disclosures that could prejudice
an investigation.
e MENTOR’S TIP 8.4.6

In Malaysia, align your STR reason codes and narrative language with the red-flag categories
emphasized in your sector’s AML/CFT policy documents (e.g., TBML for trade players, mule
indicators for payments/MSB, VA exposure for DAX/Digital Asset operators). Close with one line
stating whether you have paused, restricted, or exited the relationship pending outcomes.

8.4.7

Middle East (Varied FIU Portals & Formats)

S
0o
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= UAE

DIFCSTR Mandatory fields include reporter ID, customer UTR (Unique Transaction Reference),

PORTAL

(Tox! DIFC fizns) PEP status, transaction narrative.

ggﬂAESRA Requires PDF upload of STR form (with structured fields) and any supporting
documents.

TIMING

File within seven business days of suspicion; immediate banking action (e.g., freeze)

may be required prior to formal reporting.

TIPPING OFF Prohibited under Federal AML Law (Cabinet Decision No. 10/2019).

Saudi Arabia

SAFIU PORTAL STR form fields include reporter details, customer identifiers, transaction

specifics, narrative.

TIMING Submit within three business days; urgent cases should be flagged immediately to

SAFIU's “hotline.”

TIPPING OFF Prohibited under Saudi AML Regulations; directors and employees can face penalties

for disclosure.

(. MENTOR’S TIP 8.4.7

Provide juniors with a one-page cheat sheet listing FIU portal URLs, submission formats (PDF vs.
CSV), and filing deadlines for UAE, Saudi Arabia, Bahrain, and Qatar. Have them practice drafting
the narrative in a Word doc, then copying it into the portal interface to simulate real filing.

8.5

Post-Reporting: Regulator Feedback,
Document Retention, Auditing

Filing a SAR/STR is not the final step. Institutions must manage post-reporting obligations to support

downstream investigations and satisfy regulatory audits.
8.5.1

Handling Requests from FIUs or Law Enforcement
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FIU Feedback Mechanisms

@ Some FIUs (e.g., FInCEN'’s BSA E-Filing) provide feedback or acknowledgment codes; others do not.

Track submission IDs and acknowledgment timestamps for records.

© Follow-Up Requests: FIUs may request additional documentation or clarifications, respond promptly
(often within 48-72 hours) with requested information.

Law Enforcement Involvement

© Immediate Escalation: If law enforcement needs to act quickly (e.g., asset freeze), coordinate closely

but maintain SAR confidentiality.

© Subpoena or Court Orders: If served with legal process for SAR details, involve legal counsel, some
jurisdictions limit external disclosure without proper court authorization.

(. MENTOR’S TIP 8.5.1

Role-play a scenario where the FIU contacts the institution requesting transaction monitoring
logs for a pending investigation. Assign one junior to act as the FIU analyst and another as the
compliance officer, practice gathering and securely transmitting the required data under

confidentiality constraints.

8.5.2
Maintaining Confidentiality & Avoiding “Tipping Off”

Internal Controls
© Need-to-Know Basis: Only staff directly involved in the SAR process (investigators, MLRO, senior

management) should know about a filed SAR.

@ Secure Storage: SARs and related case files must reside in a restricted-access repository (e.g.,

encrypted digital vault).

Communication Protocols

©@ No Direct Disclosure: Do not inform the customer or any external party that a SAR has been filed.
This is a criminal offense in most jurisdictions.

@ Neutral Inquiry Language: When contacting customers about suspicious transactions, use neutral,

fact-based queries. Avoid implying wrongdoing.

Incident Response Training: Regularly train staff on what constitutes tipping off (e.g., “Did you file a
report?” or “Why is the bank freezing my account?” should be handled by compliance or legal teams).
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(e MENTOR’S TIP 8.5.2

Develop a “Tipping Off Quiz” with multiple scenarios, some that constitute tipping off and
some legitimate communications. Have juniors identify which statements are impermissible

and propose compliant alternatives.

8.5.3
Periodic Quality Assurance of SARs

Internal SAR Quality Reviews
@ Sampling: Periodically select a random sample (e.g., 5-10%) of SARs filed in the prior quarter

for quality review.

© Secure Storage:

Completeness Does the narrative cover all “who, what, when, where, why, how”?

Accuracy Are account numbers, dates, and amounts correct?
Justification Was there clear reason for suspicion?
Timeliness Was the SAR filed within the required timeframe?

Feedback & Remediation
©@ Corrective Actions: If reviewers identify recurrent narrative gaps or late filings, update policies or

retrain relevant staff.

© Documentation of QA Findings: Maintain a QA log. Document deficiencies, root causes, and

corrective actions taken.

Regulatory Audits

©@ Regulators frequently review SAR programs to ensure compliance. Be prepared to provide:

O SAR submission logs (dates, acknowledgments).
O Case files (with support documentation).

O QA review results demonstrating continuous improvement.

. (. MENTOR’S TIP 8.5.3

Organize a “SAR Quality Feedback Workshop” where juniors review anonymized SARs using a
standard checklist. Then discuss as a group to identify best practices and common errors,

fostering a culture of continuous improvement.
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KEY TAKEAWAYS FROM

Chapter 08

© SARs/STRs/SMRs/CBRs are foundational to AML/CFT, enabling FIUs and law enforcement to
detect and investigate financial crime.

@ Filing Criteria: A SAR is required whenever there are “reasonable grounds to suspect” illicit
activity, regardless of transaction size. Contextual red flags and customer profile deviations
drive suspicion more than thresholds alone.

© Narrative Essentials: Every SAR must clearly articulate “who, what, when, where, why, and
how” in a concise, chronological format, avoiding vague language or tipping off the subject.

@ Local Filing Variations: Each jurisdiction has unique portals (FinCEN, FIU.net, CAD, AUSTRAC,
SAFIU, etc.), timelines (24 hours to 30 days), and form structures. Institutions must train staff
on multiple formats if operating across borders.

@ Post-Reporting Obligations: Maintain strict confidentiality, promptly respond to FIU or law
enforcement requests, and conduct periodic quality assurance reviews to ensure the SAR
program remains effective and audit-ready.

In Chapter 9, we will explore Fraud Prevention & Cybercrime Controls, extending beyond traditional
AML to address overlapping threats like identity theft, account takeover, and ransomware-fueled
money laundering.
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9.1

Distinction & Overlap:
Money Laundering vs. Fraud vs. Cybercrime

$

Money Laundering (ML)

Concealing the criminal
origin of funds.

Overlap in practice

A

Fraud

lllicitly obtaining value
(money, goods, access) by
deception.

O Fraud creates proceeds that are later laundered.

&

Cybercrime

Using digital means
(malware, social engineering,
platform abuse) to execute
or enable offenses.

O Cybercrime techniques (phishing, malware, bots) amplify both fraud and laundering.

O Controls frequently interact: KYC (prevention), transaction monitoring (detection), SAR/STR (reporting).

MENTOR’S TIP 9.1

Ask juniors to map one incident across all three: e.g., phishing - account takeover (fraud) -

mule network (laundering) - crypto cash-out (cyber-enabled laundering). Have them list

which controls failed at each step, and the quick wins to close those gaps.

9.2

Common Fraud Typologies & Red Flags

9.2.1  |dentity-Based

Ox

Synthetic Identity Fraud

(SIF)

Lo

Account Takeover (ATO)

Invented personas mixed with real data (e.g., valid SSN + fake name).

B Thin-file credit, mismatched KYC signals (DOB vs. social

records), multiple accounts sharing a device.

Criminal controls a legitimate account (e.g., credential stuffing, SIM swap).

Mg Sudden device/OS change, new IP geolocation, password

reset + high-value transfer within hours.
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9.2.2  Payment & Account Abuse

Stolen card details used online.

8
Card-Not-Present Mg MCCs with historically high chargebacks, multiple cards on
(CNP) Fraud one device, AVS/CVV mismatches.

o Genuine customer disputes valid transactions.

«
Friendly Fraud / Ba Repeated disputes shortly after delivery, digital goods
Chargeback Abuse consumption then refund request.

9.2.3  Social Engineering Driven

=3 Victim is tricked into sending funds.
Authorized Push

Payment (APP) / Scam Ba New payee + urgent language + higher-than-usual value;
Payments beneficiary first-seen account.

5 Supplier payment details hijacked.

Business Email

- Bg Last-minute invoice bank change, domain lookalikes, bank
Compromise (BEC)

country mismatch vs. supplier HQ.

9.2.4 Merchant/Platform Abuse

2 Bust-Out Build good history, then max out credit/limits and default.
& Triangulation Fraud Fraudster is “middleman” using stolen cards to fulfill real orders.
& Promo/Bonus Abuse Bot-created accounts harvesting incentives.

B Burst of signups from same IP range/device fingerprint;
referral loops.

9.2.5  Money Mule Networks

Recruitment via social media/job ads; accounts used to pass funds rapidly.

Ba Recent account + high inbound/outbound velocity; “salary” memos from unrelated sources;

common beneficiary clusters.

09 Fraud Prevention & Cybercrime Controls

Page 126



e (a MENTOR’S TIP 9.2

Give each junior one typology to “own.”
They must draft: (1) two detection rules, (2) two investigative questions, (3) one escalation
criterion linked to SAR.

9.3

Cyber-Enabled Financial Crime

g5 Phishing/Smishing/Vishing it Malware & RATs
Credential harvesting, account takeover (ATO), Keyloggers, session hijacks, mule
authorized push-payment (APP) scams. herding via remote access.
@ B w)
Dark-Web Data Crypto-Enabled Laundering Botnets
Combo lists (email+password) Mixers, chain-hopping, Mass card testing, signup
fuel ATO at scale. high-risk exchanges. farming, credential stuffing.
Control anchors
© Risk-Based Authentication (RBA) 7 Behavioral Biometrics
Step-up MFA when risk rises (new Keystroke cadence, pointer
device, TOR exit node, impossible travel). dynamics to flag bots/ATOs.
0  Device Intelligence & Session Integrity
Persistent device IDs (cookieless), Anomaly detection on session swaps,
jailbroken/rooted status, emulators. man-in-the-browser patterns.
s (a MENTOR’S TIP 9.3

Run a tabletop: attacker obtains credentials, SIM swaps phone, initiates wire. Ask juniors to
place controls in sequence (login, payee add, high-value wire) and propose step-up triggers at
each hop.
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9.4

Cyber-Enabled Financial Crime

Use a Prevent-Detect-Respond-Recover (PDRR) model aligned to the enterprise risk assessment.
9.4.1  Prevent

& Identity Proofing at Onboarding

O Documents: Liveness checks, hologram/microprint checks.
O Biometrics: Face match to ID; repeat captures to deter deepfakes (active liveness prompts).

O Signals Fusion: Phone tenure, email age/reputation, address history, device risk score.

< Customer Education

O In-app banners on scams; confirmation screens for new payees (“Slow down” nudges).

® Limits & Cooling-Off Periods

O Lower limits for new accounts; delay first-time external transfers by 24-48h.

B 3DS/SCA (where applicable)

O Strong step-up for card payments without hurting good-user UX (apply selectively via RBA).

9.4.2 Petect

&€ Layered Analytics
O Rules: Thresholds, velocity, geolocation, MCC, first-seen device/payee.
O Anomaly Models: Baseline per customer; spike detection on frequency/amount/network.
O Link Analysis: Graphs of shared devices, IPs, addresses - mule rings.

O Content Signals: Payee name text; memos (“refund,” “crypto,” “loan”) as features.

O Watchlists (non-sanctions)

O Internal lists of confirmed mules; mule markers (first-seen beneficiaries),
compromised cards/emails.

9.4.3  Respond

& Step-Up &Friction

O Dynamic MFA; transaction hold; out-of-band verification for high-risk events.
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2 Case Management Workflow

Alert triage Evidence gathering (KYC, Customer outreach script
device, session, payment data) (no tipping off criminal)
If suspected laundering, Decision (decline, allow,
escalate for SAR/STR. monitor)

2  Customer Support Playbooks

O Clear scripts for scams vs. ATO (tone differs).

&5  Law Enforcement Liaisons

O Rapid preservation letters; data handover under lawful requests.

9.4.4 Recover

$ Chargeback Strategy
O Evidence packs (AVS/CVV pass, 3DS, device match, delivery proof).

O FundsRecall Attempts

O Faster for instant payment rails, pre-arranged bilateral contacts help.

@  Post-Incident Remediation
O Password resets, device re-binding, new limits.
9.4.5 Organizational Design

@ Three Lines Model:
O 1LOD: Fraud Ops & Product implement controls.
O 2LOD: Compliance/MLRO sets policy and monitors risk.

O 3LOD: Internal Audit tests design & effectiveness.

2 Joint Fraud-AML Forum

O Weekly triage of patterns that are both fraud and laundering; share top indicators/rules.

Lt Metrics (see 9.4.7).
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9.4.6 Control Architecture (High-Level)

O Data Layer: Real-time event bus (logins, device, payments); historical store, graph store.
O Decision Layer: Rules engine + ML models (model registry, versioning, champion/challenger).
O Orchestration: Risk-based authentication, step-up, hold/review, decline, refer to human.

O Auditability: Feature/decision logging; model explainability (e.g., SHAP summaries) available
to investigators and auditors.

9.4.7  KPIs &KRIs

O Fraud Rate: Fraud loss / processed volume (bps).

O Chargeback Rate: Disputes / transactions.

O Detection Efficiency: % auto-stopped pre-settlement; true-positive rate of alerts.

O Speed: Median time from alert to decision; % instant payment holds actioned < 60 seconds.
O Customer Impact: False decline rate; step-up challenge pass rate.

O AML Linkages: % fraud alerts escalated to SAR/STR; mule network cases broken up.

e (as MENTOR’S TIP 9.4

Have juniors build a one-page “Control Stack” for your institution: list current signals, rules,
and step-up points. Then identify the next two low-cost, high-impact additions (e.g., payee

cooling-off, device binding at payee add).

9.5

How Fraudsters Exploit Weak AML Controls
(and How to Fix Them)
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FIXES

WEAKNESS

Loose KYC at
onboarding

No payee risk
scoring

Static rules only

Siloed fraud & AML
teams

No device/session
telemetry

Weak post-
incident process

EXPLOIT

Synthetic IDs pass; mule
recruitment easier

APP scams/BEC reroute
funds to first-seen accounts

Criminals calibrate just under
thresholds

Mule rings persist;
laundering via chargebacks/
crypto ramps

Bots & ATO bypass
credentials

Repeat victimization; reship
networks thrive

Example: Bust-Out via BNPL/Credit Wallet

DETECTION/PREVENTION FIX

Strong doc + biometric liveness;
email/phone tenure checks; risk caps
for thin files

Score new payees; cooling-off; confirm
payee name (where available); out-of-
band check for high-risk

Add behavioral baselines & anomaly
models; rotate thresholds; combine
with customer risk

Joint reviews; graph analytics; co-
owned mule watchlist; SAR escalation
pathways

Device fingerprinting; emulator/
jailbreak detection; session anomaly
scoring

Root-cause review; blacklist mule
nodes; merchant education if
marketplace

PATTERN . ~ A A
Clean history for Limit increase Rapid cross-border Default
90 days purchases
Gradual limit growth; anomaly alerts on foreign spend; require step-up for
out-of-pattern merchant/geos; post-spike cooling period.
s (a MENTOR’S TIP 9.5

Run aretrospective on three recent fraud losses. For each, state: “earliest alertable signal,”

“Control that should have fired,” “One policy change to prevent recurrence.”
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9.6

Regional Perspectives & Practical Nuances

9.6.1  United States

O Instant Payments & Wires  Emphasize pre-settlement screening and near-real-time holds.

O Chargeback Environment  Rich evidence submissions are crucial; coordinate with card
networks and acquirers.

O Privacy & Data Use Align analytics with permissible use; document model governance
thoroughly.

9.6.2  European Union

O Strong Customer Apply risk-based exemptions carefully; maintain
Authentication (SCA) evidence for audits.
O GDPR Constraints Data minimization/retention; ensure lawful basis for

behavioral biometrics and device data; integrate subject-
access request workflows.

O APP Scam Mitigation Confirmation of payee (where available); informative warnings,
step-up for first-time beneficiary & higher amounts.

9.6.3  United Kingdom

O APP Reimbursements Invest in scam education, confirmation-of-payee, and
(industry trend) outbound payment friction.
O Data Sharing (lawful) Consider consortium signals on mule accounts where permitted.

o.6.4  APAC (Singapore, Malaysia, Australia)

O Real-Time Rails Same-day investigation expectations; playbooks for instant recalls.

O Crypto On-/Off-Ramps Heightened EDD for VASP interactions; blockchain analytics
features in rule models.

O Scam Waves Telco/ISP collaboration (SIM swap indicators); bank-regulator
hotlines for rapid blocks.
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9.6.5 Middle East (UAE, KSA, Qatar)

O Cross-Border Exposure Strong correspondent oversight for inbound/outbound wires;
beneficiary screening beyond sanctions.

O Emerging Fintech Tighten onboarding for wallet and remittance products; educate on
mule risks in expatriate communities.

e (s MENTOR’S TIP 9.6

Assign pairs to draft a country one-pager: prevalent typologies, key controls, regulator
expectations on response times, and escalation paths (including SAR/STR). Compile them into

aregional playbook.

9.7

Practical Playbooks & Templates

9.7.1
ATO (Account Takeover) Playbook (Abbreviated)

1  TRIGGER New device + password reset + high-value payment attempt.

2 IMMEDIATE ACTIONS Step-up MFA; suspend outbound until verified; notify customer via
trusted channel.

3 INVESTIGATION KYC recap; device history; IP risk; recent credential changes; payee
CHECKLIST reputation; past alerts.
4  DECISIONING If verified owner - rebind device; monitor for 7 days. If not >

decline, freeze, reset credentials, mark as compromised.

5  ESCALATION If mule beneficiary or laundering signals > SAR/STR evaluation.
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OR7=2
APP Scam Playbook (Outgoing)

1  TRIGGER First-time beneficiary + high value + urgent memo language.

2 FRICTION “Pause & confirm” screen explaining common scams; optional
manual callback for very high risk.

3 BENEFICIARY CHECKS Name match/confirmation where supported; account age/risk
indicators.
4 DECISIONING Delay and verify vs. allow; document rationale.
5 AFTERCARE Victim support script; consider proactive education banners.
9.7.3
Mule Account Triage
1 SIGNALS Many inbound small credits - rapid outbound; shared device/IP

across multiple accounts; employer field inconsistent with flows.

2  ACTIONS Freeze, contact, request SOF docs; terminate relationship if non-
cooperative; list on internal mule registry; consider SAR/STR.

e (s MENTOR’S TIP 9.7

Have juniors convert one playbook into a checklist in your case tool. Require investigators to
tick each step before disposition, this improves consistency and auditability.
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KEY TAKEAWAYS FROM

Chapter 09

© Fraud, AML, and cyber are interlocked. A layered control stack across identity, device,

behavior, and payments is essential.

©@ Balance prevention (strong onboarding, education, limits) with detection (rules + ML + graph),

response (step-up, holds, casework), and recovery (chargebacks, recalls).

@ Prioritize mule detection and APP/BEC defenses; couple fraud alerts to AML escalation and
SAR/STR where warranted.

© Measure what matters: fraud rate (bps), true-positive rate, decision speed, false declines, and
SAR linkages.

@ Adapt controls to regional realities (authentication norms, privacy requirements, instant
payment SLAs).

Next, we'll move to Chapter 10 — Designing & Managing an Industry-Grade AML Compliance Program,
where we pull the program threads together: governance, policies/procedures, training, QA/

independent review, and change management.
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Designing & Managing
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10.1

AML Program Pillars (Recap) & Building a
Governance Structure

A mature AML/CFT program is a system, not a set of disconnected tasks. It aligns to five pillars (risk
assessment, CDD/BO, monitoring, reporting, governance) and ties them together through clear

ownership, decision rights, and evidence.

10.1.1

Board/Executive Oversight & Tone-at-the-Top

Board & Risk Committee Responsibilities
© Approve the AML Risk Appetite Statement (RAS) and program charter.

© Receive regular Management Information (MI): risk heatmaps, SAR metrics, sanctions hits, audit/

QA results, resource adequacy.

© Challenge management on remediation timelines, backlog risk, and emerging threats (e.qg.,

instant payments, VASPs).
Executive Ownership
© CEO/COO set expectations that compliance is non-negotiable (e.g., no launches without NPRA approval).

©@ Business heads co-own AML risks in their lines (1LOD accountability).

Board Pack (quarterly) - Suggested Contents

Executive summary & top risks KPIs/KRIs SAR/STR trends

Sanctions incidents EDD volumes Training coverage & results
Audit/QA status Open issues & deadlines Regulatory change impacts.
. (a MENTOR’S TIP 10.1.1

Ask juniors to convert a monthly ops dashboard into a 3-slide board update. They’ll learn to

separate signal (risk movement, overdue actions) from noise (raw counts).
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10.1.2
MLRO/Head of Compliance - Roles & Responsibilities
© Authority &Independence  Unfettered access to the Board; veto on product launches lacking controls.

© Program Design Owns policies, KYC/EDD standards, sanctions framework and alert
investigation playbooks.

© Regulator Interface Primary contact for FIU/regulator exams; ensures timely, accurate
submissions.
© Resourcing Proposes headcount, technology, and training budget; validates

vendor risk & model governance.

@ Escalation Decides on relationship exits, account freezes, and SAR filings.

Suggested MLRO RACI (abbrev.)

© Risk Appetite A/R (Board approves, MLRO recommends)

© Policies R (MLRO), A (Board/Exec), C (Legal/Business), | (Audit)

© SARDecisions A/R (MLRO), C (Investigations Lead), | (Legal)

© Sanctions Blocks A/R (MLRO), C (Ops), | (Business)

© New Product Approvals A (Product Committee/Exec), R (MLRO for AML sign-off)
(. MENTOR’S TIP 10.1.2

Have juniors shadow the MLRO on a real escalation (e.g., relationship exit). Afterwards, they
should write a 1-page decision memo including facts, options, risks, decision, and evidence
retained.

10.1.3

Committees & Reporting Lines

Core forums & cadence

© AML/Financial Crime Committee (monthly): Risk posture, SAR stats, high-risk customers,

sanctions, remediation tracker.
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@ New Product Risk Assessment (NPRA) Committee (bi-weekly): Approves launches/changes; reviews

compensating controls.
@ Model Governance Forum (quarterly): TM/sanctions model changes, validation results, drift, explainability.
@ Regulatory Watch (monthly): Jurisdictional updates and impact assessments.

Operating model

1LOD 2LOD 3LOD

Business + Fraud/Onboarding Compliance (policy, oversight, Internal Audit (independent

Ops (own risk in processes). thematic testing, assurance). effectiveness testing).
10.2

Policies, Procedures & Controls
(Detailed How-To)

Policies state what must happen, procedures say how, and controls prove it did happen.

10.2.1

Policy Framework: Contents, Approval, Review Cycles

Master AML Policy - Recommended Structure

Scope & definitions RAS & principles Enterprise Risk Assessment method
KYC/BO standards EDD triggers Sanctions & screening
Monitoring & investigations SAR/STR reporting Training
Recordkeeping & retention Governance & change control
Lifecycle O Version control with unique IDs; annual review minimum; ad-hoc updates for

regulatory changes; Board approval of material changes.

o Local addenda: For US, UK, EU, SG, MY, AU, UAE/KSA, etc., append
jurisdiction-specific rules (thresholds, portals, timing).
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10.2.2

Writing Effective Procedures (SOPs)

SOP template
Purpose & Inputs (systems, data) Step-by-step actions Roles/RACI
scope (with screenshots where
appropriate)
Evidence to retain Links to forms/templates Escalation paths SLA/quality criteria

Good practices
@ Use decision trees (e.g., sanctions hit - block/reject/allow under license).
©@ Define SLA clocks (e.g., high-risk alert T+1 business day).

© Embed quality acceptance criteria (e.g., SAR narrative = the “6W” elements).
10.2.3

Control Library & Design

EXAMPLES Preventive KYC completeness gate, deny-list at onboarding, payee cooling-off.
Detective Structuring rules, sanctions re-screening, adverse media sweeps.

Corrective Relationship exit SOP, SAR submission, funds recall attempts.

DOCUMENT EACH CONTROL Objective, owner, frequency, system, evidence, KR, failure response.

s (- MENTOR’S TIP 10.2

Assign a junior to inventory controls for one process (e.g., onboarding). They should map each
control to the risk it mitigates and propose one improvement.

10.3

Training & Culture

A strong program trains for competence and designs for behavior. People do the right thing

when it's easy to do so.
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10.3.1

Curriculum Design
AUDIENCE TRACKS

O All staff: AML basics, red flags, sanctions awareness, anti-tipping-off, how to escalate.

O  Frontline/Operations: KYC collection, documentary fraud, source-of-funds checks, alert triage.

O Investigators/Compliance: SAR narratives, EDD, chain-of-ownership mapping, cross-border nuances.
O Executives/Board: RAS, top risks, enforcement trends, accountability.

O Engineers/Data: Data lineage, logging for audit, model explainability, access controls.

FREQUENCY

O Onboarding (within 30 days) + annual refresh. Event-driven refresh after major changes (e.g., new

sanctions program).

10.3.2

Delivery & Engagement

O Micro-learning (10-15 min modules), scenario simulations, quizzes, live workshops,

brown-bag “case clinics.”
O Role-play scripts for customer outreach (using neutral language to avoid tipping off).
O Read-and-sign for critical SOPs and policy updates.

10.3.3

Measuring Effectiveness (beyond “completed training”)

Kirkpatrick levels Leading indicators

Reaction (surveys), Learning (quiz scores), Quiz pass = 85%; reduced narrative rework;
Behavior (observed SOP adherence), Results fewer sanctions false-positive escalations
(reduced QA fails, improved SAR quality). after training.

s (- MENTOR’S TIP 10.3

Ask juniors to rewrite a weak SAR narrative to “6W” standard. Use a before/after comparison in

a short workshop.
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10.4

Quality Assurance (QA) & Independent Review

Quality Assurance proves your program works as designed and meets regulatory expectations.

10.4.1  QAvs. Internal Audit
O QA (2LOD): Ongoing, risk-based sample testing of KYC files, alerts, SARs, sanctions hits;
checks adherence to SOPs and quality of outputs.

O Internal Audit (3LOD): Periodic, independent effectiveness reviews of design & operation;
tests governance, coverage, models, and remediation discipline.

QA plan (example, quarterly)
O KYC: 5-10% sample; key fields, BO chain completeness, EDD evidence, refresh cadence.
O Sanctions: 100% of true hits, 5% of cleared false positives; evidence of investigation; license use.

O Monitoring: Sample alerts by rule; time to triage; case notes completeness.

O SARs: Timeliness vs. suspicion date; narrative “6W” coverage; attachments.

10.4.2  Remediation Lifecycle

O Finding logged with severity, owner, due date.

O Root cause (people/process/tech/policy).

O Action plan (CAPA), interim controls if needed.

o Closure evidence captured; retesting verifies effectiveness.

O Aging & extensions require MLRO approval; report overdue items to the Board.

10.4.3  Continuous Improvement

O Monthly “Controls Council” reviews QA & audit themes; updates control library; prioritizes automation.

O Track false-positive rate, alert-to-SAR conversion, EDD yield, and training-related QA failures; link
improvements to metrics.

s (s MENTOR’S TIP 10.4

Give juniors areal QA checklist and a redacted KYC file. They should perform the review and

draft a QA result entry with pass/fail and remediation.
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10.5

Managing Change: New Products, M&A,
Regulatory Updates

Change is where strong programs fail or shine. Treat it as a controlled pathway with gates and evidence.

10.5.1  New Product / Material Change Risk Assessment (NPRA)

WHEN REQUIRED

O New product/channel/feature; geography expansion; model or rule changes deemed
material change; third-party reliance.
NPRA CONTENT (MINIMUM)
O Product description & flows (with diagrams).
O Target customers, geographies, expected volumes/values.
O Risk analysis: ML/TF, sanctions, fraud, privacy, data sovereignty.
O Controls & gaps: KYC, sanctions, TM rules, step-up authentication, case management, logging, Ml.
O Testing plan: UAT scripts, back-testing, model validation, negative testing.
O Run-book: On-call, rollback, incident commes.

O Go/No-Go sign-offs (MLRO mandatory) and post-launch review at T+30/60/90 days.

GO-LIVE GATES

O Evidence of controls in production; alert queues staffed; training delivered; reporting wired (KPIs/
KRIs); data retention configured.

(e MENTOR’S TIP 10.5.1

Have juniors complete a mini-NPRA for a feature (e.g., instant outbound payments). They must
list three AMLrisks and three preventive/detective controls.

10.5.2  Regulatory Change Management & Version Control

WATCHLIST & INTAKE
O Assign owners per region (US, UK, EU, SG, MY, AU, UAE/KSA). Track FATF updates and local circulars.

IMPACT ASSESSMENT

O Map change - affected policies/SOPs/controls - remediation actions - deadlines - owners.
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EXECUTION

O Update documents with versioning; train impacted teams; adjust models/rules; confirm portal/
form updates (e.g., goAML schema changes).

EVIDENCE

O Maintain a Regulatory Change Register with links to notices, impact memos, sign-offs, and
training logs.

(. MENTOR’S TIP 10.5.2

Assign a junior to draft a one-page impact memo for a regulatory update (e.g., new sanctions
program): what changes, who’s affected, by when, and how we’ll evidence compliance.

10.6

Resource Planning, Vendors & Technology

10.6.1  Sizing & Staffing

O Drivers: Customer base, product complexity, alert volumes, jurisdictions.

O Track alerts/FTE/day, cases/FTE, EDD hours/case, sanction hits/FTE; justify headcount with trend data.

10.6.2  \endor & Third-Party Risk

O Due diligence: Security, data residency, audit rights, model transparency, SLA/uptime, change control.
O Controls: Contractual right to audit, incident notification, exit plan, BCP/DR testing evidence.

O Ongoing: Quarterly vendor reviews; penetration test attestations; performance vs. SLA; issue logs.

10.6.3  Model Governance (rules/ML)

O Documentation: Purpose, features, training data, assumptions, limitations, fairness checks.

O Validation: Independent testing (precision/recall, stability), back-testing, challenger models.
O Monitoring: Drift metrics, periodic re-training, human-in-the-loop guardrails.

O Explainability: SHAP/LIME summaries available to investigators and (where appropriately) to

auditors/regulators.
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10.7

Recordkeeping & Evidence

What proves your program works:

KYC/EDD files (with verification trails).

Sanctions screens (hit logs, investigation notes, list update logs).
Monitoring rule change logs, back-tests, approvals.

Alert/case files with decision rationale.

SAR/STR submissions, acknowledgments, and confidentiality controls.
Training rosters, quiz results, materials.

QA results, CAPA logs, re-test evidence.

Committee minutes, Board packs, sign-offs.

O O O O O 0O O O 0 O

Regulatory change register and distribution records.

Retention: follow local rules (often = five years post-relationship/transaction) with stricter windows

where required; balance with privacy laws (e.g., GDPR).

10.8

Metrics that Matter (KPIs/KRIs)

EFFECTIVENESS Alert-to-SAR conversion; EDD yield (% of EDDs leading to action); sanctions
true-positive rate; time-to-SAR (median time-to-SAR).

EFFICIENCY Alerts per FTE; median time-to-triage/close; % real-time blocks vs. post-settlement.

QUALITY QA fail rate by control; % SARs needing rework; KYC completeness.

RISK POSTURE Distribution of customer risk tiers; concentration in high-risk geos/products;
backlog aging.

CULTURE Training pass rates; policy attestations; incident/tipping-off breaches (target = 0).

e (. MENTOR’S TIP 10.8

Ask juniors to convert raw case management exports into a monthly trend and short
commentary (“why moved, what next”).
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10.9

Jurisdictional Harmonization (Global Policy,
Local Execution)

O Global policy with local addenda (US, UK, EU, SG, MY, AU, ME): define group baselines;
tailor thresholds, portals, timing, and privacy constraints locally.

O Local MLROs/delegates with clear reporting lines to Group MLRO.

O Evidence of equivalence: where stricter local rules exist, local addendum overrides group
baseline; document rationale.

KEY TAKEAWAYS FROM

Chapter 10

Governance is active: clear decision rights, informed Board oversight, empowered MLRO.
Policies must translate to operational SOPs and controls, with evidence and SLAs.

Training builds competence; QA/Audit prove effectiveness; remediation closes loops.

Change (new products, M&A, regulation) flows through NPRA, integration plans, and change
registers with go/no-go gates.

@ Resource, vendor, and model governance keep the engine reliable and explainable.
©® Harmonize globally, execute locally, with documented addenda and proof.

Up next: Chapter 11 - Emerging Topics: Crypto, Virtual Assets & Fintech, where we'll translate program

design into the realities of VASPs, DeFi/NFT risks, and Travel Rule-aligned operations.
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11.1

Emerging Topics:
Crypto, Virtual Assets & Fintech

alihoi bl

Virtual Assets 101 (What they are, and aren’t)

Definition (FATF)

Program takeaway

A mature AML/CFT program is a system, not a set of disconnected tasks. It aligns
to five pillars (risk assessment, CDD/BO, monitoring, reporting, governance) and

ties them together through clear ownership, decision rights, and evidence.

If your product touches VA flows (on-/off-ramp, custody, exchange, staking,
brokerage, kiosk/ATM), design your AML/CTF controls as if you were a financial
institution—licensing/registration, CDD/EDD, monitoring, reporting, and

supervision all apply.

MENTOR’S TIP 11.1

With a new VA feature, run a 15-minute “scope check™ Do we exchange, transfer, safekeep, or

arrange VA transactions for customers as a business? If yes, assume VASP/CASP obligations

apply until counsel proves otherwise. FATF

11.2

The Regulatory Picture (What’s actually in force, and when)

Global Baseline
(FATF)

Travel Rule for VAs (Rec. 16)

Countries should require VASPs to collect and transmit originator & beneficiary
information with VA transfers and to perform counterparty-VASP due diligence
proportionate to risk. FATF's 2021 update clarifies scope (e.g., stablecoins;

when DeFi “arrangements” have an owner/operator who is a VASP).
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alal Emerging Topics: Crypto, Virtual Assets & Fintech

MiCA Timeline

MICA entered into force 29 June 2023. Stablecoin (ART/EMT) provisions apply
from 30 June 2024; the broader CASP regime applies from 30 December 2024
(with certain transitional options at Member State level).

Transfer of Funds Regulation (TFR) 2023/1113, Travel Rule for crypto

O Applies to transfers of crypto-assets where either originator or beneficiary
is an EU CASP.

O No low-value exemption for crypto: the same information requirements
apply regardless of amount; domestic “low-value” exemptions available to
fiat do not extend to crypto.

O The EBA's Travel Rule guidance, applicable from 30 Dec 2024, harmonizes

implementation.

The UK Travel Rule for cryptoasset transfers has applied since 1 September

2023 (collect, verify, and share originator/beneficiary data).

FinCEN confirms the Funds Travel Rule applies to CVC (crypto): a $3,000
threshold triggers originator/beneficiary information transmission and
recordkeeping under 31 CFR §1010.410(f).

MAS Notice PSN02 and its Guidelines set AML/CFT obligations for Digital
Payment Token (DPT) service providers, including Travel Rule-style originator/

beneficiary information for value transfers and counterparty risk controls.

DCEs must enroll/register with AUSTRAC and run AML/CTF programs.
AUSTRAC's reform program will introduce a Travel Rule obligation for financial
institutions, remitters and VASPs from 31 March 2026 (prepare systems and

counterparty-risk processes now).

Securities Commission Malaysia (SC) regulates digital assets as securities;
DAX/IEO/custody operators are supervised under the Guidelines on Digital
Assets and broader AML/CFT guidance for capital market intermediaries. Bank
Negara Malaysia remains the AML/CFT authority for payment instruments.
Expect robust AML/CTF programs and STR obligations for DAX operators.
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= Dubai (VARA)

Middle East Hubs The Virtual Assets & Related Activities Regulations 2023 plus the VA
Transfer & Settlement Services Rulebook establish licensing and AML/CTF
expectations for VASPs operating in/from Dubai (outside DIFC).

ADGM (Abu Dhabi)

The Virtual Assets & Related Activities Regulations 2023 plus the VA
Transfer & Settlement Services Rulebook establish licensing and AML/CTF

expectations for VASPs operating in/from Dubai (outside DIFC).

e (- MENTOR’S TIP 11.2

Make a one-page “where we operate” matrix: for each country, list (1) regulator & portal, (2)
Travel Rule trigger and scope, (3) data-protection constraints (e.g., EU TFR + GDPR), and (4)
any transitional dates. Update it quarterly.

11.3

Risk-Based Design for VASPs/CASPs

(]

Counterparty-VASP Due Diligence (CP-DD)

Before you send/receive VA transfers, assess whether the counterparty VASP can receive, retain,
and protect required originator/beneficiary data; document who they are (registration, jurisdiction,
Travel Rule readiness) and how you exchange data (secure channels, retry logic, fallbacks). FATF

explicitly calls out CP-DD in the Travel Rule context.

Customer risk factors to score higher (examples)

First-time external VA transfer; new self-hosted address; use of AECs (privacy coins); chain-hopping;
high-risk jurisdiction; rapid in-and-out movement via high-risk exchanges; mixing/tumbling patterns;
P2P “direct send” shortly after fiat top-up; repeated first-seen counterparties. (Build from FATF's

red-flag indicators.)

Records & evidence

Keep linkage between on-chain TXIDs and off-chain Travel Rule messages; regulators want to see you

can reconstruct both sides of a transfer. This is a common supervisory expectation across regimes.
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11.

e (& MENTOR’S TIP 11.3

Add a “CP-DD” tab to every outbound VA case: counterparty VASP’s legal name, license/
registry link, Travel Rule protocol used, encryption method, and a screenshot/PDF of the
successful payload exchange.

4

Transaction Monitoring for Crypto:
Rules, Models & Playbooks

CJ  signalsto prioritize (map to features)

o

Source of funds/ Fiat > exchange - external wallet > mixer - exchange; or short interval
flow patterns

bursts just under exchange withdrawal limits.
Entity risk Relationships to sanctioned addresses/services; repeated exposure to
addresses clustered with darknet markets, ransomware, or fraud typologies.

Behavioral First-time withdrawal to self-hosted wallet and new device/IP and unusual
anomalies hour; sudden switch to AECs; chain-hops (e.g., BTC - XMR > USDT TRC-20).

Network analytics  Multi-hop proximity to known illicit clusters; peel chains; dusting;
inter-exchange “smurfing.”

Counterparty Counterpart VASP in non-implementing Travel Rule jurisdiction; data handoff

risks failure or mismatch.

(@) | Starterrulelibrary (illustrative)

(e]

o

First-seen address, high value, and high-risk jurisdiction - hold + EDD.

Outbound to address linked to OFAC-sanctioned mixer or ransomware cluster - immediate
block/escalate.

Chain-hopping within 30 minutes (22 networks) + new beneficiary - manual review.
Travel Rule failure (no data receipt acknowledgement within SLA) - auto-hold + CP-DD outreach.
Velocity: =3 withdrawals to distinct first-seen addresses in <24h from a newly verified account.

Anonymity enhancement: conversion into AECs above customer’s baseline + new IP/UA fingerprint.

11 Emerging Topics: Crypto, Virtual Assets & Fintech Page 151



Investigation checklist (VA cases)

o KYC/EDD summary; account/device history; counterparties (VASP vs. self-hosted); Travel Rule

payload logs; on-chain analytics (cluster risk, tags, TX graph); sanctions screening results;

adverse media; customer explanation & proofs. Then decide: allow/decline/exit/SAR.

MENTOR’S TIP 11.4

Take three real alerts and force rank which two features, if added, would have made them

high-confidence auto-stops (e.g., chain-hop detection, first-seen-address risk). Iterate your

rules monthly using this “post-mortem to rule” loop.

11.5

DeFi, NFTs & Stablecoins
(What compliance Must Do)

O DeFi “arrangements”
can still be in scope

O Stablecoins under

MiCA (EU)

O NFTs

O Operational tips for
DeFi/NFT risk

alal Emerging Topics:

If any party owns/operates or exerts control/sufficient influence (e.g.,
admin keys; ability to set parameters; fee extraction), that party may be a
VASP and must implement AML/CTF controls.

Issuers of ARTs/EMTs face prudential, governance, reserve, and
disclosure rules (phased application noted above). CASPs offering
services in stablecoins must comply with MiCA plus the TFR Travel Rule
obligations.

FATF treats many NFTs as outside VA scope unless used for payment/
investment (i.e., function like a VA). Assess the use case and apply RBA
accordingly.

Require step-up for smart contract interactions; add lists of high-risk
protocols; screen counter and router addresses; monitor bridge flows;
and use on-chain heuristics (e.g., MEV bots, mixers, cross-chain bridges)
in your model features.
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11.6

Regional Deep-Dives (Practical Nuances)

©

EU (MiCA + TFR)

UK

us

Singapore

Australia

Middle East (Dubai)

Expect no threshold for crypto transfer information (applies domestically &
cross-border); ensure interoperable messaging and GDPR-compliant data
handling. The TFR also instructs CASPs to assess if non-EU counterparties can
receive/retain required data under data protection rules.

Build Travel Rule checks into payment orchestration (pre-send): data
validation, format normalization, and counterparty-VASP reachability. UK has
required compliance since 1 Sept 2023.

Treat CVC transfers = $3,000 like classic wire transfers for Travel Rule
purposes (collect/transmit originator & beneficiary). Document how you link
TXIDs to Travel Rule messages in case records.

Under PSNO2/Guidelines, DPT providers must have robust value-transfer
controls (originator/beneficiary info; counterparty risk) and proportionate EDD
for higher-risk situations (e.g., AECs, high-risk geographies).

AUSTRAC reforms are phased; the Travel Rule obligation lands 31 March 2026.
Use AUSTRAC's sector indicators to tune rules (e.g., ransomware payment
typologies).

Dubai (VARA): License by activity; follow the VA Transfer & Settlement
Rulebook (controls for transfer/settlement providers).

MENTOR’S TIP 11.6

For new corridors, pilot a “Travel Rule readiness test™ send a nominal transfer to the

counterparty VASP and verify (1) payload format, (2) encryption & delivery receipt, (3) how

exceptions route to humans, (4) GDPR/PDPA concerns for cross-border data.
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11.7

How to Operationalize the Travel Rule
(Without Breaking UX)

Minimum Viable Design

Data model for originator/beneficiary (links Message bus & protocol (secure channel;
to KYC records; consent & GDPR flags). retries; reconciliation).

Counterparty directory (registry, keys, Exception handling (payload mismatch,
endpoint health, jurisdiction, supervision). unregistered VASP, self-hosted wallet).
Case file integration (TXIDs <> payload Reporting (payload fail rates;

hashes, acknowledgements, CP-DD counterparty-VASP risk; conversion to
artifacts). STR/SAR).

Self-hosted Wallets

© EU TFR expects CASPs to treat all crypto transfers the same and to assess risks of transfers to
unhosted addresses; add source-of-funds checks and address-ownership verification where feasible.

Interoperability

@ Build toward interoperable data exchange (the TFR encourages “international/Union-wide
standards”). Avoid vendor lock-in by abstracting the adapter layer.

11.8

SAR/STR Linkages from Crypto Alerts
(What Pushes a Report Over the Line)

©@ When suspicion forms, don’t wait for a value threshold. Examples that typically tip to SAR/STR:
O Exposure to sanctioned addresses/services;
O Mixer usage framed to conceal origin in conjunction with fraud/ransomware proceeds;
O Rapid “peel chains” to cash-out through high-risk exchanges;
O Travel Rule counterparty refusal to transmit/retain required data;
O Customer evasiveness (won't document SOF/SOW; implausible narratives).

Align your narratives to the “Essential Elements” structure in Chapter 8.
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11.9

Fintech Sandboxes & Innovation
(Use Them Safely)

©@ EU/UK/SG and others operate sandboxes or innovation programs; use them to validate Travel
Rule messaging, CP-DD, and privacy controls before scale. (E.g., FCA innovation pages; MAS
sandbox programs and PSNO2/Guidelines expectations.)

(.

In every sandbox test plan, include negative tests: corrupted payloads, partial Pll, wrong
checksum, unreachable counterparty endpoint, and GDPR-blocked transfers to non-adequate
jurisdictions, with expected actions and evidence captures.

KEY TAKEAWAYS FROM

Chapter 11

©® Assume full AML obligations if you exchange, transfer, or custody VAs as a business. FATF expects
Travel Rule compliance and counterparty-VASP due diligence.

® Inthe EU, MiCA phases are live (stablecoins) or imminent (CASPs). The TFR Travel Rule for crypto
applies without a de-minimis threshold, with EBA guidelines governing application from 30 Dec 2024.

© US applies the Travel Rule to CVC at $3,000; UK has enforced the crypto Travel Rule since Sep 2023;
Singapore requires PSN02/Guidelines compliance for DPT transfers; Australia has Travel Rule coming
into force Mar 2026 (build now).

® Monitoring that works uses on-chain analytics + Travel Rule exceptions + counterparty risk +
sanctions exposure; tie alerts to SAR/STR decisions with the “6W” narrative discipline from Chapter 8.

Up next (Chapter 12): building, validating, and tuning transaction-monitoring rules & models, hands-on
recipes (including crypto-specific rules), feature libraries, back-testing, precision/recall trade-offs, and
model governance checklists.
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12.1

Why Analytics Matter: From Big Data
to Smarter Decisions

Modern compliance stacks ingest a torrent of signals: payments, KYC/EDD, device fingerprints, IP/geo,
sanctions/PEP matches, adverse media, case outcomes and even on-chain analytics. Analytics turns this

exhaust into decisions by:

© Prioritizing risk ©@ Improving precision
Which alerts should investigators Fewer false positives, more high-value
touch first? cases surfaced.

© Accelerating SAR quality © Proving effectiveness
Clear, evidence-rich narratives (“who, Metrics your Board and supervisors
what, when, where, why, how”). can audit.

Anchor metrics (use these in every monthly pack):

@ Alert-to-SAR conversion (effectiveness) @ Median time-to-SAR (speed).

@ False-positive rate and alerts per FTE ©@ Coverage: % of historical SARs that a model/
(efficiency). rule would have caught (recall proxy).
e (a MENTOR’S TIP 12.1

Set an alert budget before tuning models: how many alerts/day can your team triage at
quality? Optimize thresholding to this constraint, don’t drown investigators.
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12.2

Machine Learning Fundamentals
for Compliance

i2.2.1 | Supervised vs. Unsupervised Learning: Use Cases in AML
@ Supervised learning (needs labels).

O INPUTS “Positive” = confirmed suspicious (e.g., SAR-linked), “Negative” = cleared alerts.

O USE Alert scoring/prioritization; predicting mule accounts; identifying high-risk
beneficiaries; narrative pre-fill hints.

O PROS High precision when labels are good; gives reason codes with tree-based models.
O CONS Biased by past detection; blind to new typologies.

@ Unsupervised learning (no labels).

O INPUTS Raw behavior/time-series/graph features.

O USE Anomaly detection (outliers vs. customer/peer baselines); clustering to reveal
segments (e.g., shell-like entities, mules); early detection of typology drift.

O PROS Spots the “unknown unknowns.”
O CONS More false positives; needs human curation and guardrails.

@ Semi-Supervised / Positive-Unlabeled (PU)

O USE When you have reliable positives (SARs) but negatives are uncertain. Treat
unlabeled as “mostly negative” with caution.

© Human-in-the-loop / Active learning

Route borderline cases to senior analysts; use their decisions as high-value
labels to iteratively improve models.

(. MENTOR’S TIP 12.2.1

Start with supervised scoring for prioritization and one unsupervised detector (e.g., anomaly
on velocity + corridor novelty) as a safety net. Hybrid beats either alone.
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12.2.2

Common Algorithms (Random Forests, Neural Networks, Clustering)

I~

Logistic Regression / Scorecards
Transparent; great for policy-aligned scorecards. Use monotonic constraints to keep directions
intuitive (e.g., higher corridor risk = higher score).

Tree-Based Ensembles (Random Forest, Gradient-Boosted Trees)
Strong performance on tabular AML data; robust to non-linearities and interactions; easy to extract
reason codes (feature contributions).

Neural Networks (DNNs)
Useful for high-dimensional behavioral features or text embeddings (NLP). Pair with explainability
methods and conservative governance.

Anomaly Detectors
Isolation Forest, One-Class SVM, Autoencoders: find deviations from self/peer baselines. Use as
secondary triggers or to seed investigator “exploration” queues.

Clustering

K-Means (requires k), DBSCAN/HDBSCAN (density-based): groups entities/transactions into
behavioral cohorts (e.g., import-export firms, e-commerce sellers, remitters). Mark clusters with
red-flag prevalence to triage.

Graph Features/Algorithms
PageRank/centrality, community detection, shortest paths to known illicit nodes, k-core. Excellent
for terrorist financing, mule networks, and layering.

e (. MENTOR’S TIP 12.2.2

Your investigators are the user. Prefer models that yield human-readable reason codes over

inscrutable lifts.
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12.2.3

Data Quality & Model Validation: Ensuring Reliable Outputs

S Data foundations

Canonical schemas Amounts, currencies, timestamps, originator/beneficiary, channel,
MCC, device, geo, KYC risk, sanctions flags, adverse media flags,
crypto exposure.

Entity resolution Link persons/entities across products; unify devices/phones/emails/
addresses; maintain a master entity key.

Quality gates Mandatory field checks, currency/country code validation, timestamp
sanity (UTC), amount sign rules, schema drift detectors.

] Validation discipline

Temporal splits Train on earlier months, validate later, test on most recent. AML is
time-dependent; random splits overestimate performance.

Metrics Precision, recall, PR-AUC; cost-weighted objective (false negatives vs.
review time); alarm rate vs. alert budget; segment stability (by product/
geo/risk tier).

Stress tests Seasonality spikes, sanctions regime changes, product launches,
corridor additions.

Back testing Would the new model have caught known SARs? Track “missed SARs”
post-deployment as a KRI.
@ | Documentation (for audit/regulators)

Model card Purpose, data windows, features, imbalance strategy, validation plan,
performance (overall and by segment), explainability, limitations, fallback.

e (& MENTOR’S TIP 12.2.3

If you can’t reliably reproduce a model’s score on a specific alert a month later, you don’t have
an auditable model.
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12.3

Al-Driven Transaction Monitoring &
Alert Optimization

12.3.1

Pattern Recognition vs. Threshold Rules: Detecting Complex Schemes

Threshold/ Structuring bands, high-value wire spikes, first-time beneficiary above
velocity rules limits, cash-intensive patterns.
STRENGTH Clear policy guardrails, WEAKNESS Brittle; criminals
easy to explain. calibrate just under.

Pattern models Combine context (risk tier, tenure), sequence (inbound - rapid outflow),

novelty (new corridor), metadata (device/IP change), network (shared
devices/beneficiaries).

STRENGTH Detect layering webs WEAKNESS Require careful tuning
and mules + reason codes.
Hybrid Rules act as hard gates (e.g., sanctions), models rank and order the

investigative queue.

Example composite “High-risk corridor wire + first-seen beneficiary + amount = 3x
pattern self-baseline + new device in last 7 days + common counterparty to
two other flagged entities” - top-priority score.

s (a MENTOR’S TIP 12.3.1

Write patterns in plain language first. If you can’t state a hypothesis clearly, you won’t build a
robust detector.

om3=2

Reducing False Positives with Predictive Scoring Models

© Contextualfilters Exclude recurring payroll/payments; whitelist verified counterparties
with expiry dates; apply higher thresholds to very low-risk segments.

©@ Risk-weighted

thrashals Lower thresholds for high-risk tiers/products; higher for low-risk.
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@ Featurechoicesthat
cut noise

© Learningfrom
feedback

Simple cost
framework

Relative amounts (vs. self-baseline) beat absolute thresholds.
Corridor familiarity (seen before vs. first-time).
First-seen entity penalties (new device, new payee, new wallet).

Network closeness to known illicit clusters.

Use disposition codes (false positive reasons) to de-emphasize
unhelpful features and re-tune rules.

Define C_FN (missed suspicious case) and C_FP (review time).

Optimize threshold to minimize:

Total Cost = C_FN * FN + C_FP * FP (subject to your alert budget.)

MENTOR’S TIP 12.3.2

Track a “top-10 reason codes that led to clears” list. Remove or re-express them; they’re

cluttering analyst time.

12.3.3

Hands-On: Sample Model Workfiow (Data Ingestion —» Feature
Engineering » Model Training - Deployment)

> ¢

O Ingest & Normalize

STEP 02

O  EntityResolution

© Payments (wires/ACH/SEPA/instant), cards (MCCs), cash, crypto (on-chain tags), KYC/
EDD, sanctions hits, adverse media, device/geo, case outcomes.

© Normalize amounts (in base currency), time (UTC), country codes (ISO), entity IDs.

© Collapse duplicates; link devices/phones/emails; build graph edges (shared

attributes, counterparties).

STEP 03

O Feature Engineering

o

Velocity & burstiness: rolling sums/counts over 1/7/30/90 days; “spike vs. baseline.”

Novelty: first-time payee/corridor/device; time-of-day deviations.

Network: Many-to-one inbound, fan-out post large inflow, near high-risk nodes.

)
© Risk context: customer tier, PEP/adverse media flags, EDD status.
)
)

Crypto (if relevant): mixer exposure %, chain-hops, Travel-Rule exception counts.
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STEP 04

QO Labeling

© Positives = SAR-linked cases; Negatives = cleared cases; treat unknowns carefully
(exclude or PU). Balance classes (weights or resampling).

STEP 05

(f Train & Validate

© Train a gradient-boosted tree model; temporal validation; monitor precision/recall across
segments (e.g., retail vs. SME).

© Choose threshold to fit the daily alert budget while maximizing cost-weighted utility.

STEP 06

O  Explainability

9 Generate local reason codes per alert: top 3-5 contributions in plain language tied to raw
evidence (TXIDs, amounts, dates).

STEP 07

O Release Safely

© Shadow mode (no operational impact) - canary (small % traffic) - full.

© Guardrails: if alert volume spikes > Xx baseline, auto-revert. Latency SLOs in place.

STEP 08

(@) Operate & Improve

© Monthly calibration; drift monitors (feature/score/performance); challenger model always
running; post-incident reviews flow back into features/rules.

I MENTOR’S TIP 12.3.3

Add a “reasons must map to evidence” check in your case tool: if a reason code cites
“first-time corridor,” the case must show the prior-corridor history check.

12.4

NLP for Unstructured Data (Adverse Media,
Documents, Chat Logs)
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12.4.1

Sentiment Analysis, Entity Extraction & Risk Flagging

%, Multilingual entity Names, aliases, companies, roles, geos, amounts, dates; support
resolution transliteration and spelling variants.
g Eventlexicons Terms tied to confirmed charges, convictions, sanctions, bribery,

trafficking, fraud, corruption, terrorism.

Context classification Distinguish allegation vs. conviction, civil vs. criminal, and
historical vs. recent.

©

@ Deduplication & source Collapse duplicates, prefer high-credibility sources, suppress
ranking gossip/rumor mills.
 Confidence scores Route high-confidence harms to investigators; low-confidence to

periodic review.

Document automation (optional)

Parse company registries, shareholder lists, court records. Extract beneficial owners and link to KYC.

e (an MENTOR’S TIP 12.4.1

Maintain a “stop list” of low-credibility sites and a “priority list” of authoritative sources for
your regions. It saves hours.

12.4.2

Integration with Sanctions & PEP Screening for Media Monitoring

© Feed screening outputs (names/aliases/PEP matches) into NLP queries to expand coverage
(variant spellings, nicknames).

Risk-tier routing: Stricter thresholds for PEPs/high-risk geos; lighter cadence for low-risk.

Case linkage: Media hits attach to customer files; hits above a severity threshold trigger
EDD refresh or a monitoring alert.

© Feedback loop: Mark false media positives to refine source lists and entity-matching rules.
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12.4.3

Case Example:
How NLP Uncovered a Media Red Flag Missed by Humans

A mid-risk trading firm showed benign transaction volumes. NLP flagged a regional article (non-English)
alleging the CFO’s indictment under an alias. Cross-field match on DOB and address linked alias <> CFO.
Subsequent monitoring found rapid fan-out wires to shell entities. EDD uncovered inconsistencies;
relationship exited and SAR filed.

OPERATIONAL LESSONS

()

Language coverage and Entity + event detection Tie media severity to actionable
alias resolution are critical. beats keyword search. triggers (EDD refresh, rule tightening).
s (a MENTOR’S TIP 12.4.3

Store media snippets and classification labels in the case. Investigators should never have to
hunt through raw feeds to justify action.

12.5

Governance of Al: Explainability, Bias Mitigation
& Regulatory Acceptance

12.5.1

Model Explainability Techniques (LIME, SHAP)

Global explanations: Which features matter overall, useful for policy calibration.

Local explanations: For a given alert, show top 3-5 drivers in plain language and link each to concrete
evidence (transaction rows, amounts, dates).

© UX standard: Display reason codes in the alert header; allow a click-through to supporting facts.

Example reason code set

“Amount 4.3x customer’s 90-day average.” “First-seen beneficiary in high-risk corridor.”
“New device/IP within 24 hours of “Beneficiary linked to two prior SAR subjects
password reset.” (network proximity).”
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J2R5%2
Avoiding Bias (Data Sampling, Oversight)

stz Balanced sampling Ensure diverse representation across geographies, products,
channels, customer tiers.

4 Feature hygiene Exclude proxies for protected traits; monitor disparate impact
(precision/recall by segment).

® Human oversight No fully automated adverse actions; borderline cases routed to
human review; document “human-in-the-loop” touchpoints.

s Controls & logs Versioned models/rules; change approvals; challenger tests; rollback
plans; immutable decision logs.

Fairness checklist

Segment performance parity measured Reviewer calibration training (reduce

quarterly human bias)

Features reviewed for potential proxies Appeals/override process documented
4253

Regulator Comfort Levels (How Much Al Is Too Much?)

Supervisors generally accept analytics that are transparent, governed, and overseen:

© Purpose clarity: What the model does (and does not) do; how it supports, not replaces policy.

@ Documentation: Data lineage, features, validation, limitations, fallback.

@ Shadow - Challenger = Production: Evidence of safe rollout and measured impact on volumes/quality.
@ Explainability: Reason codes available in every case file; investigators can narrate the “why.”

© Ongoing assurance: QA sampling, audit trails, drift metrics, periodic re-validation, training for staff
using outputs.

e (& MENTOR’S TIP 12.5.3

Bring one model card and two case printouts with reason codes to every supervisory meeting.
It short-circuits skepticism.
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12.6

Future Outlook: Next-Gen Technologies (Graph
Analytics, Real-Time Streaming)

12.6.1

Graph Databases for Network Analysis & Terrorist Financing

Why graphs Laundering and terrorist financing are network problems: money mules, shell chains,

hubs, fan-outs. Graphs reveal these structures.

Signals & queries (illustrative)

(0]
©
©
©

Fan-in (mule): many small inbound credits - rapid outbound to few nodes.

Fan-out (layering): single large inbound - dispersed out to many first-seen beneficiaries.
Peel chains: sequential transfers with small skims at each hop.

Proximity to known illicit nodes: shortest path = N hops; risk decays with hops.

Shared attributes: multiple accounts share devices/phones/addresses (hidden clusters).

perationalizing graph
Store a daily snapshot of edges (account<>account, person<>account, person<>device).
Compute centrality and community scores; feed them as features into your scoring model.

Highlight network evidence in cases (e.g., “beneficiary is degree-2 from prior SAR subject”).

- (& MENTOR’S TIP 12.6.1

Even without a graph database, you can compute simple network features (shared device
counts, unique counterparties) in SQL and get 70% of the value.

12.6.2

Real-Time Fraud Detection with Streaming Analytics

Why streaming Instant rails (RTP, Faster Payments, etc.) demand pre-settlement decisions.
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Reference flow Ingest events (payment initiation, device, login).
Enrich with KYC risk tier, corridor risk, sanctions pre-screen.
Compute sliding-window features (last 5/30/300 minutes); cache customer state.

Score (rules + model) under strict latency SLOs.

Act: allow, hold, step-up auth, or refer to human.

O = O==O=—=O===O==0

Log all inputs, outputs, and reason codes.

Reliability @ Circuit breakers (spike protection); fall back to safe ruleset if models/timeouts fail.

@ Monitor end-to-end latency and pre-settlement block ratio.

e (a MENTOR’S TIP 12.6.2

Put a first-time beneficiary + high value gate in front of the model. This single rule buys time
for step-up checks with minimal customer pain.
12.6.3

Quantum Computing Risks & Opportunities (Early Stage)

© Risks Future cryptographic breaks (long-term) and faster combinatorial
optimization could aid sophisticated launderers.

© Opportunities Optimization and accelerated graph computations in the long run.

@ Practical stancenow Plan crypto-agility (key rotation, longer key lengths where appropriate) and
watch briefs. No production dependency today.

(& MENTOR’S TIP 12.6.3

Add “crypto-aqility” to your security roadmap and keep AML models algorithm agnostic;

swappable components age better.
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KEY TAKEAWAYS FROM

Chapter 12

©@ Analytics operationalize the RBA: prioritize effort where risk concentrates, not where noise is loudest.
Build on clean data with entity resolution, temporal validation, and documented model cards.

@ Hybrid detection (rules + models + networks + NLP) reduces false positives and catches complex
schemes.

© Explainability & governance are non-negotiable: reason codes in every case, human oversight, drift
monitoring, and reproducibility.

© Streaming & graph capabilities are the next practical step; quantum remains horizon scanning.

Next up, Chapter 13 - Appendices & Practical Toolkits (glossary, checklists, templates, and optional
Flagright-specific walk-throughs placed at the end).
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Appendices & Resources
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13.1

Global Glossary of Terms & Acronyms

© Adverse Media News or public records indicating elevated financial crime risk (allegations,
charges, convictions).

© AMLA (EU Authority) Forthcoming EU Anti-Money Laundering Authority for harmonized supervision.

© AMLD EU Anti-Money Laundering Directives.

© AMLO (HK) Anti-Money Laundering and Counter-Terrorist Financing Ordinance (Hong Kong).

© AMLI/CFT Anti-Money Laundering / Countering the Financing of Terrorism.

@ APRA Australian Prudential Regulation Authority.

© AUSTRAC Australian Transaction Reports and Analysis Centre (AU FIU/supervisor).

© Basel AMLIndex Comparative country risk indicator for ML/TF risk (methodology published
annually).

©@ BO (Beneficial Owner) Ultimate natural person(s) who owns/controls an entity (often 225% or via

control).

© BNM (Malaysia) Bank Negara Malaysia (Financial Intelligence & Enforcement Department).

© BSA US Bank Secrecy Act framework for AML obligations.

© CASP/VASP Crypto/Virtual Asset Service Provider (EU/Global).

© CDD/EDD/SDD Customer Due Diligence / Enhanced / Simplified.

@ CDSA (SG) Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of Benefits)
Act.

@ CTR/TTR Currency/Threshold Transaction Reports (jurisdiction-specific).

© De-risking Exiting relationships/corridors due to risk management decisions.

© DNFBP Designated Non-Financial Businesses and Professions (e.g., lawyers,
accountants).
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Egmont Group

ERA

FATF

FIU

FIU.net (EU)

goAML

HKMA

1A (HK)

JFIU (HK)

KYC

MAS (SG)

MIiCA (EU)

MLRO

NCA (UK)

NPRA

OFAC/OFSI

PEP

RBA

SAR/STR/SMR

SCA

SC (MY)

il Appendices & Resources

Global network enabling FIU cooperation.

Enterprise-wide Risk Assessment.

Financial Action Task Force (global standard setter).

Financial Intelligence Unit (national STR recipient).

Secure EU network connecting Member State FIUs for cross-border case
exchange.

UN-sponsored STR platform used by many FIUs (structured XML/JSON
submissions).

Hong Kong Monetary Authority.

Insurance Authority (Hong Kong).

Joint Financial Intelligence Unit (Hong Kong STR recipient).

Know Your Customer (identity, verification, risk profiling).

Monetary Authority of Singapore.

Markets in Crypto-Assets Regulation.

Money Laundering Reporting Officer (program owner/escalations).

National Crime Agency (SAR Online).

New Product/Material Change Risk Assessment.

US/UK sanctions authorities.

Politically Exposed Person; includes family/close associates.

Risk-Based Approach.

Suspicious Activity or Transaction Reports (for reporting financial transactions)

Strong Customer Authentication (EU/UK).

Securities Commission Malaysia (digital assets & capital markets).
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© SFC (HK)

© SOF/SOW

© SVF (HK)

© TBML

© TFS

© TFR(EU)

© TravelRule

© UAEFIU/SAMA/
CBB/QFIU

© 6W Narrative

13.2

Securities and Futures Commission (HK; includes VA platform regime).

Source of Funds / Source of Wealth.

Stored Value Facility licensee.

Trade-Based Money Laundering.

Targeted Financial Sanctions.

Transfer of Funds Regulation for fiat and crypto transfers.

Requirement to transmit originator/beneficiary information with value transfers.

Middle East FIUs/supervisors (UAE, Saudi Arabia, Bahrain, Qatar).

Who, What, When, Where, Why, How (SAR narrative standard).

Sample Templates & Checklists

13.2.1

Customer Risk Assessment Template (Spreadsheet Example)

6W Narrative

Score customers objectively using a point-based model and define clear Low/

Medium/High cutoffs. Localize weights and factors by sector and region.

SHEET 1: FACTORS & WEIGHTS

FACTOR

PEP / Adverse Media

Jurisdiction Risk

Product/Service
Complexity

Delivery Channel

OPTIONS

None / Historical / Current

Low / Medium / High

Basic / Standard / Complex

In-person / Hybrid / Remote only

il Appendices & Resources

POINTS

0/2/5

0/2/4

0/1/3

0/1/2

NOTES

Include family/associates

Use internal country list
(FATF & local inputs)

Private banking, trade
finance, VAs = higher

Remote onboarding 1 risk
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Transaction Pattern
vs. Profile

Ownership/Control
Opacity

VA/Crypto Exposure

Industry/Sector

Consistent / Slight drift /
Material drift

Simple / Layered /
Nominees/Trusts

None / Occasional / Frequent

Low / Medium / High risk

Recommended cutoffs (tune locally) 0 - 4 Low

SHEET 2: CALCULATOR (PER CUSTOMER)

O Auto-populate from KYC and monitoring data.

O  Formula

Total Score

0/1/3 Data-driven baseline deltas

0/2/4 Trusts/nominees trigger
EDD

0/1/2 Add blockchain analytics
features

0/1/3 Casinos, MSBs, real estate,
NGOs etc.

5 - 8 Medium =9 High

Y(weight_i x points_i) (weights default to 1; adapt per policy).

O Outputs: risk tier; review cadence; EDD flag; documentation required.

SHEET 3: HEAT MAP & PORTFOLIO VIEW

O Distribution by tier; concentrations by product/geo; quarter-to-quarter movement.

Governance notes

O Annual model review; mid-year if major regulatory change or portfolio drift.

O Document rationale for overrides (e.g., Board member relationship, law enforcement intel).

Use relative features (e.g., “amount vs. baseline”) over absolute thresholds; they cut false

positives and adapt to customer size.



13.2.2

Customer Risk Assessment Template (Spreadsheet Example)

POLICY STRUCTURE (MINIMUM):

[e]

Purpose & Scope

O  Governance & Roles

O RiskAppetite & ERA

O KYC/BO Standards

O CDD/EDD/SDD Rules

O  Sanctions/TFS

O Monitoring & Investigations

O  SAR/STRReporting

O Training & Culture

O  Recordkeeping & Retention

O Model Governance

O  Regulatory Change Management

O Independent Review & QA

O  Approval & Maintenance

Entities, products, geographies covered.

Board, MLRO, committees, 3LoD model.

Methodology, factors, scoring, review cadence.

CIP data, verification methods, BO identification to natural persons.

Triggers, documentation, approvals.

List management, screening points, investigation, licensing,
freezing.

Rules/models, SLAs, reason codes, casework standards.

Thresholds, timing, confidentiality, portals (local FIU).

Audiences, frequency, assessments, anti-tipping-off.

Periods per jurisdiction; destruction/anonymization.

Validation, drift, change control, documentation.

Intake, impact, implementation, evidence.

Scope, sampling, remediation lifecycle.

Versioning, annual Board sign-off; local addenda for US/UK/EU/SG/

MY/AU/HK/ME.

MENTOR’S TIP 13.2.2

Add one page at the front: a “what changed this year” summary. Regulators and executives

read that first.

il Appendices & Resources
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13.2.3

Due Diligence Documentation Checklist

INDIVIDUALS

ENTITIES

ENTITIES

ONGOING KYC

(TRIGGER EVENTS)

(e

Government photo ID (validity check); liveness & face match if remote.
Proof of address (= 3 months).

Occupation/employer; income evidence where required.
PEP/family/associates declaration.

Sanctions/PEP screening record (pre-onboarding).

Preliminary risk tier; expected activity (channels, corridors, values).

Consent & disclosures; unique customer ID assigned.

Certificate of incorporation/registration; constitutional docs.
Directors/authorized signatories verified.

Shareholder register and certified org chart to natural persons (BOs).
BO verification (IDs; where applicable, legal attestations).

Nature of business; licenses/permits; tax IDs.

Anticipated activity (volumes, corridors, products).

PEP/sanctions screening for entity + BOs + controllers.

Preliminary risk tier; EDD triggers recorded.

Source of Funds/Wealth documents (statements, audited accounts, tax
returns, sale contracts, inheritance).

Adverse media file; sanctions re-check; third-party references where relevant.
Senior management approval; EDD memo (why acceptable + controls).

Review cadence (annual or event-driven refresh).

Address/jurisdiction change; ownership/control change; product expansion;
sanctions/PEP update; material activity drift; negative media.

MENTOR’S TIP 13.2.3

For BOs, trace to natural persons or document the gap (e.g., inaccessible foreign registry) and

escalate with compensating controls.
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13.2.4

Sanctions Screening “Hit” Investigation Workfiow (Text Chart)

Standardize triage Decision Evidence for all sanctions alerts

© AlertIntake & Triage (within SLA)

O Classify High/Med/Low by match strength and identifiers (name + DOB/ID/citizenship).
O Check list currency (daily updates) and program/authority (UN/EU/US/UK/local).

© Identity & Context Gathering

Customer KYC (full name, aliases, DOB, nationality, IDs).

o

O Counterparty details; transaction info (amount, date, corridor).

o Supporting identifiers on list entry (DOB, passport, address, aka/aliases).
o}

Geography and sector risk context.

© Assessment & Disposition

O True Hit: exact or near-exact with corroborating identifiers - block/freeze per policy; escalate
to MLRO; consider regulator notification; evaluate SAR/STR.

O False Positive: differences in key identifiers (DOB, passport) with documentation - record
rationale; consider whitelist with expiry.

o . . . Lo .
Inconclusive: escalate for senior review; request further documents; maintain hold if warranted.

© Actions & Reporting
o Execute freeze/reject; notify internal stakeholders; log actions.

O Prepare regulator reports if required by jurisdiction; keep separate from SAR
confidentiality channel.

O Update case notes with reason codes and evidence.
©@ Closure & Learning

o QA sampling of decisions; update matching thresholds or alias tables to reduce repeats.

O Re-screen whitelisted customers periodically (expiry-based).
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SLA guide (tune locally) High Risk
Same day 48 hours 5 business days

Add a “license library” page to your SOP: when and how to apply general/specific licenses, with
example wording to avoid delays.

13.2.5

Internal Audit Test Plan (Sample Items)

Scope & Objectives Assess design and operating effectiveness of AML/CFT controls;
confirm adherence to policy/SOP and regulatory expectations.

© GOVERNANCE & Board/Committee minutes evidence; MLRO independence; policy
POLICY versioning; local addenda coverage.

© ERA & RISK Methodology; scoring; heat maps; action plans; Board approval; annual
APPETITE refresh evidence.

© KYC/BO Sample files by risk tier; BO chain to natural persons; EDD documentation;

refresh cadence.

© SANCTIONS List update logs; matching logic tests; investigation case quality; licensing
procedures; freeze logs.

© TRANSACTION Rule/model inventory; change control; back-testing; temporal validation;
MONITORING alert SLA adherence; reason-code availability.
© SAR/STR Timeliness vs. suspicion formation; “6W" narrative quality; attachments;

confidentiality controls.

© TRAINING & Coverage by audience; assessment scores; tipping-off drills; remedial
CULTURE training evidence.
© RECORDKEEPING Retention periods by jurisdiction; destruction/anonymization controls;

& RETENTION access management.



© REGULATORY CHANGE Change register; impact assessments; implemented updates; training/

MANAGEMENT communication logs.

© ISSUE MANAGEMENT CAPA quality; due dates; retests; overdue escalation; evidence of closure.

Sampling Risk-based; ensure coverage across products/geos/risk tiers. Minimums:
KYC (5-10% per tier), 100% of sanctions true hits, SARs filed last quarter.

Ratings & Reporting Clear criteria for High/Medium/Low findings; management response &
target dates; Board reporting of overdue items.

e (a MENTOR’S TIP 13.2.5

Ask audit to re-perform a small set of investigations end-to-end. It’s the fastest way to surface
real-world gaps.

13.3

Regulator Portals & FATF Guidance Links
(By Region)

13.3.1

FATF Website & Mutual Evaluation Reports

FATF Recommendations; Guidance (Risk-Based Approach, Proliferation, VAs/Travel
Rule); Grey/Black lists; Mutual Evaluation Reports and Follow-Up Reports.

Regional Bodies APG (Asia/Pacific Group), MONEYVAL, MENAFATF, GAFILAT, ESAAMLG:
regional typologies and MERs.
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13.3.2

National/Supranational Authorities (What to Use Them For)

JURISDICTION/
REGION

PRIMARY AUTHORITY
(EXAMPLES)

WHAT YOU'LL
FIND

FILING/PORTAL
NOTES

=2 United States

M European Union

& United Kingdom

*= Singapore

®4 Malaysia

& Australia

€2 Hong Kong

= United Arab

Emirates

E Saudi Arabia

H Qatar

B8 Switzerland

FinCEN; OFAC

European Commission
AML/CFT; EU Sanctions

FCA; NCA (SAR Online);
OFSI

MAS; Commercial Affairs
Dept. (CAD)

Bank Negara Malaysia
(FIED); Securities
Commission

AUSTRAC

HKMA: SFC; JFIU:; IA;
C&ED; CR

UAE FIU; CBUAE; VARA;

ADGM FSRA

SAMA; SAFIU

QFIU; QCB

MROS; FINMA
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BSA rules, SAR guidance;
Sanctions programs & lists

AML package updates;
Consolidated sanctions list

FC guidance; SAR portal;

UK sanctions

Notices/Guidelines; STR
portal guidance

Sectoral AML/CFT policies;
DAX guidance

AML/CTF Rules; SMR
guidance; indicators

AML Guideline; VA platform
regime; e-STR; sector notes

FIU guidance; banking
notices; VA regulations

AML rules; STR portal

guidance

STR portal; AML notices

STR guidance;
supervisory circulars

BSA E-Filing (SAR);
OFAC list downloads

FlU.net (cross-border);

national FIU portals

SAR Online; UK
Consolidated List

CAD STR e-portal

BNM e-reporting
portal

AUSTRAC Online
Portal

JFIU e-STR (secure

submission)

goAML (FIU portal);
local portals

National FIU portal

FIU portal (CSV/PDF

formats)

MROS e-channel
(non-goAML)
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e (. MENTOR’S TIP 13.3.2

Keep a country sheet for every place you operate: FIU name, portal/process, STR timing,
retention period, sector supervisors, sanctions basis.

13.3.3

Useful Industry Bodies

© ACAMS: Practitioner training, typologies, best-practice articles.
© Wolfsberg Group: Principles for AML/sanctions, correspondent banking, KYC questionnaires.
© Egmont Group: FIU cooperation resources and public materials.
© Basel Committee/IOSCO: Prudential/compliance standards with financial-crime relevance.
© Transparency International: Corruption risk indicators (input to country risk).

13.4

Selected Further Reading
(Books, Whitepapers, Articles)

Standards & Guidance FATF Recommendations and Methodology; Risk-Based Approach

Guidance (banks, VASPs, DNFBPs).
Guidance on Proliferation Financing and Targeted Financial Sanctions.
FATF Red Flags for Virtual Assets and ML/TF Typologies (various years).

Wolfsberg Group AML Principles; Correspondent Banking Due Diligence
Questionnaire.

Typologies & Casework National FIU Annual Reports and Typology Notes.

Egmont Group Case Studies Compilations.

Trade-Based Money Laundering (TBML) indicators and case analyses.

Sanctions Consolidated list user guides; sector-specific advisories.

Practical manuals on screening calibration, name-matching and fuzzy logic.
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Data, Analytics & Al Explainable Al for tabular models; SHAP/LIME primers for investigators.
Graph analytics for financial networks (community detection, centrality).

Streaming analytics patterns for instant payments and real-time scoring.

Program Design & Board-level oversight of compliance risk; three-lines-of-defense
Governance playbooks.

Model risk governance in financial crime contexts (validation,
drift, change control).

e (& MENTOR’S TIP 13.4

Build a reading plan by role: Investigators (typologies + SAR writing), Data/Modelers
(explainability + validation), MLRO (governance + enforcement), Executives (Board oversight).
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